Terra: A Virtual Machine-BasedPlatform for Trusted Computing

Tal Gar nk el Ben Pfaff

Jim Chow

Mendel Rosenblum Dan Boneh

{tal g, bl p, j chow, nendel , dabo}@s. st anf ord. edu

Computer Science Department, Stanford University

ABSTRACT

We presenta e xible architecturefor trusted computing, called
Terra, that allows applicationswith a wide rangeof securityre-
quirementsto run simultaneouslyon commodity hardware. Ap-
plicationson Terraenjoy the semanticf runningon a separate,
dedicatedfampefresistantardware platform, while retainingthe
ability to run side-by-sidewith normalapplicationson a general-
purposecomputingplatform. Terraachiezesthis synthesisy use
of a trusted virtual machine monitor (TVMM) that partitions a
tampetresistanthardware platform into multiple, isolatedvirtual
machinegVM), providing the appearancef multiple boxeson a
single, general-purposelatform. To eachVM, the TVMM pro-
videsthe semantic®of eitheran“openbox; i.e. ageneral-purpose
hardware platformlik e today’s PCsandworkstationsor a “closed
box; anopaquespecial-purposelatformthatprotectsthe privacy
andintegrity of its contentdik e today's gameconsolesandcellular
phones.The software stackin eachVM canbe tailoredfrom the
hardware interfaceup to meetthe securityrequirement®f its ap-
plication(s).ThehardwareandTVMM canactasatrustedpartyto
allow closed-boxVMs to cryptographicallyidentify the software
they run, i.e. whatis in the box, to remoteparties. We explore
the strengthsandlimitations of this architectureby describingour
prototypeimplementatiorand several applicationsthat we devel-
opedfor it.
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1. INTRODUCTION

Commaoditycomputingsystemsave reachecanimpasseThere
is anincreasingneedto deplo/ systemswith diversesecurityre-
quirementsn enterprisegovernment,and consumempplications.
However, currenthardware and operatingsystemsmposefunda-
mentallimitations on the securitytheseplatformscanprovide.

First, commodityoperatingsystemsare complex programsthat
often containmillions of lines of code,thusthey inherentlyoffer
low assurance.Building simple, high-assurancapplicationson
top of theseoperatingsystemss impossiblebecausepplications
ultimately dependon the operatingsystemas part of their trusted
computingbase.

Next, commodityoperatingsystemspoorly isolateapplications
from oneanother As aresult,thecompromiseof almostary appli-
cationon a platformoftencompromiseshe entireplatform. Thus,
applicationswith diversesecurityrequirementgannotbe run con-
currently becaus¢heplatform's securitylevel is reducedo thatof
its mostvulnerableapplication.

Further currentplatforms provide only weak mechanismdor
applicationsto authenticatehemselesto their peers.Thereis no
completeandubiquitousmechanisnfor distributedapplicationgo
verify the identities of programsthey interactwith. This makes
building robust and securedistributed applicationsextremely dif-
cult, asremotepeersmustbe assumedo be malicious. It also
signi cantly limits the threatmodelsthat can be addressed.For
example,an online gamesener cannottell whetherit is interact-
ing with a gameclientthatwill play fairly or onewhich hasbeen
subjectedo tamperinghatwill allow usergo cheat.

Finally, currentplatformsprovide no way to establisha trusted
pathbetweenusersand applications.For example,an application
for tradingon nancial marketshasnoway of establishingf its in-
putsarecomingfrom a humanuseror a maliciousprogram.Con-
versely humanusershave no way of establishingvhetherthey are
interactingwith a trusted nancial applicationor with a malicious
programimpersonatinghatapplication.

To addresgheseproblems,somesystemsresortto specialized
closedplatforms,e.g.cellular phonesgameconsolesand ATMs.
Closedplatformsgive developerscompletecontrol over the struc-
tureandcompleity of the softwarestack,thusthey cantailor it to
their securityrequirementsTheseplatformscanprovide hardware
tampenmesistancéo ensurehatthe platform's softwarestackis not
easily modi ed to make it misbehae. Embeddedcryptographic
keys permitthesesystemso identify their own softwareto remote
systemsallowing themto make assumptionsboutthe software's
behaior. Thesecapabilitiesallow closedplatformsto offer higher
assurancandaddressa wider rangeof threatmodelsthancurrent
general-purposplatforms.

The securitybene ts of startingfrom scratchon a “closedbox”



special-purposplatformcanbesigni cant. However, for mostap-
plicationsthesebene tsdonotoutweightheadwantage®f general-
purposeopenplatformsthatrunmary applicationsncludingahuge
body of existing codeandthattake advantageof commodityhard-
ware(CPU,storageperipheralsetc.) thatoffersrich functionality
andsigni cant economie®f scale.In thiswork, we describea soft-

warearchitecturehatattemptgo resolethecon ict betweerthese
two approachesy supportingthe capabilitiesof closedplatforms
on general-purposeomputinghardwarethrougha combinationof

hardwareandoperatingsystemmechanisms.

OurarchitecturecalledTerra,providesasimpleand e xible pro-
grammingmodelthatallows applicationdesignerdo build secure
applicationsn thesamewaythey would onadedicateatlosedplat-
form. At the sametime, Terrasupportstoday’s operatingsystems
andapplications Terrarealizeghis unionwith atrusted virtual ma-
chine monitor (TVMM), thatis, a high-assuranceirtual machine
monitor that partitionsa single tamperresistant,general-purpose
platforminto multiple isolatedvirtual machines.Usinga TVMM,
existing applicationsandoperatingsystemscaneachrunin a stan-
dard virtual machine(“open-boxVM”) that provides the seman-
tics of today’s openplatforms. Applicationscanalsorun in their
own closed-bowirtual machineg“closed-boxVMs”) thatprovide
the functionality of runningon a dedicatedclosedplatform. The
TVMM protectsthe privacy and integrity of a closed-boxVM's
contents. Applicationsrunning inside a closed-boxVM can tai-
lor their softwarestacksto their securityrequirementsFinally, the
TVMM allows applicationsto cryptographicallyauthenticatehe
running software stackto remotepartiesin a processalledattes-
tation.

Both open-and closed-boxVMs provide a raw hardware in-
terfacethatis practicallyidenticalto the underlyingphysicalma-
chine. Thus, VMs canrun all existing commodity software that
would normally run on the hardware. Becausea hardware-level
interfaceis provided, applicationdesignergancompletelyspecify
whatsoftwarerunsinsideaVM, allowing themto tailor anapplica-
tion's softwarestackto its security compatibility andperformance
needs.Closed-boxVMs areisolatedfrom the restof the platform.
Through hardware memory protectionand cryptographicprotec-
tion of storage their contentsare protectedfrom obsenration and
tamperingby the platformownerandmaliciousparties.

The next sectionpresentshe Terraarchitectureand describes
the basicpropertiesof trustedvirtual machinemonitors,the mech-
anismthat allows applicationswith open-boxand closed-boxse-
manticsto run side-by-side.lt describeghe processof attestation
that Terrausesto identify the contentsof VMs to remoteparties
andpresentsseveral modelsfor userinteractionwith the TVMM.
Section3 describederra’s local securitymodel, Terrasimpacton
applicationassuranceandhow remotepartiescantake advantage
of Terra'ssecuritymodel.In Sectiond we describehedesignof the
TerraTVMM. Section5 describes prototypeimplementatiornof
this designandtheimplementatiorof closed-boxapplicationghat
utilize our prototype.Theseapplicationsncludea“cheat-resistant”
closed-boxversion of the popularmulti-player gameQuale and
trustedaccespoints(TAPs),a systemof closed-boxX/Ms thatcan
beusedto regulateaccesdo a privatenetwork atits endpointsWe
discusgelatedwork in section6 andconcludein section?.

2. TERRA ARCHITECTURE

At the heartof Terrais a virtual machinemonitor (VMM). Like
ary VMM, Terravirtualizesmachineresourceso allow mary vir-
tual machinegVMs) to runindependentlyandconcurrently Terra
alsoprovidesadditionalsecuritycapabilitiesincluding actingasa
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Figure 1: Terra Architecture. A trusted virtual machine mon-
itor (TVMM) isolatesand protects independent virtual ma-
chines(VMs). Closedbox VMs, shown in gray, are protected
from eavesdropping or modi cation by anyone but the remote
party who hassupplied the box. Here, the SETI@Home client
isin aclosedbox sothat its sewer canverify that it hasnot been
modi ed to claim it hasrun checksthat it actually hasnot, and
an online gameis in another to deter cheating (seesection5.2
for moreinformation). The TVMM canidentify the contentsof
the closedbox to remoteparties, allowing them to trust it. Also
shown herearethe managementVM and an open-boxVM run-
ning a commodity operating system.

trustedparty to authenticatehe software runningin a VM to re-
mote parties. Becauseof this propertywe referto it asa “trusted
VMM” (TVMM).

At ahighlevel,the TVMM exportstwo VM abstractionsOpen-
box VMs provide the semanticof today’s openplatforms. These
canrun commodityoperatingsystemsandprovide the appearance
of today's general-purposplatforms. Closed-box VMs implement
the semanticsof a closed-boxplatform. Their contentcannotbe
inspectedr manipulatedy the platform owner. Thus,their con-
tentis secureneitherinspectablenor modi able by any but those
who constructedt, who canexplicitly provide themselesaccess.
Figurel depictsaninstanceof the Terraarchitecturewith anopen-
box VM, two closed-boxVMs, andthe managemenVM (to be
describedater).

Terraprovidesaraw virtual machineasthe developmenttarget
for applicationsJendinggreat e xibility to applicationdesigners.
Applicationscanbe designedrom the (virtual) hardwareup, using
the operatingsystemsthat bestsuit their security portability, and
ef ciency needs. Operatingsystemsthat run in VMs may be as
simpleasabootstragoaderplusapplicationcodeor ascomple as
a commodityoperatingsystemthatrunsonly oneapplication.Ap-
plicationscancompletelytailor the OSto their securityneeds.In-
steadof runningsingle closed-boxapplicationsa closed-boxVM
might run a specialtrustedOSwith a selectionof applicationsle-
signedspeci cally for it, thus providing somethingsimilar to the
NGSCBJ[13] model.

VMs on a single physicalmachinecommunicatewith one an-
otherover virtualized standard/O interfacessuchasNICs, serial
ports,etc. The VMM canalsomultiplex the displayandinput de-
vices. Thus, from the users perspectie, a closed-boxXVM may
take on the appearancef a normalapplication,a virtual network
appliancepr avirtual device (e.g.aUSB device).

The responsibilityfor con guring howv theseVMs are granted
storageandmemory connectedstarted stoppedetc.is deleggated



to a specialmanagement VM. The TVMM offersthe management
VM a basicinterfaceto carry out thesetasks. Wherethe TVMM
providesresourcemanagemenmechanismshe managemenyM
decidesolicy, praviding ahigherlevel interfaceto usersandother
VMs.

2.1 The Trusted Virtual Machine Monitor

Terra’s architectures basedon a virtual machinemonitor [33],

a thin software layer that allows multiple virtual machinesto be
multiplexed on a single physicalmachine. The virtual machine
abstractionthat the VMM presentss similar enoughto the un-
derlying architecturethat programsandoperatingsystemswritten
for the physicalhardware canrun unmodi ed on the virtual hard-
ware. Terratakes adwantageof the following propertiesof tradi-
tional VMMs:

Isolation A VMM allows multiple applicationgo runin different
virtual machines.Eachvirtual machinerunsin its own hardware

protectiondomain,providing strongisolationbetweenvirtual ma-

chines.Securdsolationis essentiafor providing the con dential-

ity andintegrity requiredby closed-boxX/Ms. Also, theabstraction
of separatehysicalmachinesprovidesan intuitive modelfor un-

derstandingheisolationpropertiesof the platform.

Extensibility Any “onesize ts all” approactto providing anop-
erating systemfor a trustedplatform greatly limits a platform’s
exibility becauset ties all applicationsto oneinterface. If this
interfaceis too comple, it compromiseshe simplicity of the sys-
tem, forcing mary applicationsto dealwith an unacceptablyow
level of assuranceCorversely if it is too simple,it compromises
the performanceandfunctionality of the system severely limiting
thevariety of applicationghatcanusefullytake advantageof it.

Terraaddressethis con ict by allowing applicationimplementers
to view a VM asa dedicatechardware platform, allowing an ap-
plication's software stackto be built from the (virtual) hardware
up. This allows applicationdesignergo selectthe OS that best
addressesheir requirementdor security compatibility and per
formance.

For example,simpleapplicationsthatrequirevery high assurance
(e.g.electronicvoting) canusea very minimal OS layer that con-
sistsof little more than bootstrappingcode. Other applications
(e.g.thetrustedaccesspointscoveredin section5.3) may require
high assurancanda rich setof OS primitivesfor accesscontrol
suchastheNSA's SELinux[43] or EROS[52]. A third classof ap-
plicationsmayneedonly amodestevel of assuranceyut requirea
relatively feature-richOS offering high performanceandcompati-
bility, suchasastripped-dan versionof Windows or Linux. Many
onlinegamedikely fall in this cateyory.

Beyond choosingan operatingsystemto meettheir needsdesign-
erscantailor the OSto include only the componentsequiredfor

their applications.Modular OSessuchasQNX andWindows CE,

commonlyusedin embeddedsystemsillustrate hov an OS can
facilitatethis type of application-speci ccustomization.

Ef ciency Experiencewith virtual machinemonitorsoverthepast
30 yearshas shavn the overheadof virtualization on virtualiz-
ablehardware platformscanbe madeessentiallynggligible. Even
without virtualizable hardware, the overheadscan be madevery
small[34]. Thus,aVMM canprovide essentiallythe sameprop-
ertiesasseparataleviceswith moremodestresourcesvhosetotal
resourcessum to thoseof the physicalmachine. An application
runningunderTerracanpotentiallybe moreef cient thanits stan-
dardOScounterparbecausé cantailortheOSabstraction# uses

to its needsasin exokernels[24]. This is essentiato providing a
platform e xible enoughto run a wide rangeof applicationswith
differing performancelemands.

Compatibility VMMs canruntoday's operatingsystemssuchas
Linux and Windows, and applicationswithout modi cations, un-
like alternatve approacheso secureisolation, suchas microker-
nels[42] andisolationkernels[61]. This allows existing systems
to run underTerra, and meansthat specializedstandaloneappli-
cationstargetedto Terracanrun side-by-sidewith legag applica-
tions. The greaterisolationof a VM, comparedo a processn an
ordinaryOS, canimprove assurancen its own; untrustedapplica-
tionscanbetransformednto low-assurancérustedapplicationsn
closedboxeswith minimal changegseesection5.2 for an exam-
ple). It alsoallows new stand-aloneapplicationgo leverageexist-
ing toolchains pperatingsystemsetc.for their construction.

Security A VMM is a relatively simple program(Disco hasonly
13,000lines of code[12]), with a narraw, stable,well-de ned in-

terfaceto the softwarerunningabove it. Unlike traditionaloperat-
ing systemsthat mustsupport lesystems,network stacks.etc.,a
VMM only needgo presentelatively simpleabstractionssuchas
avirtual CPUandmemory As aresultof thesepropertiesVMMs

have beenheavily studiedasanarchitecturdor building secureop-
eratingsystemg38, 30]. VMMs have long beena mainstayof

mainframecomputing[20], wheretheir security has beenlever-

agedfor implementingsystemsfor bankingand nance, health
care telecommunicatiofil], defensg47], etc. Theisolationprop-
ertiesof real-world VMMs suchasthat of the IBM zSerieshave
receved intensescrutiry and beencerti ed as conformingto the
higheststandarddor assurancaccordingto CommonCriteriare-
quirements[3].

Terras TVMM providesthreeadditionalcapabilitiesnot found
in traditional VMMs. Thesecapabilitiesareessentiato providing
a“closedbox” abstraction:

Root Secure Eventheplatformadministratoicannotreaktheba-
sic privagy andisolationguaranteethe TVMM providesto closed-
boxVMs.

Attestation Thisfeatureallows anapplicationrunningin aclosed
box to cryptographicallyidentify itself to aremoteparty; thatis, to
tell the remoteparty whatis runninginsidethe closedbox. This
allows that party to put trustin the application,i.e. to have faith
thatthe applicationwill behae asdesired.The following section
discusseshebasicsof attestation.

Trusted Path Providing a trusted path from the userto the ap-
plication is essentiaffor building secureapplications[44]. In a
TVMM, atrustedpathallows a userto establishwhich VM they
areinteractingwith aswell asallowing a VM to ensurethatit is
communicatingvith a humanuser It alsoensureghe privagy and
integrity of communicationdetweerusersandVMs, therebypre-
ventingsnoopingor tamperingby maliciousprograms.

2.2 Attestation and VM ldentity

Attestationenablesan applicationin a VM to authenticatat-
self to remoteparties[39, 62]. Attestationauthenticatesvho built
the platformhardware andwhatsoftwarewasstartedat eachlayer
of the software stack,from the rmw areup to the VM. Receving
an attestatiortells the remoteparty what programwas startedon
a platform, but it doesnot con rm thatthe programhasnot sub-
sequentlypeencompromised. The party recevving an attestation



mustjudgefor itself how stronglyit believesin thecorrectnesand
securityof eachof the platform's layers.

Attestationrequireshuilding acerti cate chain,from thetamper
resistanthardware all the way to an applicationVM, to identify
eachcomponenof the software stack. This chainbeginswith the
hardware , whoseprivatekey is permanentlembeddedh atamper
resistanthip andsignedby thevendorproviding themachine.The
tamperresistanthardware certi es the system rmw are (e.g. PC
BIOS). The rmw arecerti es the systembootloader which certi-
es theTVMM, whichin turn certi es theVVMs thatit loads.

At a high level, eachcerti cate in this certi cate chainis gen-
eratedasfollows: A componenibn the software stackthat wants
to becertied rst generates public/private key pair. Next, the
componenimalkes an ENDORSE API call (seesection4.3) to the
lower level componentpassingits public key and possiblyother
applicationdatait wantscerti ed. Thelower-level componenthen
generateandsignsacerti cate containing(1) a SHA-1 hashof the
attestablepartsof the higherlevel componentand(2) the higher
level componens public key andapplicationdata. This certi cate
binds the public key to a componentwhosehashis given in the
certi cate.

Certi cation of a VM beingloadedby the TVMM involvesthe
TVMM signingahashof all persistenstatethatidenti es the VM.
This includesthe BIOS, executablecode,andconstantdataof the
VM. This doesnotincludetemporarydataon persistenstorageor
NVRAM contentsthat constantlychangeover time. The separa-
tion betweerdatawhich doesanddoesnot needto beincludedin
theattestations application-speci cmmadeby theVM' s developer
Terrasupportghesetwo type of databy providing VMs with both
“attestedstorage”thatthe TVMM incorporatesn the VM's hash
and“unattestedstorage’thatit doesnot (seesection4.2).

Exampleattestation

As anexampleof how aVM canuseanattestatiorcerti cate, con-
sidera homebankingapplicationVM, suchasQuicken,thatis at-
testingits validity to a remotebankingsener. For simplicity, we
assumehatthe VM andremotesener areestablishingan authen-
ticatedchannelusingthe standardSSL sessiorkey exchangepro-
tocol. SSL is well suitedfor this purposebecausét allows both
partiesthe opportunityto present certi cate chain.

For the SSL handshak protocolthe VM andremoteparty use
their attestatiorcerti cate chainsand private keys for authentica-
tion. At the endof the protocolboth partiessharea secretsession
key. Duringthehandsha&protocol,theremotesenervalidateshe
VM' s certi cate chainasfollows:

1. It veri es thatthe lowestcerti cate in the chain, certifying
the hardware, is from a trustedcerti cate authorityandthat
thecerti cate hasnot beenrevoked.

2. It veri es thatall hashesn thecerti cate chainareonthere-
motesener'slist of authorizedsoftware. Thatis, theremote
senertruststhe BIOS, thebootloaderandthe TVMM.

3. It veri es thatthehashof theVM' sattestedstorageprovided
in the topmostcerti cate, is on a list of authorizedapplica-
tions(e.g.theVM is avalid versionof Quicken).

If all thesechecksare satis ed, thenthe remotesener knows
that it is communicatingwith an authorizedapplicationVM. It
thencompleteghe session-&y exchangeprotocolto establishan
authenticateathannel.Omitting the key exchangewould openup
the attestationprocessto a man-in-the-middleattack. For exam-
ple,amalicioususercouldwait for attestatiorto completethenre-

bootthemachinento anuntrustedstatewithouttheremotesener's
knowledge.

Establishingrust

Validation of the VM' s attestationcerti cate chain at the remote
sener requiresfurtherexplanation.In thediscussiorabore we re-
quiredtheremotesenerto verify thatthehashof theVM' s attested
storages onthesener's list of authorizedapplications.However,
sincethereare mary versionsof a given applicationit is unrea-
sonableto requirethe remotesener (e.g.a bank)to keeptrack of
hashef all theseversions.Insteadthe remotesener shouldre-
quiretheapplicationVM to alsosenda certi cate fromits software
vendor(e.g. Intuit, in the caseof Quicken) certifying thata given
VM hashis indeeda valid versionof theapplication.Thus,we see
thatthe attestatiorcerti cate chainprovesto the remotesener the
componentshatwereloadedontothelocal machine.Theremain-
ing certi catesprove whatthesecomponentsire.

We canseefrom theabove thattwo chainsof trustareinvolvedin
attestation Both of thesestartat a CA (eitherthe sameCA or dif-
ferentones)andendattheapplicationVM. The rst chaincerti es
thata particularsoftwarebinaryimageis running;the CA certi es
the hardware manufcturer which signsthe tamperresistanhard-
ware, which signsthe TVMM, which signsthe applicationVM's
hash. The secondchaincerti es thatthe binary imageis in facta
versionof someinterestingprogram,e.g.version4.3 of Quicken;
the CA certi es the software manufcturer which signsthe VM's
hash. Taken together the two certi cate chainsshav thata VM
with aparticularhashis runningandthatthathashrepresenta par
ticularversionof a particularsoftwareprogram.Additional chains,
provided by the software vendorsthat shippedthesecomponents,
can be usedto certify the BIOS, boot loader and TVMM. Dur-
ing attestationall the certi catesof interestaresentto theremote
sener, whichusesghemto decidewhetherit truststhevarioussoft-
warevendorsandwhetherit truststhe applicationghatthesesoft-
warevendorsarecertifying.

Softwae upgradesand patces

The mechanisndescribedabore makesthe software upgradeand
patchprocessstraightforvard. Every upgradeto a VM simply in-
cludesanew certi cate proving thattheresultingVM hashis still a
valid versionof theapplication.Cumulatve patcheghatsupersede
all previously releasegatchesanwork the sameway.

The situationis a bit more complex for vendorsthat allow ary
subsef a collectionof patcheso be appliedto a baseVM. We
speculatehatin this case the vendorcouldissuea certi cate that
stateghata speci edbaseVM, plusary or all of alist of speci ed
patchesis avalid versionof somesoftwareprogram.The TVMM
would signacerti cate thatidenti ed thevariantin useandinclude
bothcerti catesin attestations.

Revocation

A userwho could extractthe privatekey from the tampetresistant
hardwarecouldcompletelyundermingheattestatiorprocessSuch
ausercould corvince a remotepeerthatthe local machineis run-
ning well behaed software, whenin factit is running malicious
code. Worseyet, by widely publishingthe private key and cer
ti cate the usercould enableanyoneto underminethe attestation
process.

This scenarioshavs the importanceof revoking compromised
hardware. Revocationinformation must be propagatedo every
hostthatmight dependon revoked certi catesfor attestatiorusing
CRLs, OCSR or CRTs (seesurwy of certi cate revocationmeth-
odsin [37]). It is muchharderto recover from a compromiseof



a manufcturers signingkey (e.g.Dell's signingkey) without re-
certifying all deployed devices,soit is critical thatmanufcturers'
privatekeys be protectedascarefullyasroot CA privatekeys.

Privacy

Theattestatiorprocessompletelyidenti es themachinedoingthe
attestationwhich raisesa privagy concern. Given the resistance
metby Intel whenit introducedprocessoserialnumbersthis con-
cernmustbetakenseriously

Oneoptionfor maintainingusemrivagy, proposedy theTrusted
ComputingGroup, is to usea specialCA, called a Privagy CA
(PCA).Periodically theusers machinesendsanattestederti cate
requesto aPCA.ThePCAveri es themachines hardwarecerti -
cateandthenissuesa certi cate containinga randompseudoym
in placeof therealidentity. Fromthenon, the machineusesthis
anorymized certi cate for attestation.Although the mappingbe-
tweenrealidentitiesandpseudoyms s keptsecretthe PCA does
keeptrack of the mappingdor revocationpurposesNote thatthe
anorymizedhardwarecerti cate mustbeperiodicallyrenavedwith
afreshpseudogm; otherwisethe anorymizedcerti cate functions
asauniqueprocessotD.

Pastexperienceshaws that usersaregenerallyunwilling to pay
for anorymity servicessuchasPCAs. As aresult,the PCA incurs
signi cant liability with no income—nota good businessmodel.
Consequentlyit is unlikely thatthis PCA mechanisnwill beused
in practice.

Fortunatelypracticalcryptographidechniquenableprivateat-
testationwithout the needfor a third party The simplestmecha-
nism,dueto Chaum[14], is known asgroup signatures. A practical
implementationis givenin [9]. In our context, groupsignaturegn-
ableprivateattestatiorwithoutary extrawork from theuser When
usinggroupsignaturesthehardwaremanufcturerembedsdiffer-
entsecretsigningkey in eachmachine.As in standardattestation,
thiskey is usedto signthe rmw are(e.g.BIOS) atboottime. How-
ever, the signaturedoesnot reveal which machinedid the signing.
In otherwords,the attestatiorsignaturecorvincestheremoteparty
thatthehardwareis certi ed, but doesnotrevealthehardwareiden-
tity. Furthermorejn casea machines privatekey is exposed that
machines signingkey canberevoked sothatattestatiormessages
from thatmachinewill nolongerbetrusted.

Interoperability and ConsumeProtection

Attestationis a valuableprimitive for building securedistributed
systems. It frequentlysimpli es systemdesignandreducespro-
tocol compleity [28]. However, attestationalso hasa variety of
potentiallyominousimplicationsthatbearcarefulconsideration.

In today's opendistributed systemsprogramsfrom ary source
caninteroperatdreely. This hasled to a proliferation of clients
andsenersfor awide variety of protocols,includingcommercial,
free, and opensourcevariants. This hasbene ted consumerdy
fueling innovation, encouragingompetition,andpreventingprod-
uct lock-in. Attestationwould allow software vendorsto create
softwarethatwould only interoperatevith othersoftwarethey had
provided. This createshe tremendousisk of stiing innovation
andenablingmonopolycontrol[5]. Giventhisrisk it is critical that
the deplayment of attestationbe given careful considerationand
that appropriategechnicalandlegal protectionsare putin placeto
minimize akuse.

Another far-reachingimplication of attestationis its ability to
facilitate digital rights managemen{DRM). If trustedcomputing
is deployed ubiquitously mediaproviderscould decideto only re-
leasetheir contentto platformsthatwould prevent copying, expire
the mediaafter a certaindateor numberof viewings, etc. A full

discussiorof technical,commercialandlegal implicationsarebe-
yondthe scopeof this work.

2.3 Secur UserInterface

A secureuserinterfaceprovides a trustedpathto applications.
It prevents maliciousapplicationsfrom confusingthe userabout
whichVM isin use.Thiscanbeachiezedby providing unforgeable
and unobstructablevisual cuesthat allow the userto identify the
currentVM. A wide rangeof optionsexist for addressinghis from
a Ul designperspectie.

Onemodelpresentedby the NetTop architecturd47] is avirtual
KVM (keyboard,video, mouse)switch model. In this modelthe
useris presentedvith separatevirtual consolesvhich theusercan
selectusing a virtual KVM switch. A small amountof spaceat
the top of the screendisplayswhich VM the physicalconsoleis
currentlyshawing. This spaces resened for exclusive useby the
VMM.

Anotheroptionfor accomplishinghesameendhasbeenusedin
compartmentednodeworkstationsystemg18]. In thesesystems
a securewindov managercontrolsthe entiredesktopandapplica-
tions (in our case,VMs) canonly write to portionsof the display
to which they have beengrantedaccessTagson theframeof each
window indicatewhichVM ownsit, andadedicatedspaces again
resenedto inform theuserwhich VM isin use.

We have not implementeda secureuserinterfacein our Terra
prototype. We believe thatimplementinga secureUl that allows
the capabilitiesof commoditygraphicshardwareto be utilized will
requireadditionalhardware and software support. This is dueto
problemamposedby the massie compleity andresultinglow as-
suranceof today's video drivers. We discusshow to addresghese
problemsin 4.5and4.6respectiely.

3. PLATFORM SECURITY
3.1 Local Security Model

Terrasbasicaccessontrolmodelis speci ed completelyby the
TVMM andthe managemen¥M. It is assumedhatthe manage-
mentVM will make a distinctionbetweerthe platform owner and
platform user, similar to the distinction betweensystemadminis-
tratorandnormalusersin astandardDS accesgontrolmodel. We
assumethe platform owner can choosethe TVMM (or OS) that
boots, althoughonly certainTVMMs will actually be trustedby
third parties.

Thetrustedvirtual machinemonitorrunsatthe highestprivilege
level. It is “root securé€, [54] meaningthatit is securefrom tam-
peringevenby the platform ownerwho hasroot level accessfrom
themanagemen¥M, etc. The TVMM only dictatespolicy thatis
requiredfor attestationit isolatesvVMs from eachother it will not
falselyattestto a VM' s contents,andit will not discloseor allow
tamperingwith the contentof a closed-box/M. TheTVMM can-
not guaranteewvailability. All otherpolicy decisionsareleft to the
discretionof themanagemen¥M, i.e. theplatformowner

Themanagemen¥M formulatesall platformaccesontroland
resourcananagemenpolicies. It grantsaccesgo peripheralsdi-
videsstorageamongVMs, andissuesCPU andmemorylimits. It
might formulatepoliciesthatlimit how mary VMs canrun, which
VMs canrun (i.e. what software canrun in a given VM), which
VMs canaccessietwork interfacesor removablemedia,andsoon.
Themanagemeri¥M alsostarts stops,andsuspend¥Ms.

The managemenVM that runsis determinedby the platform
owner, sothe securityguaranteeshatthe TVMM provides must
not dependn ary way on the managemenvVM. The TVMM en-
forcesthesesecurityguaranteesindependentf the management



VM. Themanagemen¥M doeshave the powerto dery serviceto
aVM, by failing to provide arequiredresourceThis poweris nota
securityfailing becausehe platform ownerand/orusercando the
samething, e.g.by unpluggingthe device.

3.2 Application Assurance

The mostimportantproperty Terraprovides for improving ap-
plication securityis allowing applicationsto determinetheir own
level of assurance.

In traditionaloperatingsystemssolationbetweerapplicationss
extremelypoor TheOSkernelitself haspoorassurancandis eas-
ily compromisedandthegreatdealof statethatis sharecbetween
applicationsmalesit dif cult to reasonaboutisolation. As a re-
sult, compromisinga singleapplicationoftenimpactsa signi cant
portion of the platform. Thus,the securityof the entireplatformis
often reducedto that of its mostvulnerablecomponent.In Terra,
applicationsin differentVMs are strongly isolatedfrom one an-
other This preventsthe compromiseof ary single-applicatio’/M
from impactingary other applicationson the system. Thus, ap-
plicationswith greatly differing assuranceequirementsnay run
concurrently becausean applications level of assurancés inde-
pendenbf otherapplicationson the system.

Terra’s ability to run an application-speci coperatingsystem
aids assurancén a variety of ways. Operatingsystemstailored
to anapplicationcanbe smallerandsimplerthangeneral-purpose
OSes FurtheranOStailoredto anapplicationcanprovide thebest
abstractionsor satisfyingthesecurityrequirementsf thatapplica-
tion. For example the ne-grainedaccesontrolsof SELinux[43]
couldbeusedto compartmentalizamoresophisticate@pplication
with mary componentswhile a simplerapplicationcould reduce
its TCB to simplebootstrappingode.

Attestationalsohaspotentialbene tsfor applicationassurance.
Becauseapplicationcanensurehatthey only interactwith trusted
peers,they addan additionallevel of depthto their defenses An
attacler wishingto exploit the applicationmust rst eitherexploit
its peeror nd somemeansof impersonatingts peer in orderto
provide a vectorfor attack.

Theassurancef applicationgunningin Terrais still ultimately
limited by the assurancef the operatingsystem,in this casethe
TVMM. However, we believe thatwith adequatdardwaresupport
aVMM canprovide isolationatthe highestevelsof assurancgs].

3.3 Trusting Software

Attestationallows a userto authenticatevhathardwareandsoft-
warearein useon aremoteplatform. This is referredto asestab-
lishing thattheremoteplatformis “trusted” Thiscanbeavaluable
capabilityfor gainingcon dencein theintegrity of asystems com-
ponentsput correctlyusingthis capabilitycanalsobe quite subtle.
In particular it is easyto construeanattestatioraspromisingmore
thanit actuallycan. It is critical that developersnot overestimate
whatthis capabilityprovides.

Naively assuminga clientis completelytrustworthy basecon at-
testationcan potentially make applicationsneedlesslyfragile and
ultimately degradetheir securityinsteadof improving it. This can
occurwhenaremotepartyplacegsoomuchfaithin theclient'sgood
behaior, ignoringrelevantissuesin the threatmodel,andmaking
overly strongassumptiongboutsoftware assurancer hardware
tamperresistance This canalsooccurif the trust provided by at-
testationis usedasa replacementor strongeralternatvessuchas
cryptography

Attestationcannotmale a promiseaboutthe future. A trusted
nodecanfail atary time, throughmary means—hardarefailure,
power failure,auserunpluggingthe device—soanattestatiorcan-

notreliably guaranteg¢hatthenodewill doanythingatalatertime.
At best,atrustedplatformcanonly ensurethe integrity andcon -
dentiality of the softwareit is running.In thisrespecit is noworse
thanarealclosed-boxplatform.

Hardware in the handsof maliciousremoteuserscanonly be
trustedup to thelevel of hardwaretampemesistanceCurrentinex-
pensve commodityhardwarethatoffersonly modestamperresis-
tance,suchasthe minimal amountrequiredto supportTCPA [58],
shouldgenerallybe assumedo deteronly the leastresourcefult-
tacker. It is our hopethat astampefresistanthardware becomes
morewidely deplg/ed, in the form of TCPA, high-qualitytamper
resistanhardwarewill becomeaffordabledueto economyof scale.
Effective meando take hardwaretamperresistancandthe threat
from thelocal userandphysicalsecurityinto accountin thedesign
of trustedsystemshasbeenstudiedextensiely. A good starting
pointonthistopic is work by Andersor[6] andYee[59].

4. TRUSTED VIRTUAL MACHINE MONI-
TORS

Trustedvirtual machinemonitorsprovide applicationdevelopers
with the semanticf real closed-boxplatforms. VMs provide a
raw hardwareinterfaceequippedwith virtual network cards video
cards,securedisks, etc. VMs can attestto their contentsby ob-
taining signedcerti cates using a direct interfaceto the TVMM.
The TVMM providesthe managemen¥M with interfacesto cre-
ateandmanage/Ms, andto connecthemthroughvirtual devices.
In this sectionwe describetheseinterfaces,andhow they areim-
plementedy the TVMM. We alsodescribehardwarerequiredfor
building TVMMs.

4.1 Storagelnterface

The TVMM provides an interface for maintainingapplication
securityin the faceof the threatmodel presentecdy mainstream
tamperresistanhardwaresuchasa TCPA-equippedPC.It assumes
that the hardware platform will provide tamperresistancdor the
memory CPU, etc., but will not protectthe disk. Thus, the disk
may be removed from the machine,accessedy a differentOS,
etc. In light of this threat, Terraprovidesseveral classeof virtual
disksthatVMs canuseto securethe privagy andintegrity of their
data.VMs canselectwhattype of disk they areusingfor ary given
virtual disk, basedntheir security performanceandfunctionality
requirements:

Encrypted disks hold con dential data. The TVMM transpar
ently encrypts/decryptandHMA Cs[10] storageownedby agiven
VM on that VM's behalf, ensuringthe storages privagy and in-

tegrity.

Integrity-checked disks storemutabledatawhoseintegrity is im-
portantbut doesnot require privagy. The TVMM usesa simple
HMAC to preventtampering.Optionally, a securecountercanpre-
ventrollback (seesection4.6).

Raw disks provide uncheckd storage.Theseare usefulfor shar
ing datawith applicationsoutsidethe VM.

In additionto thesebasicdisk types,disksarealsospeci ed as
being attestedor unattested.Attesteddisks containthe program
binary and otherimmutablestatethat make up the identity of the
VM for the purposeof attestationWhich disksareattesteds spec-
ied aspartof a VM's metadata.e. its basiccon guration data.
Persistenstatethatwill changeg.g.variablecon guration stateor
applicationdata,is not kept on attestablalisks, because hashof



its contentswould not generallybe meaningfulto a remoteparty
Attestabledisksmay be encryptedor left in the clearatthediscre-
tion of the VM' s developer

Any VM thatdesiresattestatiormusthave beenbootedfrom an
attestabladisk. This disk's hashmalesup the primary identity of
the VM, alongwith the VM rmw are and otherimmutableVM
state. Additional disks may alsobe madeattestable. The hashof
eachof thesedisks,if ary, constitutesa secondarydentity for the
VM. Thereasorfor this separatioris to facilitatethe specialization
andredistribution of closed-box/Ms. For example supposéicme

re wall compaly producesa closed-boxXVM thatprovidestrusted
accespointfunctionality (seesection5.3). Theprimaryidentity of
thisVM will begivenby theVM suppliedoy Acme. Eachcompary
that purchaseshis box will adda separatalisk which storessite-
speci ¢ con gurationdata(e.g. re wall rules,VPN keys). Thehash
of thisdiskformsasecondary identity for theVM. A VM mayhave
only oneprimaryidentity, butit mayhave ary numberf secondary
identities.

Cryptographideys usedfor protectingstoragearesealedunder
the TVMM' s public key (seesection4.6 for informationon sealed
storage).The hardwarewill releasehe TVMM' s privatekey only
to the TVMM itself, maintainingthe con dentiality of thesekeys.

4.2 Implementing Attestation

In principle,computingtheidentity of anapplicationfor attesta-
tion is doneby applyinga securehashto the entireexecutablem-
ageof anapplicationbeforethatapplicationis started.In practice
mary issuesmustbetakeninto accountWhatportionsof the VM
arehashed?How is the VM decomposedor hashing?Whenare
thehashesctuallycomputedTheanswergo all of thesequestions
haveimportantpracticalimplicationsfor securityandperformance.

A completeVM imageconsistf a variety of mutableandim-
mutabledata. The VM is de ned not only by the initial contents
of its virtual disks,but alsoby its NVRAM, systemBIOS, PROMs
for ary BIOS extensions,andso on. EachVM alsoincludesa
“descriptor’thatlists hashedor attestablgartsof the VM, includ-
ing attestablalisks. The TVMM takesresponsibilityto ensurethat
loadeddataactuallymatcheghesehashes.

Verifying anentireentity (e.g.avirtual disk) with asinglehashis
efcient only if theentityis alwaysprocesseih its entirety If sub-
section®f ahashedkntity areto beveri ed independentlye.g.de-
mandpaginga disk) thenusing a single hashis undesirable.So,
insteadof a singlehash,Terradividesattestableentitiesinto x ed-
sizeblocks,eachof whichis hashedeparatelyThe VM descriptor
containsa hashoverthesehashes.

If theVM is accompanietly alist of theindividualblockhashes,
subsection®f the hashedentity canthenbe veri ed at a block-
sizedgranularity e.g.blockscanbe veri ed asthey are pagedoff
disk. Whetherthelist of hashess availableor not, the entity asa
wholecanstill beveri ed againsthe hashof hashes.

Theproblemof ef ciency in hashinganentireentityis recursve.
Hashinga4 GB entityinto 20-byteSHA-1 hashesvith a4 kB block
sizeyields 20 MB of hashes .Storingthesehashesn disk should
not be a problem,sincenormal lesystemshave a small perblock
overheadaryway. A possiblerealproblemis memoryandtime;be-
fore ary of thesehashess usedto verify ablock, theentire20 MB
of hashesnustthemselesbe veri ed againstthe hashin the VM
descriptor If it is too expensve to verify these20 MB of hashest
startupor to keepthemin memory useof a Merkle hashtree[46]
would tradestartupdelayfor runtime performanceln the current
Terraprototypewe have not notyetimplementedyeneralizechash
treesto verify hashesbecausave have not yet encounteredpace
or performanceonstraintghatnecessitatéheir use.

Ahead-of-imeAttestation

Eachstagein the boot processs responsibldor signinga hashof
thenext stagebeforeinvokingit. All of thesestageslealwith small
amountof datathatareloadedinto memoryin asinglestep.Thus,
they arehashedn their entiretybeforethey aregiven control. We
call this “ahead-of-timeattestation’becausehe attestatioroccurs
beforethe coderuns.

After boot, ahead-of-timeattestatioris appropriatefor usewith
small, high-assuranc&Ms. The TVMM readsin the entire VM,
veri es all of its attestableomponentsgainstheVM' sdescriptor
It alsopinsthe VM into physicalmemoryto avoid the possibility
of corruptiondueto malicioustampering.

OptimisticAttestation

Ahead-of-timeattestationis impracticalfor larger VMs. Thedata
to beveri ed mustbebothreadandhashedBoth of thesestepscan
take asigni cant amountof time. For example ignoringdisktrans-
fer time, hashingl GB of datawith OpenSSls SHA-1implemen-
tationtakesover 8 secondon a 2.4 GHz Pentium4. (Section5.2
measureperformancef attestatiorin arealVM.) Moreover, ary
partof anattestablalisk thatis pagedout andlaterreadbackmust
beveri ed againto detectmalicioustampering.

To addresstheseissues,we introducethe techniqueof “opti-
mistic attestatiori. With optimistic attestationthe TVMM attests
to whateverhashesheVM descriptorclaimsfor its attestablelisks,
but it doesnot verify themat startup.Instead jndividual blocksof
theVM arelazily checledby the TVMM asthey arereadfrom disk
atruntime.If ablockfailsto verify atthetimeit is readfrom disk,
theTVMM haltsthe VM immediately

Ahead-of-imevs.OptimisticBehavior

Ahead-of-timeattestatiorand optimistic attestatiorexhibit poten-
tially differentsemanticslf attestationis donein advance asingle
corruptedbit in anattestablalisk preventsaVM from loading,but
if attestations performedoptimistically, the VM will startandrun
until the rst accesgo the corruptedblock. VM designeramay
take thisinto accountput they shouldbe avarethatmary kindsof
events,includinghardwarefailuresandpower outagescancausea
VM to stopsuddenlyatarny time.

4.3 Attestation Interface

The TVMM providesa narrav interfaceto closed-boxVMs for
supportingattestation.This interfaceprovidesthe following oper
ations:

cert + ENDORSE(cert-req)

Placesthe VM' s hashin the commonname eld of a certi cate
and placesthe contentsof cert-req in the certi cate. Signsthe
certi cate with theTVMM' s privatekey, andreturnsit to the VM.
Thecert-req agumentcontaingheVM' spublic key andary other
applicationdatausedfor authenticatinghe VM. This function
formsthebasisof attestation.

hash «+ GET-ID()

Retrievesthehashof thecalling VM. (TheVM imagecannotcon-
tain its own hash.)Usefulfor aVM thatwishesto checkwhether
the hashin an attestationfrom a remoteparty matchesits own
hash.Thisis frequentlyusefulasclosedboxesoftenhave peersof
thesametype, e.g.theonlinegameexampleshavn in section5.2.

4.4 Managementinterface

TerradelegatesVM administratiordutiesto aspecialVM called
themanagemenYM. ThemanagemefM is responsibléor man-



agingtheplatform'sresourcesnbehalfof theplatformowner, pro-
viding a userinterfacefor starting, stopping,and controlling the
executionof VMs, andconnecting/Ms throughvirtual device in-
terfaces. The TVMM providesonly basicVM abstractions.This
simpli es its designaswell asproviding e xibility aspolicy canbe
completelydeterminedy themanagementM.

TheTVMM providesbasicservicessuchassupportfor running
multiple,isolatedvVMs concurrentlybutthemanagementM isre-
sponsiblefor higherlevel resourceallocationandmanagementn
particular the managemen¥M allocatesmemoryanddisk space
to VMs, andcontrolsVM accesgo physicalandvirtual devices.
It usesa function call interfaceinto the TVMM to accomplishits
tasks.Themostimportantof thesefunctionsareoutlinedbelow:

device-id < CREATE-DEVICE(type, params)

Createsnew virtual device of agiventypewith speci edparame-
ters,andyieldsa handlefor the new device. Thetype mayspecify
avirtual network interface,avirtual disk, etc. In the caseof avir-
tual disk, params is a list of physicaldisk extentscorresponding
to thevirtual disk's content. Othertypesof devicesrequireother
kindsof additionalparameters.

CoNNECT(device-id-1, device-id-2)

DiscoNNECT(device-id-1, device-id-2)
Connects(or disconnectshe speci ed pair of devices. Each
device-id is a virtual device id returnedfrom CREATE-DEVICE
or thewell-known id of a physicaldevice. Whena pair of devices
is connecteddataoutputfrom oneof thembecomesnput on the
otherandvice versa. For example,a virtual network device can
beusedto readandwrite network frameson arealnetwork if it is
connectedo aphysicalnetwork device.

vm-id <— CREATE-V M(config)

Prepares VM to berun, and producesa handlefor it. The pa-
rameteris a setof con guration attributesfor the nev VM. The
con gurationincludesa pointerto the VM' s descriptor The VM
by defaulthasno attachedlevices.

ATTACH(vm-id, device-id)

DETACH(vm-id, device-id)
Attachesa given physicalor virtual device to a VM, or removes
one,respectrely.

ON(vm-id)

OFF(vm-id)
PawversaVM up or down, respectiely.

SUSPEND(vVm-id)

RESUME(vm-id)
Temporarilypreventsa VM from runningor allows it to resume,
respectiely. The VM mustalreadybe on. (Individual VMs may
disablethis function.)

4.5 Device Driver Security

Device driversposeanimportantchallengeo TVMM security
Most of today's commodityplatformssupporta hugerangeof de-
vices. Todays drivers canbe very large (e.g. thosefor high-end
video cards,software modems,and wirelesscards)which makes
gaining a high degreeof con dencein their correctneswirtually
impossible Further thereareahugenumberof device drivers,and
drivers frequentlychangeto supportnen hardvare features. Of-
ten theseare written by relatively unskilled programmerswhich
malkestheir quality highly suspect.Empirically, driver codetends
to bethe worst quality codefoundin mostkernels[16] aswell as
the greatessourceof securitybugs[8]. Giventhesefacts,we can-
not expectto includedevice driversaspartof the TVMM' strusted

computingbase.

The problemof untrusteddevice drivershascurrentlynot been
addressedby our TVMM prototype. However, a variety of solu-
tionsexist. Protectinghe TVMM from untrusteddevice driversre-
quiresseveral problemso beaddressedrirst,the TVMM mustbe
protectedrom directtamperingoy thedrivercode.Thisis achieved
by con ning driversvia hardware memoryprotectionandrestrict-
ing their accesdo sensitve interfaces. A wide variety of systems
have addressethis problem,from exotic microkernel[42, 45] and
safelanguagebasedsystemg11] to practicaladaptationgo exist-
ing operatingsystemssuchasNooks,which providesdevice driver
isolationfor faulttolerancen Linux [56].

A furtherthreatthatmustbeaddressed posedby maliciousde-
vicesusinghardwarel/O capabilitieqe.g.hardwareDMA) to mod-
ify thekernel. Addressinghis requiresadditionalassistancérom
thel/O MMU or similar chip set. Oneapproacthasbeendemon-
stratedin a modi ed versionof the Mungi system [40], thatruns
device driversat userlevel, asindependenprocessesandprevents
themfrom performingDMA outsidetheir own addresspaces.

Anotherapproacho this problemis speci ed by the forthcom-
ing NGSCBarchitectureln NGSCBtheissueof supportingdevice
driversis avoidedaltogetheby leveragingthe device driversof an
untrustedoperatingsystem(e.g. Windows XP) that runs concur
rently ontheplatform.In NGSCB,atrustedoperatingsystemsuch
asa TVMM canrunin “curtainedmemory’ memorythatis pro-
tectedfrom tamperingoy boththe untrustedperatingsystemand
from “attacksfrom belon” via DMA. Thetrustedoperatingsystem
leveragesthe device drivers of the untrustedoperatingsystemby
interfacingwith themvia anexplicit interfacein theuntrustedOS's
kernel.As asidebene t of thisapproachthe TVMM doesnotneed
to provide its own driversandinsteadcanleveragethoseof an ex-
isting operatingsystem(e.g. Windows). Leveragingthe drivers of
anothermperatingsystemto supporta TVMM would be very simi-
lar to thehostedVMM approachof VMwareWorkstation[55].

Untrusteddevice drivers poseanotherproblem. If the TVMM
cannottrust device drivers, it cannotrely on themto provide a
trustedpath. Overcomingthis challengerequiresadditionalhard-
waresupportdiscussedbelon.

4.6 Hardware Support for Trusted VMMs

Terrareliesonthe presencef avariety of hardwareassistance:

Hardware Attestation Minimally, the hardware mustbe ableto
attestto the bootedoperatingsystem.

SealedStorage Encryptsdataundertheprivatekey of thetamper
resistantcoprocessothatis responsibldor attestatioretc. (e.g.a
TPM in the TCPA architecture).A hashof the bootedtrustedOS
is alsoincludedwith the encrypteddata. Thecoprocessawill only
allow atrustedOSwith the samehashthatsealeddatato unseait.
This functionalityis usedby the TVMM to storeits privatekey on
persistenstorage. Using this functionality ensureshat hardware
will only releasea TVMM' s privatekey to it to the sameTVMM

thatstoredit.

Both of thesefeaturesarecurrentlysupportecdy TCPA. Several
otherformsof hardwaresupportaredesirable:

Hardware Support for Virtualization Specializedhardwaresup-
port for acceleratingirtualizationhaslong beenavailablein IBM

mainframeg33]. We believe this type of hardwaresupportsignif-
icantly easeghe burdenof implementinga virtual machinemon-
itor capableof efciently handlingthe operatingsystemdiversity
of commoditycomputingplatforms. Hardware assistancés espe-
cially importantfor ef cient interfacingto complex hardwaresuch



asgraphicsand3-D acceleratorsAdditional hardwaresupportcan
alsogreatlysimplify virtualization,allowing very simpleVMMs to
be built, which in turn aidssecurity

Hardware Support for Secure /0O As discussedbove, we can-
notassumerustin device driverson commodityplatforms.Given
this, it is essentiato provide somemeansof establishinga secure
connectionbetweenthe TVMM and devices requiredto provide
a trustedpath (e.g. mouse keyboard,video card, etc.). Oneway
to accomplishthis is by useof cryptographyto securecommuni-
cation betweenhardware devices and the TVMM. This could be
supporteceitherthroughadditionalsupportfor encryptionon new
devices,or by way of hardware donglesto supportlegag/ devices.
Clearly encryptingall communicatiorwith the device would sim-
ply necessitatenoving the driver into the TVMM. Thus, another
stepto supportingsecurel/O would be splitting device interfaces.
For example,onvideocardstheinterfacecouldbe split into a sim-
ple 2D interfacethatcouldrunin the TVMM andbeusedto imple-
mentthe secureJl. A sophisticate@®D interfacecould beexposed
directly to VMs, enablinghigh-performancgraphicsoperations.

Secure Counter A securecounter thatis, a counterthatcanonly

beincrementedgreatlyenhancethefunctionalityof aVM [23]. A

securecounteris necessaryo guarantedreshnesse.g.to prevent
lesystemrollbackattacks A secureaeal-timeclockis alsouseful,
e.g.for expiring old sessiorkeys, defendingagainsteplayattacks,
andrate limiting (discussedn section5). Secureclocksarecur

rently dif cult to manufctureinexpensvely, sofor now it maybe
necessaryo make dowith securecounters.

DeviceIsolation The TVMM would like to protectitself andthe
VMs it runsfrom attacksfrom belaw, i.e. attackscomingfrom de-
vicesthathave accesgo the DMA controller PCI bus, etc. Hard-
waresupportfor controllingaccesdo theseresourcesn particular
to shieldVMs andthe TVMM from attackwould greatlyincrease
the platform’s security becauseve would not have to trustdevice
drivers. We anticipatethat supportfor limiting device accesso
DMA, etc.,will soonbepresenin commodityPCsto supportMi-
crosofts NGSCBarchitecture[13, 4].

Real-Time Support Closed-boxapplicationsoftenhave real-time
requirementge.g.gameconsolescellular phones)}hat cannotbe
satis ed by today's operatingsystemsor VMMs. We believe ad-
ditional hardware supportcould aid in addressinghis problemas
well. How bestto accommodat¢hesethrougha combinationof
low-level virtualizationtechniquesand resourceananagemenis a
topic for futurework.

5. EXPERIENCE AND APPLICATIONS

In this sectionwe describethe Terraprototypeand provide an
in-depthdiscussiorof several applicationsthatwe built usingthe
prototype.We alsolook at how theseapplicationsdemonstrat¢he
capabilitiesand the limitations of the closed-boxabstractiorthat
Terraprovides. We alsodiscussotherpotentialapplications.

5.1 Prototype Implementation

We built a prototypeof the trustedvirtual machinemonitor us-
ing VMwareGSX Sener2.0.1with DebianGNU/Linux asthehost
operatingsystem NeitherDebiannor VMwareGSX Seneris sulit-
ably high assurancéor areal TVMM, but they form a corvenient
platformfor experimentationIn practicethe sametechniqueghat
we describeherecanbeappliedto adedicated/MM offering high
performancg34] andassurancesuchasahypotheticalightweight
client-sideversionof VMwareESX Sener [60].

CommunicatiorbetweenvMs andthe TVMM' s attestatiorde-
viceisimplementedvith aVMwarevirtual serialdevice. A Python
programmonitorsthe hostendof this device andhandlesequests
speci ed by the attestationnterface(section4.3).

We currently do not attemptto emulatethe underlying TCPA
hardware that the TVMM would communicatewith. We believe
thatsincetheseinteractionsarerelatively minimal andwell under
stood,addingit to our prototypesystenwould be super uous.

Secue Storage

To implementoptimistic attestatiorand otherchangego the way
VMware GSX Sener usesstorage we hadto modify the way it

accessewirtual disks. We achieved this by interposingon the
VMM' s readandwrite operationsusinga dynamicpreloadlibrary.

Thisallowedusto modify theunderlyingimplementatiorof virtual

disksto supportour new disk typeswithoutthe needto changethe
VMM' s sourcecode,whichwasnot availableto us.

Ahead-of-timeattestatiorwasimplementedoy verifying whole

le hashedeforea VM is started. For optimistic attestationour
sharedlibrary veri es hashesas datais readfrom the les that
VMwareGSX Senerusedo represenavirtual disk. Only aligned,
full-size blockscanbe veri ed with hashessothe preloadlibrary

extendsthe startand end positionsof eachreadto the edgeof an
alignedblock boundary Misalignedor partialblock writesalsore-

quireoneor two blockreads.Thesamestratgjiesareappliedto ac-
cessedo integrity-checled andencryptedstorage We usebounce
buffers to preventthe VM from seeingunveri ed data, although
for performancea realimplementatiormight try to avoid themon

alignedfull-block reads perhapsdy temporarilymarkingpagesn-

accessible.

SystenManagement

A Pythonprogramimplementsthe managemen¥M utilizing the
interfacedescribedn sectiond.4. It currentlyonly providesa sim-
ple meansof managingVMs for testingpurposes.The manage-
mentinterfaceis a Pythonwrapperlayeredover a variety of man-
agementand con guration interfacesprovided by VMware GSX
Sener.

For certi cate managementve relied on the OpenSSLUibrary.
Our certi catesarein X.509v3 format, with X.509 certi cate re-
questsusedto requestattestation.Currentlythe “commonname”
eld is usedfor the attestatiorhash;an extension eld would be
moresuitable. Theprototypeusesa singletrustedCA, which signs
a hardware certi cate, which signsthe TVMM' s certi cate. The
TVMM in turn signseachapplications attestatiorcerti cate.

5.2 Trusted Quake

Commercialmultiplayer online gameshave soaredin popular
ity sincethe mid-1990s.As the popularity of thesegameshasin-
creasedsohastheincidenceof cheating.Cheatingin thesegames
most often occurswhen a malicious party altersthe client, the
sener, or their data les to unfairly changethe rulesof the game.
Cheatersnay alsotake advantageof insecurecommunicatiorbe-
tweenclientsandseners,eitherto spy ontheir opponentor mali-
ciouslyaltertrafc.

To betterunderstanchow to combattheseproblemsin a real-
world onlinegame we built “TrustedQuale; aclosed-boxersion
of “Quake 1" [35], apopular” rst-person shooter'with along and
storiedhistoryof problemsdueto cheating.

TrustedQuale runsQuale in a closed-boxXVM andusesattes-
tation to ensurethatall of the hostsit contactswhetherclientsor
seners, alsorun the sameversionof TrustedQuale. The attesta-
tion protocolis usedto exchangel60-bit SHA-1 HMAC keys [10]



and56-bit DES keys. All normalQuale traf ¢ is thenexchanged
usingthe HMAC and DES keys for integrity and con dentiality,
respectiely. TheTVMM will notfalselyattesthatadifferentVM
is TrustedQuale, andtheisolationpropertiesof the TVMM keep
thekeys from leaking.

Our prototypeof trustedQuale usesa VM runninga minimal
Linux 2.4.20kernel on top of a minimal installation of Debian
GNU/Linux 3.0. The VM bootsdirectly into Quale. No shell or
con guration interfaceis availableto users. A dynamicpreload
library interposen Quale's network communicatiorto perform
attestatiomandkey exchange.lIt usesa customuserspaceimple-
mentationof the IPsecEncapsulatingecurityPayload(ESP)pro-
tocol [2] to provide bothintegrity andcon dentiality. DNS trafc
is special-casedyith the preloadlibrary checkingincomingDNS
responsesor properformattingto allow interactionwith corven-
tional DNS seners.

We measuredhetime for the TrustedQuale VM to boot with
different forms of attestation. Booting without ary form of at-
testationtakes 26.6 seconds.Ahead-of-timeattestatioradds30.5
secondstotaling 57.1 seconds Substitutingoptimistic attestation,
boottotalsonly 27.3seconds Adding encryptionto optimistic at-
testationraisesthetotal boottime to 29.1seconds(Timesareav-
eragecover veruns.) We concludethatoptimistic attestatiorhas
signi cant bene tsfor VM startup.As for interactve performance
after boot, we found it to be subjectvely indistinguishablefrom
untrustedQuale runningwithin a VM.

Securityin Quale, asin mary suchgamesoriginally took the
form of “securityby obscurity’ However, givenits hugepopularity
it was not long beforeits binary, graphicsand audio media les,
and network protocolwerereverse-engineerely thoseintent on
modifying the game.Thesemodi cations led to developmentof a
wide variety of well-documentedvaysto cheat,by observingand
modifying the gameclient, sener, andnetwork traf c.

Thesecuritypropertieprovidedby TrustedQuale preventmary
commontypesof cheatingandothersecurityproblemsn untrusted
Quale:

Secure Communication The secrey provided by the closed-box
VM allows Quale to maintaina sharedsecretthatit canuseto se-
curely communicatewith its peers. This defeatsseveral forms of
cheating.First, sinceTrustedQuale authenticateall of its trafc,
trafc cannotbeforgedfromit, norcanits traf c bemodi ed. This
defeatsactive attacksin the form of aiming proxies[19], agents
thatinterposeongametraf c onbehalfof a playerto improve aim-
ing. It alsodefeatpassie attacks.Whenuserscanobsene oppo-
nents'Quale network trafc, they can nd outimportantinforma-
tion aboutgamestate suchasthelocationof otherplayers.

Client Integrity Edited client 3D modelscan facilitate cheating,
e.g.modi ed modelsof opposingplayerscan make themvisible
from fartheraway or aroundcorners.Similarly, clientscanmodify
soundsthatindicate nearbyplayers,makingthemlouderor more
distinctive [26]. SomeQuale variantsverify weak checksumof
modelsto attemptto preventthis type of cheatingbut thesecanbe
bypassedisingmodi ed clientsor modi ed modelsthatstill match
theexpectedchecksunj26]. TrustedQuale frustrategheseattacks
becauseiserscannotedit les in the TrustedQuale VM.

Server Integrity The Quale sener coordinatesand controlsthe
game.lt is oftenrun by oneof the playersin agame,soincentive
to cheatis strong.A trustedsener preventstwo kindsof problems.
First, it preventscheatingby the sener itself, in which the sener
offersadwantageso selecteglayers.Secondit allows only trusted
clientsto connectpreventingcheatingoy individual players.

Isolation A corollaryof isolatingQuale is thattherestof thesys-
temis protectedif Quale is misbehaing dueto remotecompro-
mise.

TrustedQuale cannotpreventsomekinds of cheating:

Bugsand Undesirable Features Quale hassomecommandshat
inadertentlyallow cheating.For instance pnecommandisplays
thenumberf renderegolygonmodelson-screenWhenthisnum-
berincreasesit canindicatethat anotherplayeris aboutto come
into view. Anothercommancdcanbe usedto simulatenetwork lag,
allowing the playerto hangin mid-air for alimited time.

Network Denial-of-Sewice Attacks TrustedQuale doesnot af-
fect attacksthat prevent communicationbetweena client and a
sener. This canbe usedto introducelag into otherplayers'con-
nectionsputtingthematadisadwantage Thisis especiallyeasyfor
thesener's owner, who hasdirectcontrol over outgoingpaclets.

Out-of-Band Collusion Multiple playerswho arephysicallynear
eachother can gain extra information by watching eachothers'
monitorsor talking to oneanotherwhich mayallow themanunfair
adwantageover opponents. Similar cheatingis possiblevia tele-
phoneor onlinechatservices.

TrustedQuale providesa speci ¢ exampleof a solutionto the
very generalproblemof protectingthe privacy andintegrity of a
complex servicein the faceof a variety of threats.Thetechniques
we appliedherecould be usedto improve the securityof a wide
variety of online gamesaswell asothertypesof multi-userappli-
cations. TrustedQuale alsoillustratesthe limitations of this tech-
nique.EvengiventhefeatureghatTerraprovides,it is nopanacea.
Applicationsmuststill becarefullydesignecandsomeformsof at-
tack simply cannotbe preventedwith the featuresTerraprovides.

5.3 Trusted AccessPoints (TAPS)

TrustedQuale illustrateshow aspeci ¢ applicationcanbehard-
enedto ensurethatit actsasa well-behaed peer However, for
mary applicationst is not necessaryo hardenthe entireapplica-
tion. Rather we simply wantto ensurethatits communicationris
well regulated.e.g.ratelimited, monitored accesontrolled.This
canbe achieved with a trustedaccesgoint (TAP), thatis, a Iter
for network traf ¢ thatrunson eachclientthatwishesto accesshe
network. The TAP examinesbothincomingandoutgoingpaclets
andforwardsonly thosethatconformto policy. A TAP systemcan
be usedto securethe endpointsof overlay networks suchas cor
porateVPNs, to securepoint-to-pointconnectiongo accespoints
suchaswirelessAPs,dial-in accessandevenstandardvired gate-
ways[28], or simply to regulateaccesgo network service.

We implementeda TAP systemdesignedto allow a compay
(or other entity) to securelygrant outsidevisitors limited access
to its internalnetwork. To receve this limited useof theinternal
network via the TAP system,a machines owner physically con-
nectsthe machineto the “restricted network,” thatis, a network
isolatedfrom the internal network, theninstalls the TAP closed-
box VM onit. This VM containsa VPN client and re wall soft-
warefor ltering paclets. At startup,the VPN client connectgo
a TAP gatevay that bridgesthe internal network to the restricted
network. Theclientattestdtself to the TAP gatevay, andtheclient
andgatavay senerexchangesecreparametersisedfor encrypting
andintegrity-checkingdatapacletsbetweerthetwo machines.

The TAP VM canimplementa traditional network policy pre-
ventinglP spoo ng,unappreedportusagerate-limiting,etc. Only
paclets that adhereto policy are permittedto passbetweenthe



internal and restrictednetworks. The TAP VM can also imple-

ment more complex network policy, running remotevulnerabil-
ity scannerdike Nessusand network intrusion detectionsystems
like Snort. Whenappliedto large numbersof clientsby a single

sener, thesecanconsumeonsiderabl@etwork andcomputational
resources Pushingthesecoststo the client signi cantly easeghe

burden.

As with ourQuale VM, the TAP prototyperunsaminimal Linux
2.4.20kernel sitting on top of a minimal Debian 3.0 installation
within aclosed-boXM. TheVM is single-purposandhasnouser
interface.We usethe popularOpenVPNsecurdP tunneldaemon,
version1.3.0, to transmitpaclets betweenthe TAP VM and the
TAP gatevay. Key exchangeandcerti cate presentatioris carried
outover SSL,abuilt-in featureof OpenVPN.Onthe TAP gatavay
we checkthe client's certi cate via OpenVPNS ability to do so
usinganexternalprogram.

Bene ts
Useof a TAP systemhasseveralbene ts:

Prevents SourceForging The TAP VM canrejectpacletswhose
sourceaddressloesnot matchtheaddressssignedo themachine.

PreventsDoSAttacks The TAP VM candetectdenial-of-service
attackson machinesdn theinternalnetwork andthrottle serviceat
the source. (Attemptsat sourceforging might be a sign of a DoS
attempt.) Self-detectionof DoS attackscould be augmentecby
noti cation from anauthorityon theinternalnetwork.

Scalability A centralizedoutercanbeoverloadedelatively easily
if eachpaclet musttraversean entire TCP/IP stack,go througha
network intrusiondetectiorsystemandsoon. Whentheclientthat
wishesto sendor receve pacletsis alsoresponsibldor verifying
them,scalabilityis improved.

Network Scalability Vulnerability scanssuchasport scans,can
consumeconsiderablenetwork bandwidth. Performingscansbe-

tween VMs within a computer insteadof over a wire, reduces
bandwidthcostsand may allow the frequeng of scansto be in-

creased.

TAP systemdgdo have limitations. In particular therecanbe no
assumptiorthatall pacletsonawire areauthenticatedsinga TAP
system. Nothing preventsan untrustedhostfrom physically con-
nectingto the network, and nothing preventsa trustedhost from
rebootinginto an untrustedOS or bypassinghe TAP VM. Thus,
attacks,suchas ooding attacks,on the restrictednetwork can-
not be prevented. However, if individual portson a switch canbe
limited to passonly properlyHMAC'd or encryptedpaclets, with
somepraovisionfor initial negotiationof keys, thenthisissuecanbe
eliminated.

5.4 Additional Applications

We have exploredjust a few of the potentialapplicationsof this
platform. It cansupportawide rangeof otherapplicationsjnclud-

ing:
e High-Assurancderminals

Mary applicationgequireatrustedplatformasasecureplat-
form for sendingor receving relatively basicinformation
from the user In thesesituationswe leveragethree prop-
erties: the platform's ability to provide a trustedpathto and
from the user its ability to supporthigh-assurancepplica-
tionsthatare highly robustin the faceof a remoteattacler,

andthe remotehosts ability to ensurethat the useris fol-
lowing bestpracticeby runninga closed-boxversionof the
application.

Oneexampleis “feeds”thatreportcurrentstockprices news,
andotherdatathat nancial analystauseto make decisions.
Suchinterfacesmustbe extremelyreliable. Malicious ma-
nipulationof theseapplicationscould have devastatingcon-
sequencefor individual traderswhole rms, evenentire -
nancialmarkets. This capability could alsobe usedto pro-
vide voting stationsthat attesttheir integrity to the remote
takulationservice.

e |solatedMonitors

Thestrongisolationprovidedby Terrasuseof aVMM is by
itself extremely useful. This canbe usedto hardena vari-
ety of hostsecuritymechanismagainstattack,suchaskey
stores,intrusiondetectionsystemg27], securdogging sys-
tems[21], andvirus scanner$4].

e Virtual SecureCoprocessors

Marny applicationsstudiedin the context of securecoproces-
sorssuchasthe IBM 4758[22, 53] alsolend themselesto
implementatiorin this architecture.Someof theseapplica-
tions include privagy-preservingdatabase§54, 36], secure
auctiong49], andonlinecommercepplicationd63]. A key
constraintin adaptingapplicationsfrom sucharchitectures
to atrustedplatformlike Terrawill be ensuringthatthe plat-
form provides an adequatdevel of hardware tamperresis-
tancefor theapplication.

Clearly, the rangeof speci ¢ applicationshat canbene t from
the generalmechanismgrovided by Terrais far too long to list.
More speci ¢ mechanismshatcouldleverageTerrasuchasdesk-
top separation47], applicationsandboxing,and OS authentica-
tion [62] have alreadybeenexploredelsavhere.

6. RELATED WORK

Thecentralmechanisnin ourwork is thevirtual machinemoni-
tor. Extensve discussiorof VMMs andtheir propertiess foundin
seminalwork by Goldbeg [32, 33] andmorecontemporaryvork
on Disco[12] andVMware[55, 60]. More recently Chen[15] ar
guesfor routineandextensie useof VMMs for securitypurposes.

Our primary reasorfor choosinga VMM basedarchitectures
the e xibility it provides.Our claimis thata trustedoperatingsys-
tembestsenesdevelopersby providing a hardwareabstractioras
atypical closedplatformwould, therebyproviding maximum e x-
ibility. A moregeneralagumentabouttheinherentlylimiting na-
tureof committingto asingleOSabstractiorhasbeenmadeby the
extensibleOS community perhapsmost conciselyin arguing for
exokernels[24]. Exokernelsand VMMs arein mary ways quite
similar. They areprimarily differentiatecby thefactthatanexoker
nel'sresourcabstractionsireoptimizedfor performancewhereas
thoseof aVMM areoptimizedfor compatibility

Computersystemsable to cryptographicallydemonstrateheir
securitypropertieso othersystemsarementionedrst in thework
on trustedcomputingsystemg[57] and securitykernels[30, 50]
from thelate 1970sandearly 1980s.Thesesystemgook the prin-
ciple of leastprivilege to the extremein a general-purposeper
ating system,relying on a small kernelto do isolation, while all
otheroperatingfunctions,suchas memorymanagemenand pro-
cessschedulingwerepushedipwardinto less-trustedode.lt was
found that this led to systemsthat by and large were extremely



inefcient, for diminishingreturnsin simplicity. Reportedexperi-
encewith thesesystemsgspeciallythoseto kernelizethe already
swelteVM370 [17] in the form of KVM370 [31, 51], led usto be-
lieve that the VMM representsa leastcommondenominatorfor
virtualization, simpli cation beyond which yields little additional
bene t[30].

The conceptof authenticatinga platform's software stackwas
fully developedin the Distributed SystemSecurityArchitectureof
Gasseetal.[29]. Thiswork hadall theessentiatomponent$ound
in today’s architecturegor trustedcomputing,suchasTCPA [58].
Eachcomputersystemcontaineddedicatechardware with a pub-
lic/private key pair thatit could useto authenticatedo othersthe
identity of the systemit hadbootedby signinga hashof the boot
image. The operatingsystem(VMS) could in turn useits own
key pairto signfor applicationdoadedby thesystemetc.,allowing
a systems softwareto fully authenticatétself to aremotesystem.
Includingthe machineaspartof theauthenticationprocessexplic-
itly taking its compositioninto account,wasalsoincludedin the
authenticatiorsystemalevelopedin laterwork on Taos[62]. This
approachis treatedthoroughlyby Lampsonet al. in their related
treatiseon authenticatiorin distributed systemg[39]. The more
recentIBM 4758 securecoprocessof22, 53] alsoallows for au-
thenticatingthe sourceof outboundconnections. Authentication
in Terradiffersmostprominentlyfrom this previouswork on plat-
form authenticationin thatanapplications softwarestackis treated
asa single authenticatedinit, in contrastwith previous solutions
which authenticatedo individual partsof anapplicationssoftware
stackin a piecemeafashion. Terra's supportfor rapid authenti-
cation of large applicationsfurther distinguishest from previous
systemsOntheoppositeendof thespectrumExecuteOnly Mem-
ory (XOM) [41] usescryptographichardwarein the processotto
presere the privacy andintegrity of coderunningin a proceson
anuntrustedoperatingsystem.lt providesmuchlessfunctionality
thanTerrafor building secureapplications suchasa trustedpath
to I/O devices.

Effortsby YeeandTygaron Dyad[59] exploredhardwaremech-
anismsto bootstraptrustin the hostwith securecoprocessorsn
standardPC hardware. More importantly this work broughtto
light the practicalapplicationsof this technologyfor consumers,
suchaselectroniccurreng, stamps,andcopy protection,andar
ticulateda vision of including suchhardware on mainstreanPCs.
The AEGIS systemby Arbaugh[7] providesa practicalfoundation
for implementingsecurebootona PC. AEGIS usesa signedhash
to identify eachlayerin the boot processasdoesTerra. Unlike
Terra,the primarypurposeof AEGISis to ensurehatonly asingle
authorizedsoftwarestackcanbeloadedon amachine.Terra’s sig-
naturesaredesignedo prove to third partiesthe softwarerunning
on the machine whereaghosein AEGIS enforcebootingonly a
singlesoftwarestack.

Recently hardware supportfor sealedstorageand attestedboot
hasbecomeavailablein the form of commodityplatformsimple-
mentingTCPA. TCPA 1.1b[58] providesall the basicfeaturesto
supportTerra, althoughthe addition of someof the optional fea-
turesdescribedn section4.6, suchasimproved supportfor device
isolation, securecounters,etc., are certainly desirable,and may
be forthcomingin the as-yet-unrelease@iCPA 1.2 speci cation.
TCRA is only a hardwaremechanisnfor trustedcomputing,lack-
ing avision for supportof trustedcomputingin operatingsystems.

In recognitionof this needfor OSsupportfor trustedcomputing,
Microsoft begandevelopmentof its NGSCB (formerly Palladium)
architecturg[13, 4, 23, 48, 25]. This work is the mostsimilar to
oursin thatit providesa “whole system”solutionto the problem
of trustedcomputing. NGSCBworks by partitioningthe platform

into two parts(“trusted” and“untrusted”)eachof which runsadif-
ferentoperatingsystem.It achievesthis throughwhatcanbe seen
asavery specialpurposeVMM thatonly supportdwo VMs. The
untrustedpart runs one of today’s commodity operatingsystems
(e.g.-Windows) while the trustedpartrunsa dedicatedrustedop-
eratingsystem(the “nexus” in NGSCB parlance).This dedicated
operatingsystenis designedo runsmall,high-assurancerograms
called“agents’ Agentswork in conjunctionwith codeon the un-
trustedsideof thesystemproviding all of thesecurity-criticafunc-
tionality thatprogramsntheuntrustedideneed(e.g.sensitve key
storage).

NGSCBdiffersfrom Terramostprominentlyin its programming
modelandhaow it supportshigh-assurancapplications. Terraal-
lows applicationdesignerso specifyary OSthey desirefor closed-
box applicationsIn contrastNGSCBrequiresapplicationdesign-
ersto tagettheir closed-boxapplicationsto a single,speci ¢ Mi-
crosoft OS. Terra also differs in its attestationmodel. In Terra
anapplications entiresoftwarestackis attestedwhile in NGSCB
only agentsareattested Super cially it appearshatTerraprovides
a more e xible modelfor building applications,but making ary
concretecomparisonat this point would be dif cult, becausehe
NGSCBsoftwarearchitecturas asyetlargely unpublished.

Ultimately, NGSCB's architecturemay complementTerras. It
appearghat hardware supportfor NGSCBmay be fairly OS neu-
tral, thusallowing otherarchitecture¢suchasTerra)to take adwan-
tageof the trustedpath supportin devices, hardware supportfor
isolation,etc. thatit provides. Likewise,anarchitecturdike Terra
thatcanprovide anarbitrarynumberof compatibleVMs shouldbe
ableto hosta softwarearchitecturdike NGSCBwhichrequiregust
two VMs.

We presentedheinitial ideaof providing a closed-boxabstrac-
tion for trustedcomputingthroughthe useof a virtual machine
monitorin ashortpositionpaper28].

7. CONCLUSION

Wepresentea e xible architecturdor trustedcomputing called
Terra. Terraallows applicationgo run in an“openbox” VM with
the semanticsof a modernopen platform, or in a “closed box”
VM with thoseof dedicatedtampefresistanthardware. The key
primitive that Terrabuilds on is a trustedvirtual machinemoni-
tor (TVMM). TheTVMM mechanismsallow Terrato partitionthe
platforminto multiple, isolatedVMs. EachVM cantailor its soft-
warestackto its securityandcompatibility requirements.

We examinedthe primitivesthe TVMM provides for building
closed-boxVMs, in particularthoserequiredto support“attesta-
tion,” the mechanismusedto cryptographicallyidentify the con-
tentsof closed-boxX/Ms to remoteparties.We describedow to ef-
ciently implementtheseprimitives. We implementedheseprim-
itivesin a prototypeimplementatiorof Terraandbuilt a selection
of applicationsusingthis prototypethat demonstratéts capabili-
ties. We believe that the closed-boxVM abstractionprovided in
the Terraarchitectureforms the basisfor a truly general-purpose
trustedcomputingplatform.
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