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Abstract—Node churn and failures exist as fundamental char- answer. In P2P networks, periodic reporting to central ilogg
acteristics in both peer-to-peer (P2P) and sensor networks. Bes  servers does not scale well to a large number of peers, and
in P2P networks are highly dynamic, whereas sensors are not oy morph into ale factodistributed denial-of-service attack

dependable. As such, maintaining the persistence of periodically . .
measured data in a scalable fashion has become a critical at the logging server. In sensor networks, it may be too gostl

challenge in such systems, without the use of centralized servers.and unrealistic to periodically maintain routing struesig.g.,

To better cope with node dynamics and failures, we propose aggregation trees) to centralized sinks, again due to émiqu
priority random linear codes as well as their af liated pre- sensor failures and energy-conserving measures.

distribution protocols, to maintain measurement data in different In this paper, we study the challenges involved when no

priorities, such that critical data have a higher opportunity to tralized ist i t twork o .
survive node failures than data of less importance. A salient centralized servers exist in autonomous networks, anageri

feature of priority random linear codes is the ability to partially ically measured data must be stoneihin the network itself
recover more important subsets of the original data with higher in a collaborative fashion. This conforms to the peer-tetpe
priorities, when it is not feasible to recover all of them due to mentality, but could be a serious problem when nodes are
node dynamics. We present extensive analytical and experimenta jnnarently dynamic and failure-prone. The objective ofsthi
results to show the effectiveness of priority random linear codes . - . L.
Index Terms— Distributed networks, distributed applications, papgr Is to prOp_qse newodlngtephnlques inside the network,_
distributed priority coding, random linear codes inspired by traditional random linear codes commonly used i
network coding such that data stored in the network can be
ef ciently recovered.
|. INTRODUCTION Random linear codes, traditionally used in network coding,

One of the most important challenges in fully autonomouasChleves arfall or nothing” paradigm of decoding. When

networks, including peer-to-peer (P2P) networks and wirel Measured data are segmenteddginal source blockswith

: . random linear codes, we need as many coded blocks as the
sensor networks, has been the dynamic behavior of peer nodes.
. d -~ _-original source blocks to decod@ayuseful data. We argue that
and sensors. Peers in P2P architectures tend to partigipate : . . .
. . ; . : . such a paradigm is not appropriate for either P2P or sensor
and depart from ongoing sessions in a highly dynamic fashion ) . .
. networks, since node departures and failures may easitieren

e remainder of coded blocks useless! Having many more
coded blocks than source blocks certainly helps, but we dvoul
prefer to progress beyond simple over-provisioning of each

. .. Storage, especially when cache spaces on nodes are limited.
Nevertheless, in both P2P and sensor networks, peno;dlcaﬁf 9 b y P

measured data are generated on an ongoing basis whichn this paper, we proposeriority random linear codes
9 going ' .in"a generic network model that encompasses both P2P and
should be preserved for subsequent analysis at a later time. . L .
o - ) sensor networks. A salient feature of priority random Ilinea
In P2P networks, it is critical for operators to monitor the

. . odes is the ability tpartially recovermore important subsets
performance and “health” of live peer-to-peer sessions. FC e y P

L . . s L 8 the original data with higher priorities, when it is not
example, in live media streaming applications, it is esaetd feasible to recover all of them due to node dynamics. In a

monitor the achieved streaming rate, the number of upstre%u hell, we achieve this by making sure that coded blocks
and downstream peers, the latency to neighboring peers, a0 '

resource usaae such as bandwidth and CPU load. Simila I important data are linear combinations fefver source
. 9 . C YOCKS, as compared to those for non-critical data. In essen
in sensor networks, the task of each sensor is to monitor t

. . - we assign lower coding rates for important data, such ttest th
environment, with periodic measurements collected foaarlatcam be recovered with fewer coded blocks, and may survive

retrieval. ) :
. . higher percentages of node departures and failures.
How do we collect such periodically measured data, which In addition to our extensive theoretical analysis of ptiori

may grow to SUbStami?l volumes over time? There are réasolRdom linear codes, we also present their afliated pre-
to believe that centralized servers may not be the apprtep”%istribution protocols. Utilizing the fact that each codddck

A preliminary version of this paper was presented in IEEE IGDZ007 IS enCOd_ed from a subset of source blocks, Our pre-distoibut
[1]. mechanism ensures that only source blocks in such a subset

ilar dynamics, due to their lack of reliability, or the existe
of energy-conserving protocols to periodically put seador
the standby mode.



are delivered to their designated receivers for storaghera be determined of ine if nodes can judge the importance oadat
than all source blocks. Furthermore, utilizing the preglgu based on locations or historical observations as in sormsosen
known result that each coded block only needs to be thetwork applications.

linear combination ofO(In N) random chosen source blocks To disseminate source blocks and perform decentralized
for successful decoding [2] (whef¢ is the total number of encoding in the network, our protocol uses the characierist
source blocks), our pre-distribution protocol is very éént. of geometric networkswhere each node is identi ed with a

The remainder of this paper is organized as follows. Ipointin a geometric space. Such networks include instapices
Sec. Il, we describe the network model. In Sec. Ill, weensor networks and P2P networks. In particular, the sensor
introduce priority random linear codes and partial decgdirusually know their locations since the collected data are
algorithms, with extensive analysis of their properties. Imore useful if their generation locations are known. In P2P
Sec. IV, we describe the pre-distribution protocol. Perfonetworks, Distributed Hash Tables (DHE.g, Chord [3], are
mance evaluation of priority random linear codes is in Sec. Widely used to improve the network scalability, where each
We compare our approach with related work in Sec. Vhode has a unique ID in a one-dimensional geometric space.
Finally, Sec. VIl concludes the paper. We further assume geometric routing protocokan route
source blocks to a random point in the geometric network such
as GPSR [4] in sensor networks, and DHT routing protocols
in P2P networks.

In this paper, we consider a generic network model of au- In this work, we assumestrict priority model for decoding,
tonomous networks with unreliable nodes, which encomassgich that the data at higher priority levels are strictly enor
commonly accepted models of both P2P and sensor networltsferable and are decoded before those at lower priority
We consider such a general model to show that priority randdevels. This model describes a wide range of scenarios in
linear codes can be applied to a wide range of autonomagugictical applications, including multi-resolution sensmage
networks, rather than speci c to any particular type. dissemination [5], layered data compression [6], and ahgrot

Our model of an autonomous network consists of a set application that requires sequential decoding based anifyri
nodes and the communication links among them. Each nddés also possible to consider a less stringent priority eipd
produces measurement data over time. There does not exisere obtaining a large amount of low priority data may
centralized servers at our disposal; instead, all measleital be preferable to obtaining a small amount of high priority
from a particular node must be distributed to other nodelen tdata. However, such a model requires the speci cation of an
network for peer-to-peer collaborative storage. We assiiate application-speci ¢ utility function over the priority iels.
each node only has a limited amount of storage space, and Téis is outside the scope of this paper and remains an open
only store a small fraction of the data generated in the nétwoproblem for future research.

At a later time, measured data stored at a random subset of

existing nodes will be retrieved for analysis. All nodes fie t I1l. PRIORITY RANDOM LINEAR CODES

network may depart or fail unpredictably. We partition the
continuously generated measurement data by time slotsewf\ﬁ

a source block refers to the amount of the data generated Memes. termeStacked Linear CoddSLC) andProgressive

one time slot on a node. Clearly, how many time slots of d fnear Codes(PLC). An important outcome of the proposed

can be cached depends on the size of the node cache Storglqgrysis is to derive feasibility regions for designing the

IT tpartlfcglatr, the Ifgrger t?‘e dcache stprage IS, dthte morle tqu tribution of coded blocks over different priority lesediven
slots of data can be cached, assuming new data replace {hg .. decoding constraints.,

oldest data when the cache is full. Without loss of gengralit
we focus on caching the source blocks produced in one time ) _
slot on all nodes. A. Stacked and Progressive Linear Codes

We assume tha¥l source blocks are produced in one time Both SLC and PLC are based on Random Linear Codes
slot, which are classied ton different priority levels in (RLC), which were used as a distributed implementation for

Il. NETWORK MODEL

We introduce the design and performance analysis frame-
ork for two distributed priority random linear coding

level i are more important than those in leyelif i <j . The RLC generates each coded blaglas a linear cg;nbinations of
number of source blocks in priority levelis denoted bya;, all N source blocks in the following forng; = jN:l i Xj
wherel i n. To facilitgte later derivation, we introducewhere thecoding coef cients j1; j;2;:::; N are randomly
b;b;:::; b, wherelh = J!=1 a, i.e, b represents the chosen from a Galois eld. Such an encoding process for a
total number of source blocks from priority lev&lto i. In  coded block essentially constructs a linear equation wtiere
this case, the source blocks in priority levielare indexed unknown variables are the source blocks, given the coding
as blocksfx;g, whereh ; +1 ] b. In general, the coefcients ;; and the coded bloclc; are known. The
methods to segment measurement data to different prioritgcoding process of RLC ol coded blocks solves thigl
classes are application dependent. Data segmentation enayifear equations constructed by the encoding process,ewher
implemented in a distributed way assuming that nodes ckh N.

distinguish important observations from unimportant oimes  The priority coding schemes deviate from RLC in that most
a real time fashion. On the other hand, data segmentation ncagled blocks are not linear combinationsatif source blocks,



2 11 12 1_332 1 0 0 32 11 O 0 3 following the strict priority model from a set of coded black

21 22 23540 22 2354 21 22 23D Ci1, then PLC can at Ie_ast decode the rk;tpnor!ty levels
31 32 33 0 32 33 31 32 33 from C,, the corresponding set &f;. _The rc_averse_ is not true.
(@) RLC (b) SLC (c) PLC Proof: We prove the theorem by induction. First, we show
. . . . _ the basis is true. When SLC can decode leydPLC can also
Fig. 1. A comparison among three coding schemgg. is a nonzero coding d de | I si h di ded blocks in | |
coef cient. Three source blocks belong to two priority lesewhere the rst d€CO _e eV_e » Since the corresponding _CO € _OC S In leve
one is in level 1 and the second and the third source blockratevel 2. 1 are identical. Furthermore, the decoding algorithms e a
identical for both coding schemes in levihs they reduce to

2 3 2 3
4 0 0 4 0 0 RLC.
40 12 &P 45 12 & Second, we show the induction step is true. Assume that
0 37 6 7 37 6 the statement is true fde, we need to show it is also true for
(a) SLC (b) PLC k+1.If SLC can decode the rsk+1 levels, PLC can decode
_ _ _ _ the rst k levels by the induction hypothesis. Given the fst
Fig. 2. Three pairs of corresponding coded blocks in SLC &nd, Rvhere . .
the rst pair is in level 1 and the remaining two are in level 2. levels are both known in SLC and PLC, and the corresponding

coded blocks at levdt +1 have the same coding coef cients
for the source blocks in thk + 1th level, the linear system
but asubsetof source blocks. In SLC, the source blocks ariduced by the coded blocks in levet1 of SLC and PLC are
encoded in different levels separately. Thus, Rie set of identical. Therefore, since SLC can decode the source lock
coded blocks are createdpbg/ encoding all the source blodkdevelk+1, PLC can also decode the source blocks in level
in the kth level,i.e, ¢ = [, . i X, where jj is k+1. Hence, PLC can decode the source blocks in the rst
a nonzero random number uniformly chosen from a Galdis+ 1 levels.
eld and ¢ denotes the coded block. In PLC, the source We show the reverse is not true by a counter example.
blocks are encoded progressively in descending priority. Assume there are two source blocks such that the rst source
particular, thekth level coded blocks arg,encoded from sourdsiock belongs to level 1 and the second belongs to level 2. The
blocks between levels andk, i.e, ¢ = jbkzl ij Xj. Fig. 1 coded blocks in level 2 of PLC are the linear combination of
illustrates these two coding schemes and RLC by simpgieth source blocks. Hence, PLC can decode all source blocks
examples, where the matrix form of the coding coef cients okith high probability, when receiving two linearly indepnt
three coded blocks is shown. Speci cally, the gure illsties coded blocks in level 2. However, SLC cannot decode the rst
the setting where three source blocks belong to two prioritpurce block with two corresponding coded blocks in level 2.
levels, where the rst one is in level 1 and the second and the u
third source block are in level 2. The implication of Theorem 1 is clear when noting that,
Both SLC and PLC enjoy the advantage of allowing partigjiven the same set of source blocks and a set of coded blocks
recovery of a subset of the source blocks, even when tg encoded by SLC, PLC can encode the corresponding coded
number of accumulated coded blocks is less than the totabcks C, of C; by choosing the same coding coef cients
number of source blocks. In the examples of Fig. 1, RL&r the kth level source blocks inside thieth level coded
requires at least three coded blocks to decode any usdflicks. This can be achieved by using the same random
information. However, for both PLC and SLC, as long as theeed. Similarly, SLC can also enco@ corresponding to
rst coded block is received, the rst source block can beC, encoded by PLC.
decoded.
Furthermore, with SLC, because the source blocks in each ) ) )
level are coded separately, the decoding results of d'rfteré?" Partial Decoding Algorithms
levels in SLC are independent. With PLC, to decode the sourceNext, we describe decoding algorithms that can be used
blocks in levelk, all the source blocks between levels 1 antb partially decode source blocks from a set of coded blocks
k 1 must be already decoded, or be decoded at the saapeumulated in a data collecting server. For SLC, the partia
time. However, we can show that PLC outperforms SLC idecoding algorithm is essentially the decoding algorithin o
terms of the number of required coded blocks to recover tR-C for the coded blocks in each level. Once the accumulated
same set of source blocks, as stated in Theorem 1 below. coded blocks in a level are suf cient to decode all the source
We rst de ne the corresponding coded blockat levelk of blocks in this level, they are decoded despite the souraskblo
SLC and PLC as the coded blocks that share the same codim@ther levels may not be decoded.
coef cients for the source blocks at levkl For example, in  For PLC, we useGauss-Jordan eliminatiorrather than
Fig. 2 (a) and (b), th& 1 submatrix at the top left corner andusual Gaussian elimination since it is unable to partiadiye
the2 2 submatrix at the bottom right corner are identicalh underdetermined linear system. Gauss-Jordan elimimatio
leading to corresponding coded blocks. Furthermore, we sagnsforms a matrix to itseeduced row-echelon forfRREF)
that a set of coded block€; in SLC is correspondingto [8] (e.g, Fig. 3(3)). The bene t of the RREF is that, given the
another set of coded blocks, in PLC, if each coded block rst k unknown variables can be solved with the #strows,
in C; is corresponding to one coded block @y and vice once thes&k rows have been processed, the fkstelements
versa. Then, we have the following theorem. of the resulting vector on the right-hand-side of the equmsti
Theorem 1:If SLC can decode the rsk priority levels constitute the partial solution. Therefore, with Gaussido



215 o1 26 47 35 1503 2, 900 0 o083 N total number _of‘source blocks
141 8 17 o o o 5 100 0 0 n number of priority levels
En 178 0 0 0 0 z §o 01 0 0 0 z M number of coded blocks
51 62 8 124 3 0 0 0 0 1 0 239 m:  maximal number of coded blocks that can be decoged
81 59 193 O 0 0 0 00 0 1 5 from M coded blocksj.e, argmaxiflh Mg
Xi: theith source block
(@) (b) ai: number of source blocks in level
. . . o bi:  number of source blocks in the rstlevels
Fig. 3. (a) The decoding matrix. (b) The RREF of the decodingimafter pi:  priority distribution, i.e, the probability that a coded
Gauss-Jordan elimination. block belongs to level
Di: number of coded blocks in level
elimination, the decoding process can pmgressive The Dij - B“{“beé"f coded blocks between leveind levelj, i.e,
i k=i —K
decodmg process starts as soon as the rst coded bloclg(n;k;p): binomial term T pk(1  p)n
has arrived, and decodes coded blocks as soon as they jare p;; : gum of priority probabilities from level to levelj, i.e,
decodable, when new coded blocks are accumulated. Thus, k= i P
the data collecting server can stop collecting coded data on TABLE |
the partial decoded data ful ll the application requirerhen TABLE OF NOMENCLATURE

For example, Fig. 3 shows the decoding matrix and its RREF
after Gauss-Jordan elimination. From the RREF, we observe

that the rst 3 source blocks are partially decoded from the 5 :
coded blocks. The expected value of is then

X0
EX)=  KPHX = K): 1)
k=1
C. Decoding Performance To compute (1), we derive BX = k). In SLC, each level

corresponds to a RLC and is independent of other levels.
That is,a source blocks in level can be decoded with high
probability as long as the number of accumulated coded block

Under the strict priority model, it is natural to characteri
the decoding performance of SLC and PLC oy decoding

s . L . o
fr:)nitrr]atlntsl n tfhe f?rTh(M"k' )t, Ml[etrﬁ%[ ! mé anld in level i is larger than or equal te;1. To decode exactlk
eith tuple refers to the constraint that givefy randomly levels of source blocks, we need two sets of conditionst,Firs

accumutljaluedk codedb blgcks, dog average, the Iﬁsr,]ﬂever:s of aﬁr‘% source blocks of the rdt levels can be decoded. Second,
source blocks can be decoded. It is apparent that the sm source blocks in level + 1 cannot be decoded. These

M; is, the more severe node failures that the data in the r&)nditions are summarized as the following events:
k; levels can survive. )

We introduce the protocol parameters that can be controlled Ai=1Di &g for i=1:2:2:0k
to achieve different decoding performangaiority distribu- Ags1 = fDka1 a1 10 2)
tion, which is de ned as the percentage of the coded blockghereD; is the number of coded blocks in levielTherefore,
of each level among all coded blocks. The priority distiidat e have PiX = k)= PA1\ Ao\ \ Agir).
can be attained in a decentralized way by the protocols| et D denote the vector dD1;:::; Dy+1; Dys2.n], where

presented in Sec. IV. By adjusting the priority distributithe p; isghe number of coded blocks between leveind level
coding schemes can achieve different decoding constré&ots j e, I _. Dk. The sum of the elements B should be the

example, if we increase the percentage of coded blocks in {a@al number of the coded blockd ,

rst ki levels, the probability to accumulate such coded blocks

is increased. Hence, we can ful ll more stringent decoding M= Dy+ i+ Disa + Diszn: @)

constraint(M; ; ki) with a smalletM;. However, given that the Moreover,Dy+; andDy+2;n should meet the constraints:

total storage space in all nodes is xed, the consequendmts t _

the percentage of coded blocks from leket1 to n decreases Dk O

such that the number of required randomly accumulated coded Dks2;n O (4)

blocks to decode the source blocks in these levels will m&#e  gjncep s a partition ofM , the probability that a given vector

Hence, the priority distribution must be carefully chosen ip appears is a function ob and the priority distribution

order to meet all decoding constraints. P=[p:::
We then derive the numerical relation between the priority

distribution and the decoding constraints for SLC and PLG.(D;P) =

With such numerical analysis, we can formulate different

optimization problems to search for the feasible priority-d Let B denote the set of vectors satisfying the constraints
tribution for a particular set of decoding constraints. Th

notations used throughout this section are summarized &II‘? (3), and (4). The probab|>léty to decodelevels is
Table |. Pr(X = k) = f(D;P): (6)
1) Decoding Performance of SLOMNe introduce the ran- D28

dom variableX to denote the number of priority levels that 1ye assume a suf ciently large Galois eld such as @#(is used to
can be decoded fromdl randomly accumulated coded blocksgenerate coding coef cients.

D1 Dk+1 Dk+2 no.
P Pesr Prazn

®)



Then, we can compute the expected number of decoded lewelgnsure that the number of coded blocks to recover all sourc
in (1). We use a similar ef cient algorithm in [9] to computeblocks is controlled within a reasonable range:
(6) with a complexity ofO(M 2(k+2) log(k+2)) by dynamic _ )

S . . : P(Xny =n) 1 ; (20)
programming instead of simply enumerating the vectorB jn
which has complexityD(M k*1). We present the details of thewhereN is the total number of source blocks,is a number
ef cient algorithm in Appendix I. greater than 1, and is a small positive number close to 0.

2) Decoding Performance of PLCWe again useX to This constraint guarantees that the number of coded blocks
denote the number of levels that can be decoded fMm to recover all source blocks is smaller thaw with high
random coded blocks. Hence, the expected number of decogesbability. Finally, the priority distribution must safy the
levels EX) can be computed by (1), by rst deriving thefollowing constraints according to the de nition of prohlity:
probability to decodek levels of source blocks BX = k),

which is the probability that there is an invertalile by b0

submatrix W at the left of the decoding matrix and the X =1 foriz=lccic n 11)

elements in the submatrix at the right\of are all zero after o == ST

row sorting on the decoding matrix as illustrated in SecBllI =

We then have We emphasize that the constraints de ned by in (9), (10),
Theorem 2:PLC decodes the source blocks in the kst and (11) are fairly general. They can be a building block to

levels if and only if eventdy;::::Am all happen, where combine with other constraints and optimization objedit@

determine the priority distribution with a wide range of elige

Ai=fDix b b 19 fori=1;:::5k; goals.
Aj =fDk+1; B be 1gforj=k+1;::0;m; (7)

wherem is the maximal number of coded blocks that can be V. DISTRIBUTED ENCODING ALGORITHMS

decoded fromM coded blocksj.e, argmaxfly Mg and |, s section, we describe a protocol to disseminate the
b = 0. The proof of this theorem follows immediately fromsq,ce piocks and the distributed encoding algorithm toeec
the following Iemmas, whose proofs are given in Appendix lam in the network. Fig. 4(b) shows an example. Node 1
and ll, respectively. _ disseminates its source blogk to node 5, 6, and 7. Similarly,

Lemma 3:The source blocks in the rsk levels can _be node 2, 3 and 4 disseminate their source blocksxs, X4 to
decoded from the coded blocks between level 1 and level 5 g\ pset of nodes in the network. A node encodes all received
i ) source blocks to one or more coded blocks by random linear

Lemma 4:Given the source blocks in the rsk lev- compination. For example, node 7 produces two coded block,
els are decoded, none of the source blocks between Ieyg(1 and6x; +5x5 + X3 + 7Xq.

k+1 and levelm can be decoded if and only if events |, 5 nutshell, the protocol should encode source blocks in

Ak+1 ;A2 3220 Am all happen. _ a way such that the coded blocks constitute an erasure code
Thus, the probability that PLC decodkdevels is with the priority coding distribution described in Sec.-Dl
P(X = k)= P\ ™, A)): @8) We summarize the protocol requirements in more detailst,Fir

the protocol must satisfy theoding requirementgmposed by

The detailed derivations of (8) is shown in Appendix IV, werSLC and PLC. For example, for SLC, the protocol must deliver
approximations are used to reduce computational complexidifferent source blocks in the same level to the same set of
caching nodes for encoding and storage. As an illustration,
Fig. 4(a) shows that node 2 and 3 transmit and x3, the
two source blocks in level 2, to the same node, node 6, to
) ) encode them together. Furthermore, the disseminationgubt

With the analytical result presented above, we formulate geds to ensure the designed priority distribution for ted
numerical feasibility problem to design the priority dibtr- pjocks in the network. Second, the dissemination protocol
tion, py; pz; 1 P, Under a given set of decoding constraintsshoyld be ef cient, due to the energy constraints in wireles
de ned in Sec. IlI-C. The obtained feasibility region can bgensor networks, or the bandwidth conservation requirésnen
used to optimize the design of priority coding. Since thg pop networks. The ideal protocol will disseminate a seurc
optimization objectives are application dependent, astef pjock to a node only if the source block will be encoded with
limiting our analysis on any such particular objective,"@€ the coded blocks on that node. For example, should be
demonstrate t_hg_effectivene_ss of our general approacheoy {ant 1o only node 6 and 7 for encoding in Fig. 4(b). Finally,
following feasibility formulation. _ the protocol should be implemented in a fully distributed

Let X, denote the random variable representing the NURYay. Our protocol achieves these requirements by utilitieg
ber of levels that can be decoded frath coded blocks. The characteristic of geometric networks (described in Secafid
priority distribution must satisfy the constraints: the sparse coding result from [2].

E(Xm,) ki for i=1:2::::m® 9) To meet the c_oding requir_ement to encode source blocks
' generated from different locations together, all nodesikhbe
where EXy, ), derived in (1), is a function of the priority aware of the same subset of nodes to cache coded blocks of the
distribution. In addition, we may impose a special constraisame priority level. Furthermore, this subset of nodes Ishou

D. Designing Priority Distribution under Decoding Con-
straints



by a geometric routing protocol (described in Sec. Il).

Upon receiving a new source blogk the node in charge of
the random location will encode it with the coded blackn
that location, withc= ¢+ x , where is a coding coef cient
randomly chosen from a Galois eld. Fig. 4 illustrates the
destinations of source blocks according to their pricsitieet
pi denote the percentage of coded blocks in lévélor SLC,
the coded blocks in a particular level are encoded from the
source blocks in the same level. Hence, we divide khe
random locations tan parts, where thdath part hasMp;
locations and is used to store the coded blocks forithe
level. The source blocks in levél are only disseminated to
theith part of random locations. For PLC, the coded blocks
(a) in level i are encoded from the source blocks from level 1

to level i. Therefore, the sgurce blocks in levelare only
11X, disseminated to the set of ( J-”:i p;) locations from theth

6x1 + 5X2 + X3 + 7X4 to thenth part of random locations. As an example, Fig. 4(b)

shows that the source blocks in level 1 are disseminated to

coded blocks in all priority levels, whereas the source lkdoc

in level 2 are disseminated to the coded blocks in level 2 and

level 3.

Since each node is in charge of a small area in the geometric
space, multiple random locations may fall on the same node
such that each node stores multiple coded blocks, and the
number of coded blocks on each node is generally not equiva-

(b) lent because of different area sizes and randomness. ltlis we
known that “the power of two choices” can be used to achieve

Fig. 4. Distributed encoding with (a) SLC (b) PLC. The regies and load balance with the maximal loa@nIln M=1In2) [11]. The

circles denote data blocks and nodes, respectively. Blacky, and white phasic idea of “the power of two choices” is as follows. To

rectangles represent the data blocks in priority level Jrig] 3, respectively. .

The dotted lines de ne the Vononoi diagram of the nodes. nd the node to cache a coded block, two umformly random
locations are generated rst. Afterwards, with a geometric
routing protocol, the two nodes closest to the two random
locations are located and the number of coded blocks already

be randomlydistributed among all nodes to tolerate differentached on them are obtained. The node with fewer coded

failure patterns. To achieve these goals, in our protodbl, &locks is then chosen to cache this coded block. To integrate
nodes memorize the same set of caching nodes. Then this idea into our system, rather than using the original set
protocol selects the same random subsets from them to caoheM random locations, we seek a different set load-
coded blocks in different priority levels. To memorize tlaere  balancedM random locations. Without loss of generality, we
set of caching nodes without actually storing the addresgesconsider the process to generateitile random location in the

all of them, all nodes are assigned with a common random sdedd-balanced set. Two random locations are generateceas th

such that each node can use this random seed to generatectimelidates to be thieth random location. After locating the

same set oM random points in the geometric space. Thegwo nodes nearest to these two random locations, the pilotoco
random points are used to identify the nodes to cache thges the random location corresponding to the node with the
coded blocks. In particular, a random point corresponds least load as theth random location in the load-balanced set.

a coded block, and the node closest to the random point idn the above protocol, each source block is disseminated to

used to cache the coded block corresponding to the randathlocations in its corresponding subset of the random

point. Hence, the source blocks produced in one time slotations. Dimakisel al. [2] have shown that for RLC,

are encoded intdl coded blocks in the network, ardd is with O(In N) nonzero coding coef cients on each row, the

upper-bounded by the average total storage space allotateddecoding matrix can be inverted with high probability. This
the source blocks produced in one time slot in the netwonleduces the number of source blocks need to be disseminated

In the following, we use random point and coded blockom N locations toO(In N) locations. Clearly, SLC enjoys

interchangeably. In Fig. 4(a) and (b), the dotted lines @e nsuch a result since it is essentially composedhoRLC. It

the Vononoi diagram [10] of all nodes such that all points easy to see PLC also bene ts from such a result, which is

(coded blocks) in a polygon are cached on the node belongftiother con rmed by simulations in Sec. V-D.

that polygon. For example, the random points correspondingThe asymptotic result in [2] serves as a guideline. However,

to coded blocksllx; and 7x4, are cached on node 4 inwe would like to know the exact number of locations needed

Fig. 4(a). Finally, the protocol disseminates all sourcecké to disseminate a source block to, when implementing real

the nodes closest to thd random locations in the network systems. In the following, we computg, referred to as
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densityhereafter, the lower bound of the fraction of locationg
that a source block needs to be disseminated to among
corresponding random locations. Our computation is based 6,
the following observation. In order to decode a source bloc§<
Xj in leveli from any M; coded blocks, the data collecting;2
server should accumulate at least a coded block encoded fr@
Xj -

Let g denote the probability that the data collecting serve NumbBer of coded blocke " Number of coded blocks.

collects a coded block encoded from source blagkwhen (a) Number of priority levels is 5. (b) Number of priority levels is 50.
visiting a coded block. We rst calculatg in order to obtain . _ _

i It is easy to see that the server does not obtain a codéy > The analysis of PLC agrees with experiments.

block encoded fromx; with probability (1 g)Mi after .
visiting M; random locations. Hence, the server decodes the| =
source blockx; with a success probabilitt (1 g)Mi.
Finally, since we haveN; source blocks in level, the
probability (1 (1 g)M)Ni to decode all of them should
be close to 1, given the fact that the dissemination of\all
source blocks are independent. Therefore, we have
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Number of coded blocks Number of coded blocks
where is a small positive number close to zero. By solving  (a) Number of priority levels is 5. (b) Number of priority levels is 50.

(12), we have the lower bound of.
Next, we describe the relation betwegnand ;. We rst
notice that theVl; coded blocks that the data collecting server

E?”ekc tsl_rln ay be ant; dOUt of ':jh_eM tpta{ number Ofb(l;Odlf(tj perturbation. In particular, each node deviates from iigl gr
OCKS. FIOWEver, a node may disseminate a source block 10\ gi.iqn \with a random distance of 0.3 along each axis. We

M coded blocks. Hence, each copy of this source block hffﬁplement greedy geographical routing algorithm to delie

e M i .
probability 13- to be encoded ".“9 any coded block among thgo rce block from the node generating this data fragment to
M; coded blocks the server visits. Furthermore, as dlscusseﬁéndom location in network

. ; . : : . a

p_rewou_sly in thig ﬁectmn, a source block in Ievel_s only In all simulations, where GRf) is used, we randomly

g'fégm'?]ated _tohj=i pil fractt|)on ?f rgn_do:n Icl)ca_lt_lrc])ns ffor generate a set of coded blocks according to the priority
» Wheren Is thejotal number of priority levels. Theretore ;g iy ition and the encoding algorithms, and use the garti

Fig. 6. The analysis of SLC agrees with experiments.

= Mmoo
we haveq = i 3-( j=i P). Hence, we have decoding algorithms to recover the maximal number of source
G blocks from the coded blocks. The number of coded blocks
= —P—- 1 . L . -
SO olip) (13) is varied in each experiment to observe the decoding curve.

To mitigate randomness in simulations, we show, for each
data point in all gures, the average and the 95% con dence
intervals from 100 independent experiments.

whereq is derived from (12).

V. PERFORMANCEEVALUATION

In this section, we validate our numerical analysis andystu
the decoding performance of SLC and PLC. In all experi-
ments and numerical results, we measure the differentiatedor both SLC and PLC, we set the number of source blocks
performance of our priority coding schemes in #hecoding to 1000 and the priority distribution to uniform. Two sets
curveswhere the expected number of decoded priority levet§ experiments are executed with 5 and 50 levels and 200
are shown against the number of processed coded blogkgd 20 source blocks in each level, respectively. Fig. 5(a)
With an example feasibility problem, we demonstrate thghows that our analysis for PLC agrees with the experiments
effectiveness of our priority coding schemes. We also eeplowhen the number of levels is 5. On the other hand, Fig. 5(b)
how much transmission cost can be saved by using a spe#Bews that our analysis deviates slightly from experiments
decoding matrix and study the performance of our priorit¢yhen the number of priority is 50. The reason is that our
coding schemes under realistic settings with imperfedrityi approximation in Sec. llI-C for PLC is related to the numbkr o
information. levels. In particular, the more priority levels, the lesswaate

To illustrate the communicational encoding cost of ouhe approximation is. Fig. 6 shows the analysis agrees with
coding schemes, we simulate them in a wireless network wigperiments very well for SLC.

1024 nodes in a square with sizté 17 units. The radio range
of all nodes is 1. The average number of neighbors of a noge p| - Outperforms SLC

is 9:53516 Nodes are placed in a grid network with random _
As we have shown in Theorem 1 of Sec. IlI-A, PLC

2This number igp; for the case of SLC. outperforms SLC under the strict priority model in terms of

. Validating Numerical Analysis



— [ [ Decoding Constrainty  p1 | pz | Ps |

1f[=—pLC - 101evels ‘ P AML "
o ||=-stc-10tevess 7 4 Case 1] (130, 1) (980, 2) | 0.5130] 0.0791 | 0.4079
2 || TPLC-S0levels ] | Case 2| (270, 1) (385, 2) | 0.0739 | 0.5141 | 0.4120
o | [=oSLC - S0levels | Case 3| (240, 1) (500, 2) | 0.3304 | 0.2813 | 0.3883
8 ‘
2 06 TABLE I
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Fig. 7. PLC outperforms SLC.

the number of coded blocks to recover the same set of source
blocks. In this section, we run experiments to explore the pe
formance gap between them with the following experimental
parameters. The number of source blocks is 1000. The number ‘ ‘ ‘ ‘ i
of levels is 10 and 50, and each level contains 100 and 20 0 I L

source blocks, respectively. Fig. 7 shows that when the maumb

of levels is 10, the decoding performance gap between SIEg. 8. The decoding curves from the priority distributiohTable II.

and PLC is modest. However, when the number of levels is

50, the performance gap between SLC and PLC is signi cant.

Furthermore, the number of levels do not have much impactFig. 8 shows the decoding curve for three priority distri-
on the decoding performance of PLC, but do have signi camiutions with the following observations. First, in comsan
impact on SLC. In particular, the more priority levels, thavith RLC, which requires at least 512 coded blocks to decode
smaller amount of source blocks can be recovered by Sla@y source block, PLC can decode the rst level with only
with the same number of coded blocks. This is becauseli80 coded blocks in “Case 1" and the second level with only
the number of levels is large, the source blocks in SLC a885 coded blocks in “Case 2". Second, all decoding curves
less mixed. In the extreme case where each level contagatisfy their decoding constraints and the decoding of drigh
one source block, SLC degrades to the scheme of no codipgority levels precedes lower priority levels. Finallyffdrent
Hence, the “coupon collector” effect comes into play [12Jdecoding constraints produce signi cantly different deiogy
where recovering alN source blocks require®(N InN) curves, which demonstrates the exibility of our approach
coded blocks. On the other hand, even if each level contaiasvards a diverse set of differentiated decoding requirdme
one source block, PLC does still mix source blocks togetherSince we are searching for one of the feasible solutions, the
and enjoy the coding advantage. In the following, we onlyroduced decoding curve may not exactly match the decoding

=
T

o
3]
T

Expected number of decoded levels
P
[$))

show the results for PLC. constraints. For example, the decoding curve of “Case 3"
climbs to level 2 with slightly more than 400 coded blocks,
C. Differentiated Decoding whereas the decoding constraint is to decode level 2 with 500

We proceed to show examples using the constrained fég@ded blocks. Moreover, it is possible that no feasibletsmis
sibility framework introduced in Sec. llI-D to nd a priogt are found given a set of decoding constraints. This imphes t
distribution satisfying a given set of decoding consti@ur decoding constraints cannot be ful lled.
experimental settings are as follows. 512 source blocks are
divided to three levels with 50, 100, and 362 source bloc
in each level. We perform the experiments for three differe
sets of decoding constraints, in the form @;;k;) in (9),
and are shown in the rst column of Table Il. For example, In this section, we investigate the communication cost of
(130;1) in the rst row of Table Il requires that the expectedPLC. We use the same source blocks distribution as in Sec. V-
number of priority levels decoded from 130 coded blocks 18, and the decoding constraints in the third row of Table II.

1. We further enforce the constraint (10) with = 2 and By (13) with = 0:01, we have the densities for the three

= 0:01 and (11) in all three sets of experiments. We solvegriority levels: 0.1487, 0.0558, and 0.0263. We refer to the
the three numerical feasibility problems with MATLAB, ugin PLC with such densities af):1487 0.0558 0:0263)sparse
uniform distribution as the initial searching point. MATBA codes and the original PLC aglense codesWe conduct
terminates and produces a feasible solution which is the rthe experiments with the densitié0743 0:0279 0:0132) as
solution it nds such that all constraints are satis ed. Thevell for comparison. Fig. 9 shows the results. In particular
priority distributions produced by the feasibility probleare the decoding curve 0f0:1487 0:0558 0:0263)sparse codes
shown in the last three columns in Table II. is almost the same as the dense codes. Hence, reducing code

S . . . . .
iﬁ?. Reducing Transmission Cost with Sparse Decoding Matri-



TABLE IV
THE PRIORITY DISTRIBUTION COMPUTED WITH IMPRECISE PRIORITY
INFORMATION. SET 1 AND SET 2 HAVE IMPRECISE PRIORITY
INFORMATION ON THE FIRST TWO AND LAST TWO PRIORITY LEVELS
RESPECTIVELY

w

dense
—=—(0.1487, 0.0558, 0.0263)-sparse
H—=—(0.0743, 0.0279, 0.0132)-sparse

N
3]

N

Expected number of decoded levels
P
ol

[ Type [ Priority Information] p1 [ p2 [ ps |
Precise (70,140,490) 0.2691 | 0.3380 | 0.3929
Set 1 (60,150,490) 0.2396 | 0.3807 | 0.3797
(80,130,490) 0.2817 | 0.3203 | 0.3980
05 Set 2 (70,130,500) 0.2906 | 0.3225 | 0.3869
(70,150,480) 0.2634 | 0.3642 | 0.3724
0o 200 400 600 800 1000
Number of coded blocks 2 3 2
H (60,150,490) 3 (70,130,500)
i ] = 551/~ (70,140,490) S 2.51| 7 (70,140,490)
Fig. 9. The decoding curves of the dense codes and sparsse. code § || (80.130490) g | [=(70.150480)
3 2 g 2
TABLE Il 5.0 5,5
[
THE DISSEMINATION COST IN TRANSMITTING A SOURCE BLOCK £ s £
[ code density[ average] Tevel 1 [ level 2 | level 3| 20-5 50-5
dense 72536 | 14702 | 12655 | 4733 g g x - —
sparse 403.4 2196 520.5 123.5 0 Nun?[?gr of coded h?_(?&os Number of coded blocks

(a) (b)

densities appropriately does not degrade the coding perfbig- 10. (a) Decoding curves of set 1. (b) Decoding curveseo®s The 3-
mance. On the other hand0'0743 0:0279 0'0132}sparse tuples represent priority information used to compute therijtyi distribution.
codes deviate from the dense codes signi cantly and does not
meet the decoding constraints. Therefore, the code desmsiti . . . . . . Co
computed from (13) are relatively tight. In the followingew priority mformgﬂo_n to derlve_ dlff_erent priority distriltions.
omit the result of0:0743 0:0279 0:0132) sparse codes since | "€ COrTect priority information is always 70, 140, and 490
it does not satisfy the coding requirement, and we simpl@rrrefso.urf:e ploqks .for_ the three pr|or|ty. levels. Howeve_r, the
to (0:1487 0:0558 0:0263)sparse codes as sparse codes. pr|or|ty cﬁstnbghon is computed from different sets ofqmity .
We next investigate the communication cost in constru fformation with an error of 10 source blocks as shown in

ing PLC using greedy geographic routing in wireless sens ?ble IV. We observe that the priority distributions dedve

networks. The network setup is described in details at t gm_sllg_htly Imprecise priority mforrnat_lon IS S|_m|Iar the
priority distribution derived from precise informationhib fact

beginning of Sec. V. We de ne the number of hop trand? i .
missions involved in disseminating one source block as t efurther con rmed by Fig. 10, where the decoding curves of

communication cost. Table Ill compares the communicaticg € experimen.ts.with precise and imprecise information are
cost between dense codes and sparse codes. As a benchrﬁgﬂwn to be similar.

the communication cost to transmit a packet to all nodes by

ooding is at least 1024 since the total number of nodes in the VI. RELATED WORK

network is 1024. We observe that the average communication )

cost to deliver one source block in dense codes.is much!n sensor networks, extensive research efforts have stud-
higher than ooding since the asymptotic cost {s Nsp N) ied various distributed source coding schemes to save data
[2]. On the other hand, the average communication cost f6gnsmissions by exploring the spatial and temporal data

the sparse coqps is signi cantly lower than ooding as thgorrelations such as iq [13]. In contrast, our work alonghwit
costis (log N' N) [2]. Finally, we notice that the cost to recent research work in sensor networks [14], [2], [15],][16

disseminate source blocks in higher priority levels is kigh@nd distributed storage systems [17], [18], [19] belongs to
than the cost in lower priority levels. This is because these diStributed channel codingwhich provides data redundancy

blocks in the higher levels need to be disseminated to motdCch that original data can be ef ciently recovered wheradat

random locations. Furthermore, the code densities of higH@SS are common due to node failures. However, most existing
priority levels are also higher. distributed channel coding schemes either recover all data

nothing. To cope with such coding disadvantage, Growth €ode
] o ) [14] have been proposed to maximize partially recovered dat
E. Impact of Imprecise Priority Information on the sink in case not all data can be recovered in sensor
Up until now, all analysis and experiments assume precisetworks. Growth Codes treat all data equivalently despite
knowledge of priority information. In this section, we eg@ data may have different importance in many applications.
how imprecise priority information affects the performaraf Therefore, if it is used, unimportant data may be recoveted a
our algorithms with two sets of experiments. We use the sarie expense of failing to recover important data. In conti@s
experimental settings as the dense codes in Sec. V-D exarept@rowth Codes, we encode data in different priorities suelh th
assuming that the network nodes use different sets of inggredmportant data always have higher opportunity to be reamler
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Wangel al. [5] introduce alistributed source codingcheme VIIl. A CKNOWLEDGMENT
to support partial decoding where partially decoded daimfr  The authors would like to thank Guanfeng Liang for his
incomplete coded data are an approximation of the true d"ﬁ?‘i’sights in our extensive discussions.
The more coded data are collected and processed by the data
collecting server, the closer is the decoded data to the true

APPENDIX |

data. EFFICIENT COMPUTATION OF EQ. (6)

Network coding [20], [21] and its distributed implemen- We compute
tations utilizing random linear codes [7], [22] allow codin
operations besides replication and forwarding on the -dintegn . ... .. _ X N! ha he .
mediate nodes and achieve the maximal multicast capacit (h3:::36G) = ) hy!  hg !ql %
of a network. Chouel al. [22] consider priority encoding in b A a1
network coding to achieve network multicast capacity, \nhic fori=1;::K 2 (14)

is different from our problem. Chunked Codes [23] reduce ”Wherep
complexity of random linear codes by partitioning message N
to “chunks” and utilizing pre-coding. Although SLC useshK D= G, Pysan = G
similar partitioning, we focus on partial decoding wherteey Y 2P T K-

; : . LetQij = ;9. Then we de ne
concentrate on reducing complexity. Furthermore, in Clednk
Codes, all data have to be pre-encoded in the source node 9 ... G+K
before dissemination, whereas in our work, data are encoded Qii+k 1 'Qui+k 1
in different nodes in a decentralized way.

The research work on priority encoding of data has be

conside_rec_j for m“'“f“e‘“a systeng.g, Priority Encoding Then it is easy to verify that we have the following recursive
Transmission (PET) in [24]. To the best of our knowledgqorm to computeTyn; :
NG -

there is no known way to implement PET in a distributed way.

¥, g =1andh; 0. Clearly, P(X = k) in Eq. (6)

TK;N;i = RQ

§%n: 1, and (6) is equivalent tdyy. 1.

Furthermore, we believe a naive implementation of PET under X NI Qiisk. 1 Ny Qivk.isk 1 N
a distributed setting may incur much higher communication Ty NN L ——u= -
cost than our proposal due to the following reason. Eachdode npzo N1N2b - Qiivk 2 Qi+ 1
block in PET consists of the information of all priority ldse Tk N TKyNi+ K, (16)

Hence, the data from any priority level are required to be )
disseminated to all nodes caching coded blocks. In coptrag¢fiereKz = K~ Kj andN2 =N N, and the constraints
in our schemes, a coded block in most priority levels is n&f N~ @ andhk 1 ac 1 1in (14) will be integrated
encoded from all priority levels but a part of them. Hencd2€r when computing the initial values. _ _

a source block from one priority level need to be delivered N&Xt, we present the dynamic-programming algorithm to
to only the nodes with theubsetof coded blocks where it &f ciently compute Tiow; 1, utilizing (16). The initial values

is required for encoding. Therefore, our schemes incur mugfe computed from (15) with the constrairis & and

lower communication cost than a naively implemented PE¥ 1 @ 1. FOrN =0;:::;M, we have
system. 0 ifN<a:
Ting = v 17
PNETO16EN & "
fori=1;:::;K 2 Wheni = K 1,

VII. CONCLUSION
T _ 1 ifN ax 1 1
In this paper, we introduce priority encoding under a dis- INKC1™ 0 ifN>ak ;1L
tributed setting, where data are generated in differeniesod
and encoding operations are executed in a decentraliZd¢ithermore, we ha\_@l;N;K =1 for all N. _ _
manner. The proposed priority random linear codes can beAfterwards, we build a table for dynamic programming with
applied to a wide range of autonomous networks, includirfgstandard doubling trick, utilizing (16). We have
P2P and sensor networks with node churn and failure, to R N, N,
partially recover data cached on the network nodes. Ouystud - = = N! Qii+2i 1 1 Qivzi 1i+2i 1

(18)

is based on extensive mathematical analysis and simulation ny=o Na!N2b Qiivai Qii+2i 1
experiments. We show that with our priority coding, impatta T T (19
data can be recovered with much fewer coded blocks as 2 mNa T2 tgisz 1 (19)
compared with random linear codes, hence they are mdog | = 1;:::;bog(K)c, N = 0;:::;M, andi = 1;1+
likely to survive under severe network instability. Furtmere, 2';:::;1+2!(1 1), wherel = bK=2c.

the proposed theoretical analysis provides insights ih® t Finally, we computdk.m: 1 based on the table built by (17),
fundamental tradeoffs in priority coding, leading to a ble (18), and (19). We decompoge as the sum of the powers of
framework for optimal coding design based on applicatioh

requirements. K = Xbiog(k )c2”°9K)C + 121+ X412 + Xo; (20)
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wherex; is either 0 or 1. LetX! represent the sum of the There are two types of linearly independent rowsMn.x
rst j items in (20). The initial value3x,.n.1 are besides thdy, by linearly independent rows expanded from
B _ P _ 2« with the rst by columns. First, the additional linearly
Txuin;1 = Toveacren;1s fOr N= 05000 M; (1) independent rows may come from the coded blocks in level 1.
and are given in the table built by (17), (18), and (19). Note that anyy rows from the coded blocks in level 1 can be

ThenTx, ;1 are computed as follows: the Iinee}rly independent rows M ;. Second, the additional '
linearly independent rows may be expanded from the rows in
Tx; N1 = Tx; g 1s (22) My but notinl,k. The number of théth level rows inl 2.

is smaller tharly by, since otherwise these rows are linearly
dependent ifl 2, contradicting with the assumption that any
subset of rows i, are linearly independent. Hence, dny

if x; =0. Otherwise,

Tx N1 = X N! Qux; 1 " Qx; 1+1 X, " rows in leveli expanded from the rows M, but not in
T =0 NafN2b o Qux Qux; |2 can be linearly independent rows My . Therefore, it
T onoaTox xi 1. . (23) is easy to nd the additionaly linearly independent rows in
poURnE 2R T AN X g M1k, givenA; = Dy bcg happens. Hence, there ane
where N, = N Ni, and forj = 2;:::;blog(K)c. linearly independent rows iM 1.
T % ingx, o1 8F€ given in table built by (19). Conversely, suppose there dxelinearly independent rows

It is easy to see the complexity of the above algorithm fgolumns) inM . Mz is transformed fromM 1y in two
determined by the four levels of loops (on variabMs, j, steps. First, the rsb; columns ofM .« are removed. Second,
N, andi1) in building the table for dynamic programming inany rows with all zero in the submatrix from the previous
(19). Therefore, the computational complexityTfu: 1 (i.e, Step are also removed. Since the st columns of My
(6)) is O(M 2K log(K)). can contribute at mogy, linearly independent column#j 2.
hence contains at leabt by linearly independent columns.
Furthermore, there are onty b, columns inM . There-

APPENDIX I ) 4 X
fore,M2 consists ofx by linearly independent rows. By the

PROOF OFLEMMA 3

We introduce two notations to facilitate the prOOfS OA]. should happen, since the fact ﬂ'mt”near'y independent

Lemma 3 here and Lemma 4 in Appendix IlIl. First, lefows exist inM 1, implies that there are more than coded
Mi; denote the submatrix of the decoding matrix with rowgjocks from level 1 to levek, i.e, A; = fDq« bcg
corresponding to the coded blocks between lewetd levelj  happens. ' u

and columns corresponding to the source blocks betweeh leve
. . . . . 17 0 O
i and levelj. For exampleM».3 in Fig. 3(b) is 193 0 0 .

. 88 1243 .
Second, letl;j denote a submatrix composed 01is a maximal
set of linearly independent rows iM;; . For instance, one
l2.3 in Fig. 3(b) is 3Z,%,9 and anothet,zis %% 9,9 . Proof: Since the source blocks in the rdt levels are
Hence,l;j is a submatrix ofM;; and bothM;; andl;; decoded, we focus oM.1;m. We use induction to prove
have widthly b 1, assumingly = 0. Furthermore, it is this with the following basis statement. None of the source
easy to see that the elements of the submatrix at the rightbddcks in levelk+1 can be decoded if and only if eveAt .1
M;; is always zero. Therefore, as long as theretprinearly happens. Sincély.1 x+1 is in the form of a RLC decoding
independent rows iM ., we can decode the source blocksnatrix, none of thebc,;  bc source blocks in levek + 1
in the rst k levels. We show the detailed proof of Lemma Zan be decoded if and only if the number of coded blocks
in the following. Dy+1k+1 b1 b 1 with high probability. Hence, the

Proof of Lemma 3:We prove the following equivalent basis is true.

statement. There afg linearly independent rows i 1 if Assume the statement is true fon 1, i.e, none of
and only if eventsA1; Az;:::; Ax all happen. This equivalent the source blocks in levek + 1 to level m 1 can be

APPENDIX I
PROOF OFLEMMA 4

b« b 1 rows in My are linearly independent with highin levelk +1 to levelm 1 can be decoded by the induction
probability given the coding coef cients are randomly chos hypothesis. Sincéd,, = fDxs1.m  bn b 19 happens,
from GF(®). the source blocks in levah cannot be decoded either, because

Assume the statement is true f&r 1, i.e., there are it requires at leash, Ik coded blocks in order to decode
b« by linearly independent rows iM , if and only if event theb, b source blocks from levet + 1 to levelm.

k. Suppose event&; Ay;:::; Ag all happen, there atgy by  to levelm 1 are decoded, eventy.1 ;Ax+2; i Am 1
linearly independent rows il . by the induction hypothesis. happen by the induction hypothesis. We need to show that
We need to prove there at® linearly independent rows in A, happens. We claim the rows in the submatix.; .m are
Ma1k. linearly independent, given none of source blocks fromlleve
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k +1 to level m can be decoded. This claim can be proved Let W; denote\ }‘:M Aj. Hence, PA; j\ }‘:i Aj) =
by induction as well. If the coded blocks in ledelr1 cannot Pr(A; 1jAi \ W;). By the law of total probability on the
be decoded, the number of rows My.1 x+1 IS less than conditional space of eve®§; \ W, we have

the number of columns, and the rows are linearly independent

with high probability, SincéM s1 «+1 is in the form of aRLC ~ PHAi 1A\ Wi) = Pr(A; 1jCi\ Wi)PI(Ci\ WijAi\ W)+
decoding matrix (all coding efcnets are nonzero). Assume bcxbi 1

that the rows ilfM 41 .m 1 are linearly independent, we need PrAi 1jCiz \ Wi)Pr(Ci; \ WijA;i\ W,;); (28)
to prove that the rows iMy.+1.m are also linearly indepen- z=bc b -

dent. Following the above hypothesis, any rowsMmR1 :m
expanded fronM .1 .m 1 are linearly independent, given all
rows inMg+1 -m 1 are linearly independent. Furthermore, they
are independent from all rows in levei because they have Pr(Ai 1jCi\ W) =1: (29)
less nonzero elements than any rows in lemel Finally, . _
any b, b (or less thanb,  bc) rows in levelm are 1N follows becaus€; = fDix b b 2gandDi 1 =
also linearly independent. Hence, all rows My.i.m are Di i 1+ Dk Dic imply A 1 =1Di 15 b b 20
linearly independent as long &1.m b  bc. Therefore, Secor_1d,Ai 1 and Wi, are conditionally independent given
the eventAm = fDie1:m bn be 1g should occur: . This is because given the number of coded blocks from

otherwise, all source blocks in leviek1 tom can be decoded, IeveI| to levelk, the number of coded blocks from level 1
contradict,ed with the hypothesis. to levelk is independent of the number of coded blocks from

levelj to level k, wherej >i . Hence, we have

Pr(Ai 1jCiz \ Wi) = Pr(A; 1jCiz)

sinceC; andC;, are subsets of;. We derive the unknown
elements in (28). First, we have

APPENDIX IV _
DERIVING PR(X = k) IN PLC =PrDi 1x bc b 2jDik = 2)

In this appendix, we show the detailed derivation dpP= =PMDi 11 b B2 7Dy =2)
k) in (8). This probability can be expanded as follows by the _ B (M - P11 .
chain rule: - ( &b Pix );

I=bx b » z !
PX = k)= P\ ™, A)) (30)

= pr(\ _ AP\ k+1AJ\ L AD) (24) where the second and the third equality follow from the
de nition of A; 1, Ci>, andDj; . The fourth equality holds
Hence, we derive R’)( k) in (24) with the following two because given the number of coded blocks from leveb
steps: deriving Rk ¥.; A;) and deriving PA ., Aij\ ; level k is z, the number of coded blocks in level 1 in

Aj). the remainingM  z coded blocks is a binomial distribution
where the probability to choose a coded block in lavel 1
is lplpll .
A. Deriving Pi(\ {1 Aj) Th|r(§ we derive R(Ciz; \ WijA; \ W;). We show that
By the chain rule, F(k LA is the exact derivation of this probability involves recursiand

is computationally extremely complex. Hence, we give an
Pr(\ K, A)) = PAPIAK 1jA)  Pr(Asj\ K, Aj): (25) approximated derivation. We start with the exact derivatio

as follows:
To simply notations, we us8 (n;k;p) to denote the bi- Pr(Ci, \ W;)
nomial term § p(1 p)" X. Since the number of leve- Pr(Ciz \ WijAi\ W)= W (31)
coded blocks in tht/1 coded blocks conforms to the binomial : !
distribution, we have since C;; A;. P(A;j \ W;) can be calculated using
intermediately computed result as follows:
Pr(Ay) = Pr(Dy
"(Ak) r()Mk,k b b 1) PIA\ W)= P K, A))
= B(M;z;pk): (26) = PAPIAL 1JA)  PHAG i A));
z=hby bx 1 (32)
N K ALY | = e
Next, we derive RA; 1j\ [-; Aj). Dene C; = fDix where P(Ac) and P(Aj\ ooy Aj), | = G2k 1, are

b b ,gandCi, = fDix = zg, whereh, b - Qerlved prior to PEA; \ W.) in (26) and (28) F(lCi;z \ W)
b b » 1.C andCi, partitionA; as follows: in (31) can be computed as follows:
Pr(Ci; \ W)= Pr(Ci; )Pr(W;jCi;)
Ai=fDix b b 19 v I P DI.Z B I_i)\li A iDu =
fD'-k b« h 29[ ([ b b 2 lfD _ zg) r( ik — Z) r( j=i+1 AjIPik = Z)
o b b . 1 2=h b B(M;Z; Pi )PI(\ {141 AjiDix = 2);
Cil ([ £y 5 [Ciz): (27) (33)
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where computing Kk }‘: i+1AjjDix = 2) is the same problem  We proceed to derive the unknown elements in (38). First,
as computing (25), although the former is de ned on thbecaus&€; = fD1x M by +bc+1g, we haveDy g ., =
conditional space on evehD;x = zg. Hence, we canusetheM Dix by b 1, i.e, An happens. Hence, we have
same method in deriving (25) to derive(Pf_,,; AjjDix = — .

z). However, since the computation of rthlisl p;obability is PriAmjC1\ Wy) =1: (39)
encountered for eaclkr and recursively, the computational Second,A,, and W; are conditionally independent given
cost of (25) is too high by this method. Hence, we give th@€1.;. This is because given the number of coded blocks from

approximated derivation for BC;; \ W;jA;\ W;) as follows:

. _ Pr(Ci;)
Pr(ci;zJAi)— PI’(Ai)

_ Pr(Dix = 2)

" PDix bc b 1)
B(M;z;Pix)

I=be b 1B(M;|;Pi;k),

Pr(Ciz \ WijAi\ W;)

(34)

= P

where the rst equality follows sinc€;.,
and third equality follow from the de nition ofD;; . The
approximation in (34) is reasonable sirdg = \ J-k: i+1 A} has
much smaller impact to PC;; \ WijA;\ W;) thanC;., and

level 1 to levelk, the number of coded blocks frokn+ 1 to
m is independent of the number of coded blocks from level
to level k, wherei > 1. Hence, we have

= Pr(Dk+l m bm b« 1jD1;k = Z)
mebk 1
Pk+1'm
= B(M zl; M) (40
( z;l 7 Pl;k)’ (40)

1=0

A; and the second wWhere the second equality follows from the de nition Af,

andC;.,, the third equality holds because given the number of
coded blocks from level 1 to levélis z, the number of coded
blocks from levelk + 1 to level m in the remainingM  z

A;. However, ifk grows larger, the approximation become§oded blocks is a binomial distribution where theF!orobe;biIi

less accurate. We verify that such approximation is suftie
accurate with simulations in Section V-A.
Finally, we have

k+1 ;m

to choose a coded block in level+ 1 to levelm is 75

Third, similar to (34) we have the approximated derivation
of Pr(Cy., \ W3jA1\ W;) in order to avoid the infeasible
computation of exact derivation:

bk R 2 l

Pr(Ci\ WijAi\ Wj)=1 Pr(Ciz \ WijAi\ Wi); Pr(C1, \ WijA1\ W;)  PrCy,jA;) = Pr(Caz)
z=by b 1 Pr(Al)

o (35) _ Pr(D1x = 2)
sinceC; andC;, partition A;. " PDix b
By substituting (29), (30), (34), and (35) to (28), and B(M;Z;P 1)
substituting (26) and (28) into (25), we derive the formula = Py B(M'I"P ;o (41)
1= by P 1)

to compute R K, A).

B. Deriving P(\ ™, ., Aij\ X, A))

Similarly, we derive PA 1., Aij\ K, A;). LetH denote
\ K, A;. By the chain rule, we have

PO\ 41 AiJH) = PARIH)  PrlAa i\ [Lp A\ H):

(36)

First, we derive RAhjH). We deneCy; = fDyx M
bn + bc+19, C1z = Dy = zg, wherebe z M by +
b¢. C; andCy., partition A; as follows:

Ap=fDix kg
=fDix M by+ bo+1g[[ M 2Dy = zg
= Cy[[ Sy Cuyae (37)

Let W; denote\ ik:z Aj, by the law of total probability on the

conditional space of ever{; \ Wy,

Pr(AmjA1\ W1) = Pr{ApjCi\ W1)Pr(C1\ WijA;\ Wi+
M Yo + by
Pr(Aij1;Z\ W]_)PI’(C]_;Z\ W]_]A]_\ Wl); (38)

z=hy

sinceC; andCy., are subsets oA;.

where the rst equality holds sinc€;.; A: and the second
and third equality follow from the de nition oD;; . Finally,
we have
M Xm + by

Pr(ﬁ\ leAl\ Wj_) =1 Pr(Cl;Z\ Wj_JA]_\ Wl);
o (42)
sinceC; andCy., partition A;.

By substituting (39), (40), (41), and (42) to (38), we derive
the probability PfAmjH).

We proceed to derive the probability(Rs 1j\ '; A;\ H)

=1

fori = k+2tom.DeneC; = fDy+1i b 1 b 1g
andCi; = fDy+«1; = zg,whereb ; b z b b L
C; andC;, partition A; as follows:
Ai=fDka;i b b 1g
=fDiasi b1 b 190 (] lz)i:b?kllbkakﬂ;i = z0)
=GCi[ ([2g, " Ciz): (43)

LetW; denote\ [1;,; Aj\ H. By the law of total probability
on the conditional space of eveAt \ W;, we have

PriAi 1A\ W) = PrA; 1jC\ Wi)PHCi\ WijAi\ W)+
b X)k 1

Pf(Ai 1jCi;z \ Wi)Pr(Ci;Z \ Wiin\ Wi);
z=b 1 by

(44)



sinceC; andC;, are subsets oA;. 2]
We derive the unknown elements in (44). First, because

a = ka+1 i h 1 b( 1g and Dk+1 qo1 Dk+1 i [3]
b 1 b 1, A; 1 happens. Hence, we have
PrA;i 1jCi\ W;) = 1: (45) [

SecondA;j 1 andW,; are conditionally independent given
Ci; . This is because given the number of coded blocks from
level k +1 to leveli, the number of coded blocks frok+ 1
toi 1 is independent of the number of coded blocks fromts]
level 1 to levelk and from levelk +1 to levelj, wherej > i .

Hence, we have [7]

Pr(Ai 1jCiz \ W;) = Pr(A; 1jCiz) i8]

= PrDk+1;i 1 B 1 b 1Dk+1; = 2)
=Pz b 1+b+1 Dy ZzDgwmi=2) O
x Py
= Bzl 5 —); (46) 1101
I=z b 1+bc+1 k+1ii [11]

where the second and third equality follow from the de nitio
of Aj 1 andC;, the fourth equality holds because given the
number of coded blocks from lev&l+ 1 to leveli is z, the [12]
number of coded blocks in levelin thesez coded blocks is a
binomial distribution where the probability to choose a edd [13]
block in leveli is %

Third, similar to (34), we have the approximated derivatioa4
of PrCi; \ WijA; \ W,;) in order to avoid the infeasible
computation of exact derivation:

[15]
. . Pr(C;
PI’(Ci;Z \ Wiin\ Wi) F>r(Ci;z ]Ai) = % [16]
i
_ Pr(Dk+1:i = 2)
PI’(D k+1 ;i h h( 1) [17]
B(M;z;Py+1;)
= p ;
o™ YB(M;L P y) [18]

where the rst equality holds sinc€;, A; and the second

and third equality follow from the de nition oDj; . Finally, [19]
we have
by 1 [20]
Pr(G\ Wiin\ Wi) =1 PI’(Ci;Z \ Wiin\ Wi);
z=bi 1 b [21]

(48)
sinceC; andC;, partition A;.

By substituting (45), (46), (47), and (48) to (44), we derivE?
Pr(Ai 1jH \\ [L;Aj). By substituting (38) and (44) to (36),
we derive P ™, ., Aij\ X, A)). With (25) and (36), we have 23]
derived P(X = k) in (24).

Due to the approximations in (34), (41), and (47), the sutp4]

is less than 1. Therefore, we normalize these probabikties
that their sum equals 1.
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