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Abstract

Diagnosisalgorithmstargetingdesignerrorsin RTLcircuit
descriptionsare presentedn this paper The algorithms
presenteaxploit the hierarchy availablein RTLdesigngo
locate designerrors. Xlists[1] are shownto be usefulto
captuee the effectsof designerrors within component®of
RTL designs. Informationfrom the simulationof Xlistsis
usedto systematicallydiagnosecomponentsn error. Ex-
perimentsare performedon RTL bendmarkcircuits using
a prototypethatwehavedevelopedo demonstatetherapid
and accumate locationof errors. They also showthat diag-
nosisat the RTL offers a significantlysuperioralternative
to diagnosisat the gate-level both in termsof diagnostic
accuracyandcomputationakfiiciency

1. Intr oduction

Dehugging/Diagnosisepresenta dominantcostin design
developmentDiagnosisstypically performedafterafailed
verificationstep.It mayinvolve formal or simulationmeth-
odsor a combinationof bothtechniques Rapidandaccu-
rateidentificationof bugshelpsreducedesignturn-around
time significantly

Much of the previous work on error diagnosishas pri-
marily beentarmgetedat the gateandlower levels of design
[1-4]. However, mostdesignactivity presentlytakesplace
attheRTL andit is difficult to relateerrorsatthe RTL to er
rorsatalowerlevel. In fact,arelatively simpleerroratthe
RTL maytranslateénto extremelycomplex errors(mostof-
teninto multiple errors)atalowerlevel. Hence,|t is critical
to addresshediagnosigproblematthe RTL.

Tamura[5] presentec methodfor usingHDL informa-
tion in a singleerrordiagnosisalgorithm. Diagnosisbased
on CDFGshasalso beendiscussedn recentwork [6, 7].
Practicalexperiencewith the useof currentlyavailable di-
agnosistools on state-of-the-arprocessordas beendis-
cusseds, 9]. In addition,methodonimproving thedehug-
gability of thedesigrhave alsobeernproposed6]. Alsouse-
ful to noteis therelatively morecomprehensietreatmenbf
the problemof deluggingin the softwarecompilerdomain
thathasresultedn powerful andwidely usedtools suchas
Dbx [10]. However, significantproblemsremainwith the
state-of-the-artliagnosissolutionsapplicableto large RTL
designs.

The problemsoccur both becauseof the difficulty in-
volvedin modelingRTL errors(thatimpedesthe progress
of cause-dkct diagnosis[11] techniques)and because
of the difficulty involved in the developmentof model-
independenteffect-causetechniqueglik e path-tracing)o

RTL designs.Simulation-basetkchniquesimilar to gate-
level techniqueghat enumerateossibleerroneousralues
atinternalnodesare not easyto applyto the RTL because
of the large multitude of binary logic value combinations
thateachRTL object(for example,a word) canassumen
theeventof anerror. The problemis evenmoreseriousbe-
causemultiple RTL objectsareofteninfluencedby typical
RTL bugs.

Oneotherapplicationof diagnosisfor designerrorscan
bein the domainof designswith softintellectualproperty
(IP) coresor legag/ coreswhich aremostly availableat the
RTL. Thesadesignsarebecomingpopularto cutdesigrturn
aroundtimes. The corescanbe designedoy a third party
asin the caseof soft IP or in-houseasin caseof legag/
cores. Very often thesedesignsrequirecertainfine tuning
to customizethemto fit a new ervironment. However, in
a new design,peoplewho are customizingthe core might
have limited knowledgeaboutthe completefunctioning of
thecore. Thismightleadto inadwertentintroductionof bugs
atdifferentpointsin the designduring customizationWith
a properdiagnosisframenork as presentedn this paperit
will be easyto pinpoint the componenthat hasa design
errorwithout completelyunderstandinghe design.

In this paper we presenta solutionto the problemsdis-
cussedabore by exploiting the modelingpower of the re-
centlyproposedXlist model[1]. In thatwork, it wasshavn
that Xlists can capturethe effects of all possibleerrorsat
ary setof nodesn thedesignandgate-level diagnosisalgo-
rithmsweredesignedroundthatobsenation. In thiswork,
we obsene that Xlists canbe usednot only to capturethe
effectsof all possibleerrorsatagivensetof nodeshut also
to capturethe effectsof all possibleerrorswithin ary com-
ponentof the design. This obsenation, coupledwith the
fact that RTL designsare typically hierarchicalin nature
(and are henceamenabldo modulardiagnosis)givesrise
to a powerful diagnosiframewvork. Our maincontrikutions
are:

- Generatiorand useof Xlists to capturethe effectsof all
possibleerrorswithin RTL components.
- Systematichierarchicadiagnosisalgorithmbasedn an-
alyzingtheresponsesf Xlists atthe RTL.

2. Perspective

Figurel illustratesthe problembeingsolved. We aregiven
a buggy implementationand a specificationof a circuit
alongwith a failing testset. The implementations a hi-
erarchicalRTL circuit with designerrors(sayin leaf com-
ponentA. By processingheobtainedresponseandtheex-
pectedresponsefor thetestsetwe wantto identify theleaf
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Figurel: Diagramdepictingdiagnosigproblem

componeni astheerroneousnodule.

Before going into the details of Xlists which we have
usedto solwve the problem,we statethe assumptiondeing
made. In additionto the buggy RTL thatis givento uswe
assumehatthe RTL descriptionis cycle accurate.We as-
sumethatthetestsetavailableto us excitesthe bugsin the
circuit and propagateshe effect to primary outputs. Fur-

ther, we assumehat we are given the expectedresponses

at the primary outputsfor eachtime frame. This canbe
obtainedeitherfrom a specificatioror by simulatinga pre-
designedRTL thatis assumedb becorrect. ThebuggyRTL

may have resultedfrom the correctRTL duringfine tuning
or optimization. We assumethat only primary inputsare
controllableand primary outputsare obsenable. Though
a lot of intermediateoutputsmay be addedat this level of

abstractionjt is not alwayseasyto constructthe expected
responseatthesepoints.

3. Background

Xlists have beenusedto provide improved fault diagnosis
whencomparedvith corventionalfault models(lik e stuck-
at/bridging)becaus®f their ability to capturethe effectsof
arbitrarydefectsat circuit nodeq1].

Definition: A setof nodeswhoseactualvalueswouldbere-
placed during simulationby the value X (don't care), to
captue theeffectsof anyerror completelycontainedn any
dominanceregion of this setof nodes,is called an Xlist
[1].

Example: The following example illustratesthe use of
Xlists to capturearbitraryerrors. Let thereexist somede-
signerror(s)within netsa, b andc of a circuit. Theerrors
may be as simple asa polarity inversionerror (for exam-
ple, a shouldactuallybe not(a)) or could be an arbitrarily
comple function spanningall threenodes. The definition
of an Xlist {a, b, ¢} canbe usedto captureall sucher
rors. Introductionof the Xlist {a, b, ¢} impliesthree-alued
simulationof the failing vectorsetto obtain primary out-
put responsesyith the valuesof a, b andc replaceddur-
ing simulation)by the valuesX, X andX. This replacement
guaranteeghe captureof all possibleerrorsat thesenodes
by virtue of covering the effects of all possibleerroneous
functions((0,0,0),(0,0,1),...,(1,1,1))atthesenodes.

A diagnosisprocedureusing a typical matching-based
scoringschemewas designedbasedon the use of Xlists.
The proceduretakes the buggy implementation,a set of
Xlists, a setof failing vectors(vectorswhich when simu-
latedonthecircuit produce®rroneousesultsattheprimary
outputs) anda setof expectedesponseattheprimaryout-
putsasits input. It thenranksXlists basedon their ability

// EachL is anXlist of nodes
I MATCHCOUNT, PARTIALMA TCHCOUNT,
Il MISMATCHPEMLTY andDROPTHRESHOLD
/l areinput parameters
/ Matchmeans (0, 0) or (1, 1) combination
/ Mismatchmeansa (0, 1) or (1, 0) combination
/ Partialmatchmeansa (0, X) (1, X) combination
Procedure XlistDiagnose(ImplXlists, VectorsetSpec)
{ for each\Vector {
/I Let CurrVecbethecurrentvector
for eachXlist L {
if (Score[] > DROPTHRESHOLDY
for eachprimary output{
I/ Let CurrPobethecurrentprimary output
if (Match(Impl(, CurrVec,CurrPo),
Spec(Curréc,CurrPo))){
Score[] += MATCHCOUNT,
elseif (PartialMatch(Impl(L, Curr\vec,
CurrPo),Spec(Curr¥éc,CurrPo))){
Score[] += PARTIALMATCHCOUNT,
else{// MISMATCH
ScoreL] -= MISMATCHPEMNALTY;

!
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Figure2: ProcedurelistDiagnose rankingsetof Xlists

to explain the obsened errors. Explainingerrorsrefersto
the fact that simulationwith X valuesat the nodesin an
Xlist producegprimary outputsthat cover/contain(X con-
tainsboth0 and1) theobsenederrors.Theintuition behind
the designof the procedurewvasthatif eventhe introduc-
tion of X valuesat specificnodesof the circuit cannotex-

plain an error, thenthosenodescannotcompletelycontain
theerror. A variationof thatprocedurds presentedn Fig-

ure2 herefor completenessl he procedurealsotakesasin-

putthreeparameterS/ATCHCOUNT, PARTIALMA TCH-
COUNT and MISMATCHPEMNALTY which may be used
to run the procedurewith varying degreesof confidencen

theerrormodel.

In the procedureathree-waluedsimulationis run for the
entire failing vector setfor eachXlist. During the simu-
lation ary logic value appearingon a netin the Xlist is
replacedwith an X. After the simulationat eachprimary
output for eachtime frame wheneer thereis a matchin
the logic value betweenexpectedand simulated the score
for theXlist isincrementedy MATCHCOUNT Wheneer
thereis anX in the simulatedesponsethethescorefor the
Xlist is incrementedy PARTIALMA TCHCOUNT. When-
ever thereis a mismatchbetweenthe simulatedand the
expectedresponsethe scoreis decrementedby the MIS-
MATCHPEMALTY. This is becauseaven Xs at the Xlist
netscannotexplain the error and hencethe Xlist is not a
goodcandidateo searctfor theerror,

A high confidencen the error modelwould imply that
the diagnosisalgorithmcould be run in an“exact” mode
with parametewraluesof 0, 0 and o, respectiely. This is
becausdf thereis amismatchbetweerexpectedandsimu-
latedrespons@&venwith Xs onthenetsof a Xlist, thenthat
Xlist may be discardechsa candidateo explain the error.
Onthe otherhand,only a moderateconfidencen the error
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Figure3: ALU circuitillustratingcomponentliagnosis

modelwould imply arun of the procedurén a “heuristic”
modewith valuesof 10,5 and20, respectiely. In this case
we aretrying to find outthe Xlist thatbestexplainsthe er
ror asno singleXlist maybeableto completelyexplainthe
error. Note that sincethis is a simulationbaseddiagnosis
techniquét canalsohandlehighimpedancestatesor Z val-
uesin thecircuit. In thatcasethe RTL simulationneedgo
be four valuedinsteadof three. We now shov how we ob-
tain a candidatesetof netsto includein a Xlist andhow we
obtaindifferentXlists to do an effective hierarchicalerror
diagnosis.

Capturing componenterror effects with Xlists: We
first noticethatthe effect of anyerroron nodesnternalto a
componentanbe captured/ceeredby theintroductionof
X valuesat the outputsof thatcomponentHence,an Xlist
generatiorschemehat coversthe outputsof RTL compo-
nentswould beableto capturetheeffectsof any component
errorsin the design. i.e. eachXlist will consistof all the
outputsof a single componentand therewill be as mary
Xlists astherearecomponenté thedesign.

Further unlike a specific,logic value-basednodel(like
thestuck-ator multiple stuck-atmodel),if anXlist is gener
atedcontainingthe outputsof acomponentthenits effects
at ary primary outputof the designwill be guaranteedo
contain/c@ertheeffectsof any componenthatis contained
in thefirst component.

We illustrate the diagnosticreasoningwith the help of
Figure3. Thecircuit consist®f four componentgcompara-
tor, adder/subtractemultiplier anda multiplexer). Let us
assumeéhatthereexistsadesignerrorin themultiplier com-
ponentandthatthereexistsavectorthatdetectgheerrorin
themultiplier. Thisimpliesthattheselectsignal CONTFOL
of themultiplexeris setto 1.

Now, we askthe question: Can the error be within the
ADD/SUBcomponent?This questionis answeredy de-
signing an Xlist consistingof all the output nets of the
ADD/SUB componenaindsimulatingthe designunderthe
influenceof that Xlist. We immediatelynoticethatthe er
ror canstill be obsened at the output (becausehe select
signal of the multiplexer is still setto the value1). Thus,
the error cannotbe within the ADD/SUBcomponent This
demonstratethat even without explicitly consideringary
errorwithin the design,we wereableto deducea powerful
conclusioraboutthelocationof errorsin the design.

In obtainingtheprior diagnostianferencewe havetaken
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Figure4: Hierarchicaldiagnosisexample

adwantageof thefactthatan Xlist ata componens outputs
completelycovers all possibleerrorswithin that compo-
nent. Furtherdiagnosigo locatethe actualerroneousub-
componenwithin themultiplier cannow take placewithout
consideringsub-componentwithin the ADD/SUB compo-
nent. We now developthe algorithmsrequiredto perform
sucha hierarchicadiagnosis.

4. Hierar chical Diagnosisusing Xlists

In this sectionwe illustratethe hierarchicalerrordiagnosis
algorithmusinganexampleRTL circuit. Thenweformalize
thealgorithm.

Singleerror diagnosis: Most RTL circuits of todayare
written in somehigh-level descriptionanguaggHDL) like
VHDL or Verilog. The designstyleis usuallyhierarchical
with thetop level entity consistingof aninterconnectiorof
variouscomponentsEachof thesecomponentganin turn
be anentity consistingof aninterconnectiorof lower level
components.Thusthe designis built up in a hierarchical
mannerfrom leafnodesconsistingof simpleRTL functions.

ConsidetheexampleRTL circuitshovnin Figured. The
circuit hasfour primary inputs and three primary outputs
someof whicharebuses It consistof four RTL components
- COMP1,COMP2,COMP3,and COMP4 Thediagnosis
algorithmproceedsn a hierarchicalfashion. Initially, the
Xlists areformulatedasthe intermediateoutputsof thetop
level componentsThuswe have four Xlists at the startof
the diagnosis.In Figure4, thefirst Xlist correspondingo
the componentCOMP1 consistsof the nodes[h(0), h(1),
k, f(0), f(1)], the secondXlist correspondindgo component
COMP2consistof nodeqa(0),a(1),a(2),b(0),b(1),c,d],
andsoon. After this, three-waluedRTL simulationis runon
thecompletecircuitandthematchingandscoringfor theer-
ror valuess donefor eachXlist asexplainedin theprevious
section.Theexactoptionis usedwhile doingthediagnosis.
The simulationvectorsetusedcurrently giveshigh stuck-
atfault coverageatthelogic level. Methodsfor generating
high quality testsetsfrom goldenhigh-level specification
descriptionshave beendescribedn previouswork [12,13].
Suchan approachwaschosernbecauseeneratiorof diag-
nostictestvectorswasnot consideredn this work.

At this point, if theerroris confinedto a particularcom-
ponentjts Xlist will probablyshov upasbeingtheonly one



Procedure RTLDiag(CircuitR, TestSetT)

Clist=R;
while (C_list containsnon-leafnodes)
i=0;
for eachcomponen€ in C_list {
for eachsubcomponer@’ within C {
Xlist(j) = OutputsC);
j=i+ L}

scorearray XlistDiagnose(XlistR, T, exad);
if Icheck(scorearray)

RTL _multCompDiagR, T, C_list);

exit;

C_I}ist = NULL;

for eachXlist(l) with scorearray(ly 0 {
C1 = subcomponertorrespondingo Xlist(l);
Add_to_C list(C1);

}
}

having azeroscoreout of all the Xlists. Thisis becausell
mismatchesvith the expectedvaluesduringthe simulation
canbe explainedby placing X valuesat the outputof that
particularcomponentThusthe algorithmhassucceedeth
isolatingthe errorsourceto atop level componentSaythis
components theshadedcomponenCOMP2

Now the algorithmcanbe usedto go deepeiinto the hi-
erarchyto isolatetheerrorsitefurther In thecircuit of Fig-
ure4, componenCOMP2in turn consistof threedifferent
components COMP21, COMP22, and COMP23. The
Xlists correspondingo thecomponentsire[b(0),b(1), r1],
[a(0),a(1),a(2),d,g1(0),g1(1), and[c], respectiely. The
diagnosticsimulationis rerunwith thesehreeXlists andthe
scoresare examinedto find the Xlist with zeroscore. Say
thatthis is the secondXlist. Thenthealgorithmhasfurther
isolatedthe error to the shadedcomponentCOMP22. If
thisis aleaf cell asin this casethenthe RTL codecanbe
examinedfor errors. Otherwisethe diagnosiscanproceed
by creatingXlists of componentsvithin COMP22.

Multiple error diagnosis: Notethatthereis no guaran-
teethat after the diagnosticsimulationonly one Xlist will
have a zerovalue. This canariseif (i) thereareerrorsin
multiple componentg(ii) if anerrorspansovertwo or more
componentdike an interconnectiorerror, (iii) if the error
effectsof onecomponenpassexclusively throughanother
componenbeforereachingthe primary outputs,(iv) if an
errorin a differentcomponentan causeexactly the same
behaior asthe currenterror. In thefirst two caseso Xlist
will haveazerovalueandthelowerlevel diagnosicanpro-
ceedby consideringthe componentavhoseoutput Xlists
have higherscoresthusmakingthemthe mostlikely can-
didatesto have errors. In the third andfourth case X val-
uesat the outputof eithercomponentanexplain the error
effectsat the primary outputs. Hence,multiple Xlists can
have zerovalues.In suchcasegliagnostiaesolutioncanbe
enhancedy addingprobepointsat the outputsof the var-
ious componentsvhoseXlists have zerovalue,aspseudo-
primaryoutputs.Thisaddedbsenability is usuallyenough

Figure5: RTL errordiagnosis

Procedure RTLmultCompDiag(CircuilR, TestSetT,
C._list)

while (C_list containsnon-leafnodes)
i=0;
for eachcomponen€ in C.list {
for eachsubcomponer@®’ within C {
Xlist(j) = OutputsC’);
j=i+ 1}

scorearray XlistDiagnose(XlistR, T, heuristic);
S_list = Selectlist(scorearray);
C_list = NULL;
for eachXlist(l) in S_list {
C1 = subcomponerntorrespondingo Xlist(l);
Add_to_C_list(C1);

}
}

Figure6: Multi-componentRTL errordiagnosis

to pin down theerrorto asinglecomponentThesepseudo-
outputscanbe removed after error correctionbeforelogic
synthesisNotethataddingpseudagorimary outputsis only
possiblevhentheexpectedesponseatthosepointscanbe
obtained.

Hierar chical diagnosisalgorithm: We arenow in apo-
sitionto formally describahealgorithm.Figure5 givesthe
top level pseudocodef thealgorithm. Thealgorithmtakes
asinputan RTL circuit RandatestsetT. Initially it puts
thetop level circuitinto acomponentist C_list. The Xlists
arethenformulatedasthe outputlines of eachsubcompo-
nentof the componentén the C_list. With theseXlists, the
exad versionof the XlistDiagnosealgorithmis called. In
thisalgorithm,three-aluedsimulationis doneon Rwith T.
Thereis apenaltyof 100for any mismatchoetweerthetrue
andthe expectedvalue. Thusthe Xlist whichis ableto ex-
plain all possiblesrrorshasascoreof 0 andthisis reflected
in the scorarray thatis returned.The procedureched re-
turnsatrue valueif thereareoneor more0O scoresin the
scorearraylf thereareno 0 scoresn thearraythenno def-
inite diagnosticresolutionhasbeenobtainedanda heuris-
tic procedurecalledRTLmultCompDiag is usedto identify
themostlikely placesof error. This procedurés explained
later However, if thereare O scoresin the arraythenthe
algorithmgoesdeepeiinto the hierarchyand formulatesa
new C_list with thesubcomponentshoseXlist hadascore
of 0. Thisis doneis procedureddd.to_C_list. Thehierarchy
level is loweredin this mannerin aniteratve manneruntil
thereare only leaf componentsn the C_list andthe error
causehasbeennarroveddown to aleaf component.

If during the processof diagnosis,a scorearrayis ob-
tainedwith no 0 values thenfrom thatpoint the algorithm
RTLmultCompDig takes over. This is shovn in Figure
6. In this casethe procedureXlistDiagnoseis run with a
heuristicwherethereis a scoreincrementfor an Xlist if
thereis a match,a scoredecrementf thereis a mismatch
anda lower scoreincrementf thereis a partial matchbe-
tweenthe expectedsimulationresultin a cycle anda simu-
lationwith X valuesonthe nodesof the Xlist. A few Xlists
with thehighestscoresn thescorearrayrethenchoserfor
further diagnosis.The componentgorrespondingo these



Tablel: Circuit details

Circuit Type Bit Width | HDL lines | Gates| FFs| Components | Vecs
LCevell | LevelZ
Paulin || DataFlow 4 624 826 | 32 5 24 1132
GCD || Citl. Flow 16 396 888 | 50 5 4 587
ALU Combinat. 32 262 19532 - 3 1000 | 34

Xlists arethe mostlik ely candidate$or having errors.This
selectioris donein theprocedureSelectlist andthenumber
of Xlist to be chosercanbeauserdefinedparameterThus
in this casewe end up with a numberof leaf nodeswhich
have thehighestik elihoodof having theerror.

5. Experimental Results

In this section,we will discussexperimentsperformedon
RTL benchmarlcircuitsto demonstratéhe performancef
the hierarchicaldiagnosisalgorithmandto comparet with
gate-level diagnosisalgorithm. All our experimentswere
performedon a SFARCstation20with 64MB of memory

Threecircuits were usedin our diagnosisexperiments.
Details aboutthesecircuits are shovn in Table 1 andare
alsoavailableamongsbtherwork from previous work tar-
getinghigh-level testgeneratiorj12]. Paulin is a data-flav
intensie circuit popularly usedin the literature, GCD is
a control-flow intensie circuit that computeghe GCD of
two numbersby iterative subtractionand ALU is a com-
binationalcircuit. Eachof thesecircuits have two levels
of hierarchicalcomponents.Table 1 lists detailsaboutthe
circuits. Listed in the order of columnsare the nameof
the circuit, type of the circuit, bit width usedin the design,
numberof lines of HDL codeusedfor synthesisnumber
of gatesin theresultinggate-level design nhumberof FFsin
thedesign numberf componentateachlevel of hierarchy
in thedesignandthe numberof vectorsusedfor diagnosis.
Sincetestgeneratiorwasnottargetedn thiswork, testvec-
torsgeneratedrom high-level testgeneratiorj12,13] were
used.

Four kinds of typical RTL coding errors were in-
troduced into our RTL descriptions and diagnosed.
Wrong/missing/additionalogic (single/multiple changes)
in a randomly selectedcomponent,logic changesin the
controller statemachine/contro(single/multiplechanges),
multiple component errors and interconnection (sin-
gle/multiplechangeskrrorsin a componenivere studied.
Thesearereferredto asComponentControl, Mul. compo-
nent,Interconnecterrors,respectiely.

Resultwof the hierarchicabliagnosisalgorithmfor the di-
agnosisof eachkind of errorarepresentedn Table2. The
tablelists in the orderof the columns,the nameof the cir-
cuit, typeof theerrorbeingdiagnosedranksof thecompo-
nentcontainingthe errorin levell (levl) andlevel2 (lev2)
andthe time taken for diagnosisat eachlevel. A ’-' entry
indicateghatdiagnosisvasonly relevantfor only onelevel
of hierarchy(for example the controller, consistingof only
randomlogic, did nothave ary sub-components).

We have obtainedexactdiagnosisatlevellin eachof the
diagnosisnstancesFurther in all casesxceptthatof mul-
tiple componenerrors perfectdiagnosisvasachiesed,i.e.,
theerroneousomponentvasidentifiedateachlevel. Even
for the caseof multiple componengrrors,atleastoneerro-
neouscomponenwasidentifiedasa top candidaten two

instance@ndit wasidentifiedasthe secondbestcandidate
in the otherinstance. Note that the maximumtime taken

for arny of our diagnosisalgorithmswasonly 48.7seconds.
This time wasspenton thethe largestcircuit ALU contain-
ing 19,532gates.

For several errors,at levell, even thoughthe error was
notin thecontroller the controllercomponentlsoassumes
the highestscoreduringthe exactmode(0, 0, «) of theal-
gorithm. Thisis becauséf the outputof the controlpartis
X, thenlarge portionsof the designsassumeainknown val-
uesandhencemary primary outputsassumehe X value
and explain the error  The problem, however, was eas-
ily overcomein eachof the casesby simply runningthe
algorithmin the heuristic modethat distinguishegpartial
matchedrom exactmatchesisingparameter§l0,5, 1000).
The intuition hereis thatan Xlist consistingof the outputs
of the controllerwould producefar more partial matches
thanthe true error componentand hencedoesnot explain
theerroraswell asthetrueerrorcomponent.

Hierar chical vs. gate-level diagnosis: We now present
resultsfrom an experimentcomparingour hierarchicaldi-
agnosisalgorithmswith gate-level diagnosis.For this pur-
pose a state-of-the-arigate-level, diagnosisalgorithm[14]
capableof locatinglocal, multiple errorswasused.This al-
gorithmis capableof rapidly andaccuratelyjocatingmulti-
ple errorsif they lie within afixedstructuraldistanceof ary
nodein the circuit. For example,an error of multitude 10
was accuratelydiagnosedn approximately23 secondsn
circuit c7552from the ISCAS 85 benchmarlcircuits con-
taining approximately3800nodes.Note hawever, thatthis
algorithmdoesnot useary informationaboutthe hierarchy
of thedesign;it operate®n aflat netlist.

Errorswereintroducednto theRTL codein amanneiso
thatsynthesigreatesmultiple errorsituationconsistingof
nodeswithin afixedstructuraldistanceof aspecificnodein
the gate-level netlistin orderto be ableto applyboth RTL
andgate-lerel diagnosisalgorithms.The RTL diagnosisl-
gorithmoperatessdescribedreviously andits resultsare
examinedto note the rank of the actualerror component
amongstll componentsAlso notedis the sizeof the code
thatis identifiedto bein error. Resultsof the gate-level al-
gorithmareexaminedto notetherankof the nodewithin a
fixeddistanceof whichtheactualerroris located.

Table3 presentsesultsof thecomparisonThe columns
in thetablerepresenthe nameof the circuit, type of theer
ror, rank of the actualerrorcomponentn thelist of ranked
componentgsize of the erroneousHDL code/totalcode
size), rank of the targetederror node,time taken for hier-
archicaldiagnosis(sumof both levell and level2 times)
andthetime takenfor gate-level diagnosis.

The dataclearly indicatesthat performingdiagnosisat
the RTL is beneficialbothin termsof the quality of diag-
nosisandin termsof thetime takenfor diagnosis.We first
notethatin spite of makingan effort to introducethe error



Table3: Hierarchicalversusgate-level

Circuit [[ ErrorType DiagnosisQuality DiagnosisTime (sec)
Hierarchical Gate-level Hierarchical| Gate

ErroneousXlist Rank Error Xlist Rank level

(Err. HDL lines/Tot. lines) (Total xlists)

Paulin || Component 1(9/624) 8(800) 84 974.7
Paulin || Interconnect 1(27/624) 84 (800) 13.4 602.2
GCD || Component 1(33/396) 9 (888) 3.2 368.1
GCD || Interconnect 1(9/396) 23(888) 3.3 368.3
ALU Component 1(9/262) 11 (19532) 48.8 402.4
ALU Interconnect 1(9/262) 21(19532) 45.9 2809.1

T 538tieswhich couldnotberesolhedevenin asecondun

f 5ties

Table2: Resultsof hierarchicabdiagnosis

by atleastan orderof magnitudeover flat, gate-level diag-
nosisfor typical RTL errors. Further valuableintuition on
the behavior of errorsandtheir migration acrossmultiple
stagef designwasobtainedduring this work. Extensve
experimentatioron industrial RTL designsto studyerrors
andtheir effectsis partof futureresearctplans.Efforts are
alsoon to automaticallygenerategood diagnostictestsets
from RTL circuits.

References

Ckt. Error Type Erroneous | Diagnosis
Xlist Rank(s) | Time(sec)
levl levZ levl|levZ
Paulin Component | 1If 1 71112
Paulin Control 1 - 30| -
Paulin || Mul. component 1% 2,9 80| 9.6
(2 errors)
Paulin|| Interconnect | 1t 17 8.1| 438
GCD Component | 1T - 32| -
GCD Control 1 - 15| -
GCD || Mul. component 1t 1,2 20| 15
(2 errors)
GCD Interconnect | 1t - 33| -
ALU Component 1 1 741414
ALU Control 1 - 81| -
ALU || Mul. component 1 |1,56,188| 8.0 |48.7
(3 errors)
ALU Interconnect | 1 |1(1l4ties)| 7.3 | 38.6

T indicatesaninitial tie with the controllercomponenthat
wasresohedin asecondun of thediagnosigoutine.Run
timesshavn includethe bothsteps

to beamenabldo gate-level diagnosisthe accurayg of the
gate-level diagnosisalgorithmmaybeinadequate.ln con-
trast,sincetheerroractuallyoccurredattheRTL, diagnosis
resultsare exactfor the RTLalgorithmfor everyoneof our
errors.Portionsof codeidentifiedto beerroneouslonotex-

ceed33linesin ary of ourdiagnosisxperimentslt is also
worth noting the significantlysmallerruntimesrequiredby

the hierarchicaldiagnosisalgorithm. The runtimesare at

leastan order of magnitudesmallerin everycase It is per

hapsonly intuitive to expectsucha dramaticreductionin

theruntimesbecauseunlike the gate-level algorithm,diag-
nosisat eachlevel of hierarchyeliminatesthe needto ex-

aminelarge portionsof the circuit ateachstep.

6. Conclusions

We presenteckffective algorithmsfor hierarchicallydiag-
nosingRTL circuits. The effectivenessof our algorithms
wasderivedfrom themodelingpower of Xlists thatenabled
the captureof all possiblecomponenerrorsduringsimula-
tion andthe useof hierarchicainformationavailableatthe
RTL. Exactor nearexactdiagnosiswasachievedin all of
our diagnosisexperiments. Our experimentsalsodemon-
stratedthatthetime requiredfor diagnosisanbeimproved
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