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Abstract

Diagnosisalgorithmstargetingdesignerrors in RTLcircuit
descriptionsare presentedin this paper. The algorithms
presentedexploit thehierarchy availablein RTLdesignsto
locatedesignerrors. Xlists [1] are shownto be usefulto
capture the effectsof designerrors within componentsof
RTL designs. Informationfrom the simulationof Xlists is
usedto systematicallydiagnosecomponentsin error. Ex-
perimentsare performedon RTLbenchmarkcircuitsusing
a prototypethatwehavedevelopedtodemonstratetherapid
andaccuratelocationof errors. They alsoshowthat diag-
nosisat the RTL offers a significantlysuperioralternative
to diagnosisat the gate-level both in termsof diagnostic
accuracyandcomputationalefficiency.

1. Intr oduction

Debugging/Diagnosisrepresentsa dominantcostin design
development.Diagnosisis typicallyperformedafterafailed
verificationstep.It mayinvolveformalor simulationmeth-
odsor a combinationof both techniques.Rapidandaccu-
rateidentificationof bugshelpsreducedesignturn-around
timesignificantly.

Much of the previous work on error diagnosishaspri-
marily beentargetedat thegateandlower levelsof design
[1–4]. However, mostdesignactivity presentlytakesplace
at theRTL andit is difficult to relateerrorsat theRTL to er-
rorsat a lower level. In fact,a relatively simpleerrorat the
RTL maytranslateinto extremelycomplex errors(mostof-
teninto multipleerrors)ata lowerlevel. Hence,it is critical
to addressthediagnosisproblemat theRTL.

Tamura[5] presenteda methodfor usingHDL informa-
tion in a singleerrordiagnosisalgorithm. Diagnosisbased
on CDFGshasalso beendiscussedin recentwork [6,7].
Practicalexperiencewith theuseof currentlyavailabledi-
agnosistools on state-of-the-artprocessorshasbeendis-
cussed[8,9]. In addition,methodsonimproving thedebug-
gabilityof thedesignhavealsobeenproposed[6]. Alsouse-
ful tonoteis therelativelymorecomprehensivetreatmentof
theproblemof debuggingin thesoftwarecompilerdomain
thathasresultedin powerful andwidely usedtoolssuchas
Dbx [10]. However, significantproblemsremainwith the
state-of-the-artdiagnosissolutionsapplicableto largeRTL
designs.

The problemsoccur both becauseof the difficulty in-
volved in modelingRTL errors(that impedestheprogress
of cause-effect diagnosis[11] techniques)and because
of the difficulty involved in the developmentof model-
independent,effect-cause,techniques(like path-tracing)to

RTL designs.Simulation-basedtechniquessimilar to gate-
level techniquesthat enumeratepossibleerroneousvalues
at internalnodesarenot easyto apply to theRTL because
of the large multitudeof binary logic valuecombinations
thateachRTL object(for example,a word) canassumein
theeventof anerror. Theproblemis evenmoreseriousbe-
causemultiple RTL objectsareoften influencedby typical
RTL bugs.

Oneotherapplicationof diagnosisfor designerrorscan
be in the domainof designswith soft intellectualproperty
(IP) coresor legacy coreswhich aremostlyavailableat the
RTL. Thesedesignsarebecomingpopularto cutdesignturn
aroundtimes. The corescanbe designedby a third party
as in the caseof soft IP or in-houseas in caseof legacy
cores. Very often thesedesignsrequirecertainfine tuning
to customizethemto fit a new environment. However, in
a new design,peoplewho arecustomizingthe coremight
have limited knowledgeaboutthecompletefunctioningof
thecore.Thismightleadto inadvertentintroductionof bugs
atdifferentpointsin thedesignduringcustomization.With
a properdiagnosisframework aspresentedin this paperit
will be easyto pinpoint the componentthat hasa design
errorwithoutcompletelyunderstandingthedesign.

In this paper, we presenta solutionto theproblemsdis-
cussedabove by exploiting the modelingpower of the re-
centlyproposedXlist model[1]. In thatwork, it wasshown
that Xlists cancapturethe effectsof all possibleerrorsat
any setof nodesin thedesignandgate-leveldiagnosisalgo-
rithmsweredesignedaroundthatobservation.In thiswork,
we observe that Xlists canbeusednot only to capturethe
effectsof all possibleerrorsatagivensetof nodes,but also
to capturetheeffectsof all possibleerrorswithin any com-
ponentof the design. This observation, coupledwith the
fact that RTL designsare typically hierarchicalin nature
(andarehenceamenableto modulardiagnosis)givesrise
to apowerful diagnosisframework. Ourmaincontributions
are:
- Generationanduseof Xlists to capturethe effectsof all
possibleerrorswithin RTL components.
- Systematic,hierarchicaldiagnosisalgorithmbasedonan-
alyzingtheresponsesof Xlists at theRTL.

2. Perspective
Figure1 illustratestheproblembeingsolved.We aregiven
a buggy implementationand a specificationof a circuit
alongwith a failing testset. The implementationis a hi-
erarchicalRTL circuit with designerrors(sayin leaf com-
ponentA. By processingtheobtainedresponsesandtheex-
pectedresponsesfor thetestsetwewantto identify theleaf
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Figure1: Diagramdepictingdiagnosisproblem

componentA astheerroneousmodule.
Before going into the detailsof Xlists which we have

usedto solve theproblem,we statetheassumptionsbeing
made.In additionto thebuggyRTL that is givento uswe
assumethat theRTL descriptionis cycle accurate.We as-
sumethatthetestsetavailableto usexcitesthebugsin the
circuit andpropagatesthe effect to primary outputs. Fur-
ther, we assumethat we aregiven the expectedresponses
at the primary outputsfor eachtime frame. This can be
obtainedeitherfrom a specificationor by simulatinga pre-
designedRTL thatis assumedto becorrect.ThebuggyRTL
mayhave resultedfrom thecorrectRTL duringfine tuning
or optimization. We assumethat only primary inputsare
controllableandprimary outputsareobservable. Though
a lot of intermediateoutputsmay beaddedat this level of
abstraction,it is not alwayseasyto constructthe expected
responsesat thesepoints.

3. Background
Xlists have beenusedto provide improved fault diagnosis
whencomparedwith conventionalfaultmodels(likestuck-
at/bridging)becauseof theirability to capturetheeffectsof
arbitrarydefectsat circuit nodes[1].
Definition:A setof nodeswhoseactualvalueswouldbere-
placedduring simulationby the value X (don’t care), to
capturetheeffectsof anyerror completelycontainedin any
dominance region of this setof nodes,is called an Xlist
[1].
Example: The following example illustratesthe use of
Xlists to capturearbitraryerrors. Let thereexist somede-
signerror(s)within netsa, b andc of a circuit. Theerrors
may be assimpleasa polarity inversionerror (for exam-
ple, a shouldactuallybe not(a)) or could be an arbitrarily
complex functionspanningall threenodes.Thedefinition
of an Xlist � a, b, c � can be usedto captureall sucher-
rors. Introductionof theXlist � a,b, c � impliesthree-valued
simulationof the failing vectorset to obtainprimary out-
put responses,with the valuesof a, b andc replaced(dur-
ing simulation)by thevaluesX, X andX. This replacement
guaranteesthecaptureof all possibleerrorsat thesenodes
by virtue of covering the effectsof all possibleerroneous
functions((0,0,0),(0,0,1),..., (1,1,1))at thesenodes.

A diagnosisprocedureusing a typical matching-based
scoringschemewas designedbasedon the useof Xlists.
The proceduretakes the buggy implementation,a set of
Xlists, a setof failing vectors(vectorswhich whensimu-
latedonthecircuitproduceserroneousresultsattheprimary
outputs),andasetof expectedresponsesattheprimaryout-
putsasits input. It thenranksXlists basedon their ability

// EachL is anXlist of nodes
// MATCHCOUNT, PARTIALMA TCHCOUNT,
// MISMATCHPENALTY andDROPTHRESHOLD
// areinputparameters
// Matchmeansa(0, 0) or (1, 1) combination
// Mismatchmeansa(0, 1) or (1, 0) combination
// Partialmatchmeansa (0, X) (1, X) combination
ProcedureXlistDiagnose(Impl,Xlists, Vectorset,Spec)
� for eachVector �
// Let CurrVecbethecurrentvector
for eachXlist L �
if (Score[L] � DROPTHRESHOLD)�
for eachprimaryoutput �
// Let CurrPobethecurrentprimaryoutput
if (Match(Impl(L, CurrVec,CurrPo),

Spec(CurrVec,CurrPo))) �
Score[L] += MATCHCOUNT;

elseif(PartialMatch(Impl(L, CurrVec,
CurrPo),Spec(CurrVec,CurrPo))) �
Score[L] += PARTIALMA TCHCOUNT;

else � // MISMATCH
Score[L] -= MISMATCHPENALTY;
�
����������

Figure2: ProcedureXlistDiagnose: rankingsetof Xlists

to explain the observederrors. Explainingerrorsrefersto
the fact that simulationwith X valuesat the nodesin an
Xlist producesprimary outputsthat cover/contain(X con-
tainsboth0 and1) theobservederrors.Theintuition behind
the designof the procedurewasthat if even the introduc-
tion of X valuesat specificnodesof thecircuit cannotex-
plain anerror, thenthosenodescannotcompletelycontain
theerror. A variationof thatprocedureis presentedin Fig-
ure2 herefor completeness.Theprocedurealsotakesasin-
put threeparametersMATCHCOUNT, PARTIALMA TCH-
COUNT andMISMATCHPENALTY which may be used
to run theprocedurewith varyingdegreesof confidencein
theerrormodel.

In theprocedure,a three-valuedsimulationis run for the
entire failing vector set for eachXlist. During the simu-
lation any logic value appearingon a net in the Xlist is
replacedwith an X. After the simulationat eachprimary
output for eachtime frame whenever thereis a matchin
the logic valuebetweenexpectedandsimulated,the score
for theXlist is incrementedby MATCHCOUNT. Whenever
thereis anX in thesimulatedresponse,thethescorefor the
Xlist is incrementedby PARTIALMA TCHCOUNT. When-
ever there is a mismatchbetweenthe simulatedand the
expectedresponse,the scoreis decrementedby the MIS-
MATCHPENALTY. This is becauseeven Xs at the Xlist
netscannotexplain the error andhencethe Xlist is not a
goodcandidateto searchfor theerror.

A high confidencein the error modelwould imply that
the diagnosisalgorithmcould be run in an “exact” mode
with parametervaluesof 0, 0 and∞, respectively. This is
becauseif thereis a mismatchbetweenexpectedandsimu-
latedresponseevenwith Xs on thenetsof a Xlist, thenthat
Xlist maybediscardedasa candidateto explain the error.
On theotherhand,only a moderateconfidencein theerror



10

IN1 IN2

OUT

*
	+/−

<

32



32



1 1

1

32



32



32

CONTROL

AddSubflag
Mulflag

1

Figure3: ALU circuit illustratingcomponentdiagnosis

modelwould imply a run of theprocedurein a “heuristic”
modewith valuesof 10,5 and20, respectively. In this case
we aretrying to find out theXlist thatbestexplainstheer-
ror asnosingleXlist maybeableto completelyexplain the
error. Note that sincethis is a simulationbaseddiagnosis
techniqueit canalsohandlehighimpedancestatesor Z val-
uesin thecircuit. In thatcasetheRTL simulationneedsto
befour valuedinsteadof three.We now show how we ob-
tainacandidatesetof netsto includein a Xlist andhow we
obtaindifferentXlists to do an effective hierarchicalerror
diagnosis.

Capturing component error effects with Xlists: We
first noticethattheeffectof anyerroronnodesinternalto a
componentcanbecaptured/coveredby the introductionof
X valuesat theoutputsof thatcomponent.Hence,anXlist
generationschemethat coversthe outputsof RTL compo-
nentswouldbeableto capturetheeffectsof any component
errorsin the design. i.e. eachXlist will consistof all the
outputsof a singlecomponentand therewill be as many
Xlists astherearecomponentsin thedesign.

Further, unlike a specific,logic value-basedmodel(like
thestuck-ator multiplestuck-atmodel),if anXlist is gener-
atedcontainingtheoutputsof a component,thenits effects
at any primary outputof the designwill be guaranteedto
contain/covertheeffectsof any componentthatis contained
in thefirst component.

We illustrate the diagnosticreasoningwith the help of
Figure3. Thecircuit consistsof fourcomponents(compara-
tor, adder/subtracter, multiplier anda multiplexer). Let us
assumethatthereexistsadesignerrorin themultipliercom-
ponentandthatthereexistsavectorthatdetectstheerrorin
themultiplier. This impliesthattheselectsignalCONTROL
of themultiplexer is setto 1.

Now, we askthe question:Can the error be within the
ADD/SUBcomponent?This questionis answeredby de-
signing an Xlist consistingof all the output nets of the
ADD/SUB componentandsimulatingthedesignunderthe
influenceof thatXlist. We immediatelynoticethat theer-
ror canstill be observed at the output (becausethe select
signalof the multiplexer is still set to the value1). Thus,
theerror cannotbewithin theADD/SUBcomponent. This
demonstratesthat even without explicitly consideringany
errorwithin thedesign,we wereableto deducea powerful
conclusionaboutthelocationof errorsin thedesign.

In obtainingtheprior diagnosticinference,wehavetaken
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Figure4: Hierarchicaldiagnosisexample

advantageof thefactthatanXlist at a component’soutputs
completelycovers all possibleerrorswithin that compo-
nent. Furtherdiagnosisto locatetheactualerroneoussub-
componentwithin themultipliercannow takeplacewithout
consideringsub-componentswithin theADD/SUB compo-
nent. We now develop the algorithmsrequiredto perform
sucha hierarchicaldiagnosis.

4. Hierar chical DiagnosisusingXlists

In this sectionwe illustratethehierarchicalerrordiagnosis
algorithmusinganexampleRTL circuit. Thenweformalize
thealgorithm.

Singleerror diagnosis: Most RTL circuitsof todayare
written in somehigh-level descriptionlanguage(HDL) like
VHDL or Verilog. Thedesignstyle is usuallyhierarchical
with thetop level entity consistingof aninterconnectionof
variouscomponents.Eachof thesecomponentscanin turn
beanentity consistingof aninterconnectionof lower level
components.Thusthe designis built up in a hierarchical
mannerfromleafnodesconsistingof simpleRTL functions.

ConsidertheexampleRTL circuit shown in Figure4. The
circuit hasfour primary inputs and threeprimary outputs
someof whicharebuses.It consistof fourRTL components
- COMP1,COMP2,COMP3,andCOMP4. Thediagnosis
algorithmproceedsin a hierarchicalfashion. Initially, the
Xlists areformulatedastheintermediateoutputsof thetop
level components.Thuswe have four Xlists at thestartof
the diagnosis.In Figure4, thefirst Xlist correspondingto
the componentCOMP1 consistsof the nodes[h(0), h(1),
k, f(0), f(1)], thesecondXlist correspondingto component
COMP2consistsof nodes[a(0),a(1),a(2),b(0),b(1),c, d],
andsoon. After this,three-valuedRTL simulationis runon
thecompletecircuitandthematchingandscoringfor theer-
ror valuesis donefor eachXlist asexplainedin theprevious
section.Theexactoptionis usedwhile doingthediagnosis.
The simulationvectorsetusedcurrentlygiveshigh stuck-
at fault coverageat thelogic level. Methodsfor generating
high quality testsetsfrom goldenhigh-level specification
descriptionshavebeendescribedin previouswork [12,13].
Suchan approachwaschosenbecausegenerationof diag-
nostictestvectorswasnotconsideredin thiswork.

At this point, if theerroris confinedto a particularcom-
ponent,its Xlist will probablyshow upasbeingtheonlyone



ProcedureRTLDiag(CircuitR, TestSetT)
�

C list = R;
while (C list containsnon-leafnodes)�

j = 0;
for eachcomponentC in C list �

for eachsubcomponentC� within C �
Xlist(j) = Outputs(C� );
j = j + 1; �

�
scorearray= XlistDiagnose(Xlist,R, T, exact);
if !check(scorearray)�

RTL multCompDiag(R, T, C list);
exit;
�

C list = NULL;
for eachXlist(l) with scorearray(l)= 0 �

C1 = subcomponentcorrespondingto Xlist(l);
Add to C list(C1);
�

��
Figure5: RTL errordiagnosis

having a zeroscoreout of all theXlists. This is becauseall
mismatcheswith theexpectedvaluesduringthesimulation
canbeexplainedby placingX valuesat theoutputof that
particularcomponent.Thusthealgorithmhassucceededin
isolatingtheerrorsourceto a top level component.Saythis
componentis theshadedcomponentCOMP2.

Now thealgorithmcanbeusedto go deeperinto thehi-
erarchyto isolatetheerrorsitefurther. In thecircuit of Fig-
ure4, componentCOMP2in turnconsistsof threedifferent
components- COMP21, COMP22, and COMP23. The
Xlists correspondingto thecomponentsare[b(0),b(1), r1],
[a(0),a(1),a(2),d, g1(0),g1(1)], and[c], respectively. The
diagnosticsimulationis rerunwith thesethreeXlistsandthe
scoresareexaminedto find theXlist with zeroscore.Say
thatthis is thesecondXlist. Thenthealgorithmhasfurther
isolatedthe error to the shadedcomponentCOMP22. If
this is a leaf cell asin this case,thentheRTL codecanbe
examinedfor errors. Otherwisethe diagnosiscanproceed
by creatingXlists of componentswithin COMP22.

Multiple error diagnosis: Notethat thereis no guaran-
teethat after the diagnosticsimulationonly oneXlist will
have a zerovalue. This canariseif (i) thereareerrorsin
multiplecomponents,(ii) if anerrorspansovertwo or more
componentslike an interconnectionerror, (iii) if the error
effectsof onecomponentpassexclusively throughanother
componentbeforereachingthe primary outputs,(iv) if an
error in a differentcomponentcancauseexactly the same
behavior asthecurrenterror. In thefirst two casesno Xlist
will haveazerovalueandthelowerlevel diagnosiscanpro-
ceedby consideringthe componentswhoseoutput Xlists
have higherscores,thusmakingthemthemostlikely can-
didatesto have errors. In the third andfourth case,X val-
uesat theoutputof eithercomponentcanexplain theerror
effectsat the primary outputs. Hence,multiple Xlists can
havezerovalues.In suchcasesdiagnosticresolutioncanbe
enhancedby addingprobepointsat theoutputsof thevar-
iouscomponentswhoseXlists have zerovalue,aspseudo-
primaryoutputs.Thisaddedobservability is usuallyenough

ProcedureRTLmultCompDiag(CircuitR, TestSetT,
C list)

�
while (C list containsnon-leafnodes)�

j = 0;
for eachcomponentC in C list �

for eachsubcomponentC� within C �
Xlist(j) = Outputs(C� );
j = j + 1; �

�
scorearray= XlistDiagnose(Xlist,R, T, heuristic);
S list = Selectlist(scorearray);
C list = NULL;
for eachXlist(l) in S list �

C1 = subcomponentcorrespondingto Xlist(l);
Add to C list(C1);��

�
Figure6: Multi-componentRTL errordiagnosis

to pin down theerrorto asinglecomponent.Thesepseudo-
outputscanbe removedafter error correctionbeforelogic
synthesis.Notethataddingpseudoprimaryoutputsis only
possiblewhentheexpectedresponsesat thosepointscanbe
obtained.

Hierar chical diagnosisalgorithm: We arenow in apo-
sitionto formally describethealgorithm.Figure5 givesthe
top level pseudocodeof thealgorithm.Thealgorithmtakes
asinput anRTL circuit R anda testsetT. Initially it puts
thetop level circuit into a componentlist C list. TheXlists
arethenformulatedastheoutputlines of eachsubcompo-
nentof thecomponentsin theC list. With theseXlists, the
exact versionof the XlistDiagnosealgorithmis called. In
thisalgorithm,three-valuedsimulationis doneonRwith T.
Thereis apenaltyof 100for any mismatchbetweenthetrue
andtheexpectedvalue.ThustheXlist which is ableto ex-
plainall possibleerrorshasascoreof 0 andthis is reflected
in thescorearray that is returned.Theprocedurecheck re-
turnsa true valueif thereareoneor more0 scoresin the
scorearray. If thereareno0 scoresin thearraythennodef-
inite diagnosticresolutionhasbeenobtainedanda heuris-
tic procedurecalledRTLmultCompDiag is usedto identify
themostlikely placesof error. This procedureis explained
later. However, if thereare0 scoresin the array thenthe
algorithmgoesdeeperinto the hierarchyandformulatesa
new C list with thesubcomponentswhoseXlist hadascore
of 0. This is doneis procedureAdd to C list. Thehierarchy
level is loweredin this mannerin aniterative manneruntil
thereareonly leaf componentsin the C list andthe error
causehasbeennarroweddown to a leafcomponent.

If during the processof diagnosis,a scorearrayis ob-
tainedwith no 0 values,thenfrom thatpoint thealgorithm
RTLmultCompDiag takes over. This is shown in Figure
6. In this casethe procedureXlistDiagnoseis run with a
heuristicwherethere is a scoreincrementfor an Xlist if
thereis a match,a scoredecrementif thereis a mismatch
anda lower scoreincrementif thereis a partialmatchbe-
tweentheexpectedsimulationresultin a cycleanda simu-
lationwith X valueson thenodesof theXlist. A few Xlists
with thehighestscoresin thescorearrayarethenchosenfor
furtherdiagnosis.Thecomponentscorrespondingto these



Table1: Circuit details
Circuit Type Bit Width HDL lines Gates FFs Components Vecs

Level1 Level2
Paulin DataFlow 4 624 826 32 5 24 1132
GCD Ctl. Flow 16 396 888 50 5 4 587
ALU Combinat. 32 262 19532 - 3 1000 34

Xlists arethemostlikely candidatesfor having errors.This
selectionis donein theprocedureSelectlist andthenumber
of Xlist to bechosencanbea userdefinedparameter. Thus
in this casewe endup with a numberof leaf nodeswhich
have thehighestlikelihoodof having theerror.

5. Experimental Results

In this section,we will discussexperimentsperformedon
RTL benchmarkcircuitsto demonstratetheperformanceof
thehierarchicaldiagnosisalgorithmandto compareit with
gate-level diagnosisalgorithm. All our experimentswere
performedona SPARCstation20with 64MB of memory.

Threecircuits wereusedin our diagnosisexperiments.
Detailsaboutthesecircuits areshown in Table1 andare
alsoavailableamongstotherwork from previouswork tar-
getinghigh-level testgeneration[12]. Paulin is a data-flow
intensive circuit popularly usedin the literature,GCD is
a control-flow intensive circuit that computesthe GCD of
two numbersby iterative subtractionand ALU is a com-
binationalcircuit. Eachof thesecircuits have two levels
of hierarchicalcomponents.Table1 lists detailsaboutthe
circuits. Listed in the order of columnsare the nameof
thecircuit, typeof thecircuit, bit width usedin thedesign,
numberof lines of HDL codeusedfor synthesis,number
of gatesin theresultinggate-level design,numberof FFsin
thedesign,numberof componentsateachlevelof hierarchy
in thedesignandthenumberof vectorsusedfor diagnosis.
Sincetestgenerationwasnottargetedin thiswork, testvec-
torsgeneratedfrom high-level testgeneration[12,13] were
used.

Four kinds of typical RTL coding errors were in-
troduced into our RTL descriptions and diagnosed.
Wrong/missing/additionallogic (single/multiplechanges)
in a randomlyselectedcomponent,logic changesin the
controllerstatemachine/control(single/multiplechanges),
multiple component errors and interconnection (sin-
gle/multiplechanges)errorsin a componentwerestudied.
Thesearereferredto asComponent,Control, Mul. compo-
nent,Interconnecterrors,respectively.

Resultsof thehierarchicaldiagnosisalgorithmfor thedi-
agnosisof eachkind of errorarepresentedin Table2. The
tablelists in theorderof thecolumns,thenameof thecir-
cuit, typeof theerrorbeingdiagnosed,ranksof thecompo-
nentcontainingthe error in level1 (lev1) andlevel2 (lev2)
andthe time taken for diagnosisat eachlevel. A ’-’ entry
indicatesthatdiagnosiswasonly relevantfor only onelevel
of hierarchy(for example,thecontroller, consistingof only
randomlogic, did nothaveany sub-components).

We haveobtainedexactdiagnosisat level1 in eachof the
diagnosisinstances.Further, in all casesexceptthatof mul-
tiple componenterrors,perfectdiagnosiswasachieved,i.e.,
theerroneouscomponentwasidentifiedateachlevel. Even
for thecaseof multiplecomponenterrors,at leastoneerro-
neouscomponentwasidentifiedasa top candidatein two

instancesandit wasidentifiedasthesecondbestcandidate
in the other instance.Note that the maximumtime taken
for any of our diagnosisalgorithmswasonly 48.7seconds.
This time wasspenton thethelargestcircuit ALU contain-
ing 19,532gates.

For several errors,at level1, even thoughthe error was
not in thecontroller, thecontrollercomponentalsoassumes
thehighestscoreduringtheexactmode(0, 0, ∞) of theal-
gorithm. This is becauseif theoutputof thecontrolpart is
X, thenlargeportionsof thedesignsassumeunknown val-
uesandhencemany primary outputsassumethe X value
and explain the error. The problem, however, was eas-
ily overcomein eachof the casesby simply running the
algorithm in the heuristic modethat distinguishespartial
matchesfrom exactmatchesusingparameters(10,5,1000).
The intuition hereis thatanXlist consistingof theoutputs
of the controllerwould producefar more partial matches
thanthe true error componentandhencedoesnot explain
theerroraswell asthetrueerrorcomponent.

Hierar chical vs. gate-level diagnosis: We now present
resultsfrom an experimentcomparingour hierarchicaldi-
agnosisalgorithmswith gate-level diagnosis.For this pur-
pose,a state-of-the-art,gate-level, diagnosisalgorithm[14]
capableof locatinglocal,multipleerrorswasused.Thisal-
gorithmis capableof rapidlyandaccuratelylocatingmulti-
pleerrorsif they lie within afixedstructuraldistanceof any
nodein the circuit. For example,an errorof multitude10
wasaccuratelydiagnosedin approximately23 secondsin
circuit c7552from the ISCAS 85 benchmarkcircuitscon-
tainingapproximately3800nodes.Notehowever, that this
algorithmdoesnotuseany informationaboutthehierarchy
of thedesign;it operatesona flat netlist.

Errorswereintroducedinto theRTL codein amannerso
thatsynthesiscreatesamultipleerrorsituationconsistingof
nodeswithin afixedstructuraldistanceof aspecificnodein
thegate-level netlist in orderto beableto applybothRTL
andgate-level diagnosisalgorithms.TheRTL diagnosisal-
gorithmoperatesasdescribedpreviouslyandits resultsare
examinedto note the rank of the actualerror component
amongstall components.Also notedis thesizeof thecode
that is identifiedto bein error. Resultsof thegate-level al-
gorithmareexaminedto notetherankof thenodewithin a
fixeddistanceof which theactualerroris located.

Table3 presentsresultsof thecomparison.Thecolumns
in thetablerepresentthenameof thecircuit, typeof theer-
ror, rankof theactualerrorcomponentin thelist of ranked
components(size of the erroneousHDL code/totalcode
size), rank of the targetederror node,time taken for hier-
archicaldiagnosis(sumof both level1 and level2 times)
andthetime takenfor gate-level diagnosis.

The dataclearly indicatesthat performingdiagnosisat
the RTL is beneficialboth in termsof the quality of diag-
nosisandin termsof thetime takenfor diagnosis.We first
notethat in spiteof makinganeffort to introducetheerror



Table3: Hierarchicalversusgate-level

Circuit ErrorType DiagnosisQuality DiagnosisTime(sec)
Hierarchical Gate-level Hierarchical Gate

ErroneousXlist Rank ErrorXlist Rank level
(Err. HDL lines/Tot. lines) (Total xlists)

Paulin Component 1 (9/624) 8 (800) 8.4 974.7
Paulin Interconnect 1 (27/624) 84(800) 13.4 602.2
GCD Component 1 (33/396) 9 (888) 3.2 368.1
GCD Interconnect 1 (9/396) 23(888) 3.3 368.3
ALU Component 1 (9/262) 1† (19532) 48.8 402.4
ALU Interconnect 1 (9/262) 2‡ (19532) 45.9 2809.1

† 538tieswhichcouldnotberesolvedevenin a secondrun
‡ 5 ties

Table2: Resultsof hierarchicaldiagnosis

Ckt. ErrorType Erroneous Diagnosis
Xlist Rank(s) Time (sec)

lev1 lev2 lev1 lev2
Paulin Component 1† 1 7.1 1.2
Paulin Control 1 - 3.0 -
Paulin Mul. component 1† 2, 9 8.0 9.6

(2 errors)
Paulin Interconnect 1† 1† 8.1 4.8
GCD Component 1† - 3.2 -
GCD Control 1 - 1.5 -
GCD Mul. component 1† 1, 2 2.0 1.5

(2 errors)
GCD Interconnect 1† - 3.3 -
ALU Component 1 1 7.4 41.4
ALU Control 1 - 8.1 -
ALU Mul. component 1 1, 56,188 8.0 48.7

(3 errors)
ALU Interconnect 1 1 (14 ties) 7.3 38.6

† indicatesaninitial tie with thecontrollercomponentthat
wasresolvedin a secondrunof thediagnosisroutine.Run

timesshown includethebothsteps

to beamenableto gate-level diagnosis,theaccuracy of the
gate-level diagnosisalgorithmmaybeinadequate.In con-
trast,sincetheerroractuallyoccurredattheRTL, diagnosis
resultsare exactfor theRTLalgorithmfor everyoneof our
errors.Portionsof codeidentifiedto beerroneousdonotex-
ceed33 linesin any of ourdiagnosisexperiments.It is also
worth notingthesignificantlysmallerruntimesrequiredby
the hierarchicaldiagnosisalgorithm. The runtimesare at
leastanorderof magnitudesmallerin everycase. It is per-
hapsonly intuitive to expectsucha dramaticreductionin
theruntimesbecause,unlike thegate-level algorithm,diag-
nosisat eachlevel of hierarchyeliminatesthe needto ex-
aminelargeportionsof thecircuit ateachstep.

6. Conclusions

We presentedeffective algorithmsfor hierarchicallydiag-
nosingRTL circuits. The effectivenessof our algorithms
wasderivedfrom themodelingpowerof Xlists thatenabled
thecaptureof all possiblecomponenterrorsduringsimula-
tion andtheuseof hierarchicalinformationavailableat the
RTL. Exactor nearexact diagnosiswasachieved in all of
our diagnosisexperiments.Our experimentsalsodemon-
stratedthatthetimerequiredfor diagnosiscanbeimproved

by at leastanorderof magnitudeover flat, gate-level diag-
nosisfor typical RTL errors.Further, valuableintuition on
the behavior of errorsandtheir migrationacrossmultiple
stagesof designwasobtainedduring this work. Extensive
experimentationon industrialRTL designsto studyerrors
andtheir effectsis partof futureresearchplans.Effortsare
alsoon to automaticallygenerategooddiagnostictestsets
from RTL circuits.
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