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4 2 Goal, Motivation, and Previous Work

1 Introduction

Amongst the various operating system design options, | frednbicrokernel archi-
tecture particularly compelling due to its careful separabf services into separate,
mutually protected modules. This organization makes eamtiute smaller and easier
to reason about, improving the odds of a correct implemiemtat

However, this division also introduces the need for commation across mod-
ules. Since modules are protected from each other by plalegrg in disjoint virtual
memory spaces and/or privilege levels, any OS operatioemtgely contained inside
a single module will require a system transition from usedmtm kernel mode and
back. This overhead is thus omnipresent and may affectrays¢eformance.

2 Goal, Motivation, and Previous Work

This project seeks to explore the possibility that an altBve system design, in terms
of processor architecture and memory model, could redueéatency of user/kernel
mode switching. Specifically, can the fast subroutine call mechanism of arsec
generation stack architecture be used to implement a coafyhafast mode switch?

The speed of the mode switch between user and kernel is iengdd the overall
performance of an operating system as it places a lower tionthe time taken to
perform a system call (syscall) and thus to the speed of I&aijpns [Hay02]. Thus,
the speed of syscalls is measured as an indicator of pdteystem performance (Table
1).

Various approaches have been used to keep syscall timesitdraum. The Xen
paravirtualization system [BDFO3] allows the installation of 'fast’ exception handlers
for syscalls that do not alter the global system state argldbunot require entering the
hypervisor, causing no mode switch.

The LALinux microkernel [HHL97] transforms syscalls into Inter-Process Com-
munication (IPC) between processes, adding several hdoglodes. However, fLinux
enjoys extremely efficient IPC by remapping virtual memaages instead of copying.
This optimization compensates for the overhead in all baisimplest syscalls.

Finally, at the other extreme, the Singularity operatingtesn [HHAT07] com-
pletely eliminates mode switches by running all processdhe same address space
and privilege level, using strong compile-time languagsda checks to ensure safety,
resulting in extremely fast IPC and syscalls. However, #gproach requires some
strong constraints within processes, such as being unaltid&d or generate code at
run time.

All of the above works acknowledge that virtual memory casepa problem for
syscall performance, as switching modes means enterinffesedit virtual memory
space, which requires changing the page table and flushéngréimslation Look-aside
Buffer (TLB). This overhead can add several hundred cydesrhode switch [Lie95]
and negatively impact the performance of systems which/@bund in some form,
such as IPC in microkernels or disk and network traffic in eesv



| Paper | Operating Systen syscallus | cycles] Platform |

| [FHLT96] | Fluke | 2 | 400 | 200MHz Pentium Prd
[BSPT95] DEC OSF/1 5 665 | 133MHz Alpha AXP
[BSPT95] Mach 3.0 7 931 | 133MHz Alpha AXP
[BSPT95] Spin 4 532 | 133MHz Alpha AXP
[BDFT03] | XenoLinux 2.4.21 0.46 1104 2.4GHz Xeon
[BDF703] | Linux 2.4.21 (UP)|  0.45 | 1080 2.4GHz Xeon
[HHAT07] Singularity - 91 2GHz Athlon 64 X2
[HHAT07] FreeBSD 5.3 - 878 2GHz Athlon 64 X2
[HHAT07] Linux 2.6.11 - 437 2GHz Athlon 64 X2
[HHAT07] | Windows XP SP2 - 627 2GHz Athlon 64 X2
[HHLT97] Linux 2.0.21 1.68 223 133MHz Pentium
[HHLT97] L%Linux 2.0.21 3.95 526 133MHz Pentium
[HHL'97] | MkLinux 2.0.28 15.41 2050 133MHz Pentium

Tab. 1: Comparison of simple system call times

3 Design

The entire system exists inside a Linux process as a stalctycle-accurate stack
machine simulator without any knowledge of the host systdime virtual hardware
of the simulator supports a small extensible language ima-tvhich provides an in-
teractive environment capable of compilation. Both hamwand software required
changes from their original implementation [LaF07] as péthe project execution.

3.1 Hardware
3.1.1 Memory Model

Figure 1 shows the structure of the address space. At therbadtthe installed RAM
while memory-mapped I/O sits near the top. Unused memorgesigamapped by
the kernel to disk blocks The entire memory is flat and physically addressed, thus
a unique address is sufficient to identify anything withie #iddress space. In terms
of performance, this is comparable to a virtual memory whrieker faults and never
experiences any TLB misses.

1 This is rather restrictive for 32-bit systems, but given ab@4address space and the current 3-year
doubling period for disk storage [HP07, 6.2], this shouldwalfor up to a century before the address space
runs out in a simple system.
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RAM S e,
Disk

Fig. 1: Structure of the system address space

3.1.2 Peripherals

The system peripherals are memory-mapped at the top of thresgispace.

Input/Output Ports These ports are used to read in commands and write responses
to the console. For simplicity, they block the simulatorilifite host system can re-
spond.

Cycle Counter When read, the cycle counter returns a 32-bit value whichdeer
mented every cycle. The counter can be set by writing a neweval

Disk Read Port A write to the Disk Read Port sets the current disk block numbe
Subsequent reads return one integer from that block umgilibmplete. Further reads
begin reading the next block. Disk access latency is notlsited.

Disk Write Port A write to the disk write port sets the number of the block to be
overwritten. The next 128 writswill be written to that block, whereupon the port
expects a new block number. A read returns zero.

3.1.3 Stack Machine

The simulator implements a simple stack machine (Figureegiyed from past com-
mercial designs [MT95][Fox98] and from previous undergrag work [LaF07] . The
Data Stack (DS) is the core of the system, where ALU operatioe performed and
subroutine parameters placed in a Reverse Polish Notatwmer. The Return Stack
(RS) holds the return address during the execution of sttipesi

The stacks are not data structures in memory, but actualaaeddevices which
cannot be randomly addressetioads and stores take their address from the Address
Register (A) and their data from DS. There is a single port &énnmemory (MEM),
capable of one load or store per cycle. Finally, there areithial Instruction Register
(IR) and Program Counter (PC) registers.

2128 integers = 512 bytes = one disk block
3 The depth of the stacks is arbitrary. Past research [Koo&khown that 16 elements is sufficient for
most code. This design uses generous, 32-deep stacks tbrevang to deal with overflows.
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data MEM adr
DS A RS
IR
[ PC

Fig. 2: Simplified block diagram of a stack machine

!

Subroutine Calls on a Stack Machine The key feature of interest in stack ma-
chines is the speed at which subroutine calls can be pertbrMest processors must

flush some registers to a stack in memory and move the fungicameters to certain

predefined registers before calling a subroutine. This atethkes several instructions
and memory accesses to complete.

On the other hand, on a stack machine, the parameters of ausinar are on the
Data Stack, usually placed there as the result of previoongpatations by the caller.
Calling a subroutine requires only to save the current RimgCounter on the Return
Stack and fetch the first subroutine instruction into thérlretion Register. The called
subroutine them simply computes with the values found onDiaa Stack, as if it
had been in-line code. Returning from a subroutine restbee®rogram Counter and
resumes the fetching of instructions from the caller. Batth @nd return each require
only two cycles and two loads from memory.

3.1.4 Virtualization

To support a clean division between user and supervisor nroalged to virtualize
the entire machine as per the Popek & Goldberg criteria [RGidich define the
conditions required to present to a user process an intetfat is identical to the
native machine while preventing the process from usurpisgdsources In fact,
except for memory and privilege constraints, the user m®cens unhindered on the
bare hardware.

Figure 3 shows the major components added: The upper and tange of acces-
sible memory are defined by the contents of the Upper Bound @dB Lower Bound
(LB) registers. Any out-of-bounds memory access will caasep to the kernel. The
entry point to the kernel is held in the Trap Program Counté&(). The Mode Bit
specifies if the stack machine is in User or Supervisor mode.

4 There is no periodic interrupt in this system so a user pgocas run for indefinite lengths of time, but
this is not a factor in the experiments.
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Additionally, | added a privileged Return To User (RTU) ingttion to transfer
from Supervisor mode to User mode. Attempting to execute Rillser Mode causes
atrap.

data MEM adr
DS || A RS
IR
[ PC [
LB |[UB |[TPC]|[mode

Fig. 3: Additional hardware to support virtualization of a stackamiae

3.1.5 From Subroutine Call to Trap Handling

While in User Mode, if a memory access is outside the rangendetd by LB and
UB, or if the RTU instruction is executed, the machine wilifirto the kernel. The
state of the machine after a trap is shown in Figure 4: The Ld\aB registers are
set to encompass the entire address space, preventing amgrynaccess traps from
occurring while in Supervisor mode. The Mode Bit is set to &wjsor, enabling the
normal operation of the Return To User (RTU) instruction.efrevious contents of
LB and UB are pushed onto the Data Stack, while those of IR &édre pushed onto
the Return Stack. The PC is loaded with the contents of TP@. tla@ IR is filled
with the first instruction of the trap handler. The A regiseuntouched. While in
Supervisor mode, executing RTU will perform the same stepeverse, restoring the
state of the user process.

One exception is that the saved PC and IR must be swapped lisathbandler
before executing RTU. This is so the contents of the IR argppdgdrom the Return
Stack and restored in the last cycle of RTU, since overvgitiR will immediately
begin the execution of its new contents. This could be awbimjesaving IR and PC in
the reverse order during a trap, but this complicates tragliveg as the instruction that
caused the trap would be buried under the saved PC and coudshger be directly
moved to the Data Stack for manipulation.

The net effect of these operations is to implement a subrewall whose saved
state includes the memory bounds and current instructigheotaller in addition to
the usual Program Counter. Both traps and return from teEsthe same amount of
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time and bandwidth as subroutine calls and returns: twcesyahd two loads

data MEM adr

uB) || A (IR)
(B) | | L*PS)

>~ [aro) | =

0 || 2N || TPC||Super

Fig. 4: Machine state after a trap.

3.2 Software

The core software is a minimal, Forth-like language [LaFHe kernel is composed
of functions which read input, look-up names, define named,cmpile stack ma-
chine opcodes. The main loop consists of reading the namé&iofcéion, looking it up
in a dictionary, and executing the associated code. Thie oualy itself define names
and compile code, thus extending the language kernel. Thafurther syntax.

The bare language kernel is extremely spartan and unsaifiafjeneral program-
ming, thus a number of extensions are considered “builttam’the purpose of this
project and used to create the actual system software. Bxésesions include if/else
constructs, arithmetic operations, simple strings, limeamory allocation, code com-
pilation, etc... The language kernel and its extensiongpos®a the kernel of the oper-
ating system and execute in Supervisor Mode.

3.2.1 Cycle Counter

The first extension deals with using the Cycle Counter to nreastervals. Typical
use first resets the counter (to avoid wraparound issuesgssa copy of the current
counter value, stores a copy of the final counter value dfieimeasured action, and
computes the time interval, taking internal overhead itmoant.

5 This sounds like a lot to have happen in two cycles, but nateghch stack can independently push/pop
one item per cycle, while the memory performs a load or stomy simple one-register-transfer-per-cycle
steps are assumed.
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3.2.2 Process

The structure of a user process is shown in Figure 5. The psdueader contains the
address of the previous and next process in drithg Process ID (PID) of this process,
the Upper (UB) and Lower (LB) Bounds of memory which the psxis allowed to
access, and the Entry Point of the process code.

Next
Prev
PID
UB
LB
LB Entr

Header

Code

uUB—

Fig. 5: Structure of a user process

The process extension createswa r ent _pr ocess pointer, a sequential PID
creation function, functions to allocate a process heademread/write its fields, and
process creation functions. The following code outlinesgpecification of a process:

begi n_process foo
sonme_function_1 ...
sone_function_2 ...

enter _process sonme_function_2
end_process

The functions defined inside the process compose the Cotlersethe UB and LB
fields are set to enclose it.

3.2.3 Disk Driver and Page Cache

The disk driver extension defines a single disk block buffet lalock read/write func-
tions to fill/flush the buffer. The disk driver can also prihetcontents of the block
buffer to the console.

The page cache extension translates memory addressesstoldatik number and
an offset within it. If the block is not already loaded in thefer, it fills the buffer then

returns the integer at the correct offset. Write cachingdirtgt buffer flushing are not
implemented.

6 This feature is currently unused. All tests were done usisiggle runnable process.
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3.2.4 Trap Handler

The trap handler is the top-level function in the operatipgteam kernel. It defines
an entry point for traps, some functions to save and restareegs state, system call
and trap handling functions, various range checks, andifumeto start a process and
return to it after a trap.

The trap handler’s first action is to identify the instruaticausing the trap. This
divides the traps into two types: plain traps and syscdllthd trapping instruction is
a load or a store, then the trap handler verifies that the acoghe memory location
is allowable. If so, the kernel performs the operation andrres to the process. The
whole trap is transparent to the process.

If the trapping instruction is Return To User (RTU), then kkeenel treats the trap as
a syscall. The topmost entry in the Data Stack is verified ta talid syscall number,
then used to index into a table of syscall functions. The édeperforms the syscall,
leaves its return value(s) on the Data Stack, and returretprbcess.

4 Evaluation

The performance of mode switching is evaluated by measthiegound-trip time for
a trivial syscall. Under UNIX-like systems, the simple siéds get pi d(), as it
consists of only reading a constant field in the header of tinent process.

4.1 Syscalls Under Linux

Unfortunately, the nature of syscalls under Linux has cledngince about version
2.5 of the kernel, which complicates the measurement. Befarux 2.5, the i386
syscalls used the 0x80 software interrupt. Under the Penifi(l this method suffered
a strong performance penalty [Hay02] (see [BMR] entries in Table 1 for an exam-
ple) and the syscall mechanism was moved tostheent er / sysexi t instruction
pair [Bro07][Gar06], specifically designed for fast moddtshes. This new syscall
codeis placed at a fixed address in a read-only page mappethaesd of a process’s
virtual memory. Furthermore, this page now also holds mealgi-information such as
the current time or the PID of the process, eliminating the&call outright for these
data and reducing the glibc versiongét pi d() to reading a memory location.

Thus three versions gfet pi d() must be measured: reading directly from userspace,
performing the syscall viaysent er , and via interrupt 0x80. The syscalls were mea-
sured by modifying thé at _syscal | nul | benchmark from the Imbench-3.0-a7
suite, while the direct read version was measured in a cuptogram since it is too
fast for Imbench to measute

4.2 Stack Machine Syscalls

The implementation of syscalls on the stack machine takarstdge of the fact that
RTU is a privileged instruction. A user process places tlsealy number on the Data

7 It took 40billion iterations to get a reliable measurement. The loop overvaadverified and negligible.
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Stack and executes RTU, causing a trap. The kernel, upamgstiit RTU is the cause
of the trap, jumps to the syscall. Fget pi d( ), the kernel will leave the PID on the
stack before returning to the user process.

4.3 Stack Machine Traps

As an alternative to syscalls on the stack machine, if a mokeows the address of its
PID, it can try to read it directly. Since the PID is locatedhe process header, which
is outside the memory bounds of the process code, a readmttélicause a trap. The
kernel verifies that the address is within the process’s ogatdbr and if so, performs
the read before returning to the user process.

Similarly, if the address is beyond the installed RAM, thiea ikernel translates this
address to a disk block number and an offset within it, lo&dg@shiock into a buffer
if it isn’t already, and reads the value at the block offsdbbe returning to the user
process. From the process’s point of view, the disk is orgiRAM, only slower and
persistent.

The Linux kernel does not have a similar trap mechanism,bmerhaps for page
fault handling. There was not enough time to investigate ¢tbmparison.

5 Results

The performance of mode switches on the stack machine is a@d@gainst that of
a Linux 2.6.20.6 kernel running on a 2.2 Gh&thlon 64 X2. Both machines run in
single-user mode. Time is compared as clock cycles to atvsiveay relative clock
speeds and architectural differentes

Syscalls and Traps Table 2 compares the stack machget pi d() syscall and
trap against the three versions @ét pi d() on Linux. The stack machine syscall
compares favourably against both Linux syscall mechanidrhe stack machine trap
is a little slower due to the necessity of checking the addoéshe trapping read.

The performance of the stack machine also compares faviguaghinst the sys-
tems listed in Table 1. Most notably, the syscall perforngegxaceeds that of Singular-
ity, which performs syscalls without mode switches.

The cost of a stack machine syscall can be better understpasdhiracting the
time taken by a 'null’ syscall which returns immediately mout action. This overhead
counts for 68 cycles, leaving 13 as actual work donegby pi d() . This roughly
agrees with the measured cycles for the direct read ver$ibimox get pi d() .

8 Precisely: 2211 MHz

9 This view is based on the assumption that a clock cycle reptssa basic register-transfer operation,
such as a register move or an addition, regardless of matfgasince it's ultimately constrained by physics.
This also accounts for multi-cycle pipelined operations.
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| Linux || us [ cycles| Stack || cycles| Speedup] Stack] cycles| Speedup|
int 0x80 || 0.1494| 330 || syscall 81 4.07 trap 98 3.37
sysenter|| 0.0819| 181 - - 2.23 - - 1.85
direct 0.0047 10 - - 0.12 - - 0.10

Tab. 2: Comparison ofjet pi d() performance

Disk I/0  As further comparison, Table 3 compares the time taken thoea byté°
from a buffered disk block. The Linux result comes from théénch-3.0-avat _syscal |
r ead benchmark, which repeatedly reads a byte frodev/ zer 0. The stack ma-
chine result comes from a user process sequentially readingnber of memory lo-
cations mapped to disk blocks. The first read trap causesnelkeuffer to be filled,
while subsequent traps return directly from the buffer,chhis the number reported
here.

Although the result initially seems very favourable, clasgpection of the Linux
kernel code reveals that the permission checks are doneebyittual File System
(VFS) at each read, and not when the file is opened. This, pldii@nal size checks,
differentiates the operation too much to be directly coraphle to the stack machine.
However, there does seem to be sufficient room to implemenit shecks and still
remain competitive with Linux.

Note that the stack machine time includes an integer dwisicsoftwareto map
an address to a disk block and offSetwhile the Linux kernel avoids this overhead
altogether since it keeps a position counter for an operdiid,would have the use of
a hardware divider otherwise.

| Linux || pus [ cycles| Stack] cycles| Speedup|
[ read() ] 0.2788]] 616 || trap || 105 || 5.87 |

Tab. 3: Comparison of buffered disk read performance (1 byte)

10 Actually one integer (4 bytes) for the stack machine, but théing its fundamental addressing unit,
should not be a significant difference.

11 (block number, block offset) = (quotient, remainder) = (tealdress - disk base address) / block size.
Block size is 128 (integers).
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6 Discussion

Although the comparison was more complicated than antieghd believe that there
is sufficient evidence that a stack architecture can impsygeall performance. |
find it particularly exciting that the stack syscalls wersté than those in Singularity
[HHA*07], without the need for process constraints and compite-thecks.

Despite this improvement, most of the overhead of a syscalltoap (64 cycles,
on top of the base hardware cost of four cycles) is spent #hyfftate on the stacks,
suggesting that there is room for improvement in the modé&ctimig mechanism.

However, the comparison was made in ideal conditions foln brchines. Under
a multiprogrammed load, the Linux system would suffer lanrgede switches due to
conflicts in virtual memory mappings and the consequent TuBhiés [Lie95]. On the
other hand, the flat memory of the stack machine would notsuaifiy such penalty,
having instead to do more work when communicating acrossgsses or when allo-
cating memory.

7 Further Work

The initial version of the trap handling code immediatelyeshall process state to
memory, restoring it at the end. This was found to be too thmesuming. The next
version was designed such that the state of a trapping ma@ssnot saved to memory,
but kept on the stacks for the duration of the trap.

Although faster, shuffling the state around the stacks tesscburied data and to
preserve the value of the Address Register, which is notecbguring a trap, is now
the source of most of the overhead in the trap handler.

Reduced Trap State In hindsight, the Upper and Lower Bounds registers do not
need to be pushed onto the Data Stack during a trap, as thel kéneady knows which
process was running and thus can fetch these values fromrticegs header when
checking memory accesses and before returning to user mode.

This simplification would also allow the trap mechanism tstéad save a copy of
the Address Register onto the Data Stack, avoiding manyatipas in the trap handler
to temporarily push and pop it from the stacks to preserveabse when the kernel
must access memory.

Fewer Trap Sources Another source of overhead in the trap handler is the initial
check to see which instruction caused the trap. This is usetistinguish between
syscalls, caused by Return To User (RTU), or a memory accgssdauses by loads
and stores. Having only a single trap source would elimitiz¢eneed to extract the
instruction and use it in a table lookup.

Possible candidates are RTU, which would reduce mode segittthsyscalls only,
or calls and jumps, which would trap when branching to codéénkernel or another
process. In the latter case, which flow control instructianses the trap is irrelevant,
and the kernel would only have to alter the memory boundsrbefeturning to user
mode. As long as a userspace trapping mechanism exists #itough memory trap
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or through a privileged instruction, then these changdswilbreak the virtualization
of the stack machine.

Another benefit of not having to check the trapping instarttivould be that the
trap mechanism could place the saved PC and IR on the Retack Bt the correct
order expected by RTU when returning to user mode, elinmigathe need to swap
them in the trap handler (see 3.1.5, Trap Handling).

Non-Virtual Memory Management Although the stack machine’s flat memory
model avoids the mode switching overhead of TLB flushessd aleans that processes
can never share memdAand that new memory cannot be allocated to a process except
by memory range extension. This prevents fast Inter-Peo€esnmunication (IPC)
through page sharing [HHL97] and the usuatal | oc() andf or k() behaviour.

However, the fast mode switches made possible by the sartie stachine sys-
tem, along with the fact that the kernel is actually an extdadanguage kernel, may
provide some of the flexibility lost by not having virtual mery.

For example, signalling another process could be accohgaiby placing the sig-
nal value on the Data Stack and doing a call to the remote psoedth the kernel
handling the context switch. More complex IPC would reqtive kernel to copy a
buffer across processes.

Similarly, if the normal sequential fetching of instruat®is exempted from mem-
ory traps, then a process could perform a syscall requeg@ngission to change its
memory bounds in order to operate on remote data. Once denptacess can ask the
kernel to restore its usual memory bounds. This change walidd for true shared
buffers.

This mechanism should be secure, since calls and branaheslbguarded by the
memory bounds, and attempts to 'fall through’ to hostileepthced after a process
can be thwarted by appending a syscall at the tail of a pragesseation time, just
outside of its normal memory bounds to make it inaccessibthe process.

12 unless they were contiguous and had overlapping memorydsouBut that is inflexible and complicates
process structure.
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7 Further Work
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