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ABSTRACT

Due to the everincreasingdesigncompleity and physical con-
straint in frequencyscaling chip multiprocessas are consideed
the de facto architectue baselinefor future processomeneation.

Through resouce sharing applicationsrunning on a CMP can
achieve betterresouce utilization and fasterinter-core communi-
cation, leadingto a higher overall throughputfor the entire sys-
tem. From a different perspective howerer, sud architectuesare

also more susceptiblgo Denial-of-ServicdDoS) attadks on these
shaedresouces,increasingthevulnerbility in performanceFur-

thermoe, asthe numberof coresincreasesattads similar to Dis-

tributed Denial-of-Servicg DDoS) attadks on the Internetcan be
employedo throttle theseon-chip resouceswith the presenceof

multiple maliciousapplications. In this paper we designseveral

typesof Denial-of-Servicattadks and analyzetheir impactto the
performanceof CMPs. We also sugesta few potential counter

measue techniquesto addressthesevulnembility for legitimate
applications.

1. INTRODUCTION

Continuouslyincreasinglesigncompleity andveri cation costs
are driving the microprocessoindustry to abandonthe corven-
tional frequeny designstratgly andmale a paradigmshift toward
thedesignof chipmultiprocessor§CMP) by placingmultiple cores
on a processoidie. In the meantime the designof eachproces-
sor corefor thesesystemds alsobecomingsimplerdueto mary
factssuchaslimited instruction-leel parallelismin applications,
elongatedn-diewire communicationandthe groving concernof
power consumptiorandits ensuingthermaleffect. While suchde-
signtrendgreatlyalleviatesthe designconstraintsandcontinuesto
expandMoore's law, they are,however, lesslikely to achiere de-
sirable performanceas a result of simpli ed hardware. Thus, to
realizethe full performancepotentialprovided by thesesystems,
one mustexploit the parallelismat the software level asmuchas
possiblewith or without architecturakupport.

The conceptof parallelprocessings not new, however. Indus-
trieshave beendevelopingparallelsystemdrom customizednas-
sively parallel machinesfor specialpurposecomputingto solve
speci ¢ domainproblemgo smaller moreaffordablesystembased
on symmetricmultiprocessor¢SMP) for general-purposepplica-
tions. The programmingmodelsof thesesystemsare often based
on MIMD-style. Onemajor differencebetweerthe recentMIMD
CMP designandatraditionalMIMD SMPsystenliesin thedegree
of resourcesharingamongcoresor processorsFor example,pro-
cessorsn ashared-bhsSMPsystemaregenerallydesignedo share
thefrontsidebus (FSB),whereasoresin a CMP, for they aremore
tightly coupled,canbe designedo sharethe backsidebus (BSB),

andtheir correspondindower-level memorystructures. Sharing
resourcesuchasthe L2 cacheprovidesthe advantageof reduced
inter-corecommunicatioroverhead.On the otherhand,compared
to private L2 cachedesign,which splits eachresourcesvenly for
eachcore,sharingresourcegprovidesmore e xibility to satisfydy-
namicworkloadbehaior, thusincreasinghe overall utilization ef-
ciency [17].

Mostof theexisting or proposedCMP designsharethelastlevel
cachese.g.thelL2 cachesBYy sharinginstructionsanddatain the
L2 cache,one processorcore canreadthe datavalue updatedby
othercoresby simply communicatinghroughthe L2 cachewith a
sharedbacksidebus that supportsa snoop-basedoherencepro-
tocol. As aresult, all other architecturalcomponentge.g. the
frontsidebusandDRAM) below thelL2 cacheareall shared These
sharedesourceshowever, arenever pravidedfor freeandmustbe
usedwith cautionfor performanceassurance.For example,on-
chip busbandwidthcanbeincreasedy multiplying the buswidth,
yetit increasesouting compl«ity at designtime, the numberof
metallayersat manugcturingtime, andeventuallythe power con-
sumptionof overall chip at run time. One canalsoincreasethe
bandwidthby increasingthe bus frequeng. Unfortunately it can
worsensignalintegrity, power consumptionetc. Ontheotherhand,
the L2 cachecapacitybecomesven morerestrainedvhenshared
by several cores.Increasinghe L2 cachesize,while reducingthe
capacityandcon ict missescandegradetheoverall systenmperfor
mancefor alongeraccesdateny. Givena x eddie areabudget,a
largerL2 impliesfewercoresondie,impairingtheperformanceer
mn?, a popularmetric for comparingthe effectivenessof CMPs.
Anothercommonbarrierof enlaginganL2 cacheis theincreased
power, in particular theleakagepower.

Similar to the on-chip bus, the off-chip bus bandwidthcan be
improved either by enlaging the bus width or by increasingthe
busfrequeng. Neverthelesspnemajordravbackof increasinghe
off-chip buswidth is the consequencef morel/O padsthatdo not
scalewith Moore's law. Increasingthe off-chip bus frequeng is
alsolikely to belimited by physicaldesignconstraintwhichis not
consideredhs a scalablesolution. Otherdesignalternatves such
asoptical or RF/wirelessnter-chip interconnecfl1, 19, 3, 5] were
recentlyinvestigatedor overcomingthis constraint.

Although differentways of sharingtheseresourcesanbe sen-
sitive to systemperformancethereare not too mary studiesthat
addresdssueswith respecto how to sharetheseresourcesnore
resiliently Most of the prior studiesfocusedon the impactof L2
cachespacepartitioningonoverall systenperformancgll, 12,18,

!Frontsidebusdenoteghe busbetweerthe .2 cacheandthemain
memorywhile Badsidebusrepresentthe busbetweerlL1 andL2
caches.



9,15, 14]. Whenthis effectis intertwinedwith job schedulingrom
the standpointof an operatingsystem,the problemwill become
muchmorecomplicated6]. This problemis dif cult to solve, not
only becausét is involved with somary parametershut alsoit is
not even clearwhich performancegoal we are tuning for [12, 9].
This problemis evenmorecritical in the sener farmswherea ser
vice provideris hostingseveralservicedor variouscustomersvho
paydifferentpremiums.

In this paper we investigatethis resourcesharingproblemfrom
a differentperspectie. We evaluatehow a cracler canexploit the
sharedresource®f a CMP by injecting maliciousthreadsto de-
prive resourcef legitimate applicationsand causeperformance
degradation. In essencewe study the performancevulnerability
dueto avariety of Denial-of-ServicgDoS) attackson CMPs. The
maincontritutionsof this researchincludethefollowing.

Mimicking the mindsetof craclers, we designmaliciouspro-
gramsthatvoraciouslyexhaustsharedesourceicludingboth
time (link bandwidth)andspace(memoryspace)andexamine
the performancealegradationof othernormalprocesses.

We shaw thatwell-known hardwarepropertiesuchastheLRU
algorithmandcacheinclusionpropertycanbe manipulatedy
craclersin succeedingn their maliciousintention.

We presentthat several maliciousthreadscan cooperatewith
eachotherto performa microarchitecturaDistributed Denial-
of-Service(DDoS) attack.

We proposeanddiscussseveral preliminarysolutionsto penal-
ize the maliciouscodebasedn monitoringresultson resource
utilization.

2. RELATED WORK

lyer [11] proposeda new cachemanagemerframevork to pro-
vide prioritized serviceson a CMP. He mainly focusedon the de-
sign, implementationand performanceevaluation of Quality-of-
Service(QoS) priority enforcemenmechanismsncluding cache
setpartitioning,selectve cacheallocation,andheterogeneousache
regions. This work, however, lacked an in-depthinvestigationof
priority classi cationandassignmenmechanism.

Kim et al. [12] focusedon a cachepartitioning algorithm to
provide fairnessto the processesunning on a CMP. They pro-
posedseveralmetricsandstudiedrelationshipbetweerfairnessand
throughput.Thesemetricsincludedabsoluteandrelative numbers
of cachemissesandcachemissrates.

Fedorwa etal. [6] proposedanoperatingsystemschedulingal-
gorithm to minimize the cachecontentionamongthreads. They
monitoredthe memoryre-usepatternfor eachthreadandestimated
their cachemissratesto identify and schedulesymbiotic threads
togetherfor higherthroughput.

YehandReinman[18] proposedPDAS, a physicallydistributed
NUCA L2 cachedesignwith an adaptve sharingmechanismfo
provide QoSon a CMP. They usedmissrateandIPC asa metric
to determinghe cachepartitioning.Hsuetal. [9] comparedliffer-
ent policieson performancdargets. They usedseseral metricsto
evaluatethesepolicies,including missrates,missespercycle, and
IPC. Unfortunately they foundthat overall performancevasseri-
ouslydependenbntheusedmetric,andit wasverydif cult to pick
onemetricoverthe other Ra que etal. [15] proposedan OS-level
managemendf sharedcachesn CMPs. They forcedthe cacheto
choosethe victim line basedon OS-speci edquotas. They, how-

ever, did not specifythemetricto setthe quotafor eachprocesses.

More recently QureshiandPatt [14] proposedutility-basedcache
partitioning. They usedsumof weightedIPCs,sumof IPCs,and
harmonicmeanof normalizedPCsasa metricto determinecache
sizeallocatedto eachprocess.

Note thatall above papersfocusedonly on sharedcachespace,
i.e. the capacityissue. They failed to addresshe unfair sharing
problemin interconnectiorbandwidth.Consideringhatthe band-
width of on-chipor off-chip interconnectiorbecomesnorescarce
for eachcoreasthe numberof coresgoesup in CMPs, unfair uti-
lization of the bandwidthwill eventually becomea roadblockto
scalingup performance This paperfocuseson both the cacheca-
pacityissueaswell astheoftenignoredinterconnectiomandwidth
issue.

Furthermoremostof thecraclersarevery determinecandsmart
enoughto exploit the vulnerability of partitioningalgorithmspro-
posedby prior works. For example,the IPC canbe easilyfooled
by insertingdummyinstructionsge.g.or rO = r0, r0. Themissrates
canalsobe easilymanipulatedby concoctingthe working setde-
liberately Thus, a partitioning algorithm basedon thesemetrics
may resultin a guaranteef alarge spaceto the maliciousthread
andmale theseattackamoreeffective.

In this paperwe areinterestecheitherin fairnesaorin QoSon
CMPs. In otherwords,we do not arguethatthe processoshould
always provide its bestservicesto meetall the requirementgor
applicationsRatherwe amguethatwe shouldhave, atleast,a hard-
ware mechanisnthat can detectand prevent the performanceof
our systemfrom suffering from intentional DoS attacksby well
premeditatednaliciousapplications.

3. DENIAL-OF-SERVICE ATTACKS ON A
CMP

3.1 GenericDoSAttacks

Denial-of-Servicds acommonnetwork attackmethodin which
a malicioususerintentionallymakesa ood of requestdo a tar
getedInternetservice,renderingthe victim sener unavailable to
legitimate subscribers. With this type of attack, lots of paclets
were sentto saturateonelink, exhaustthe memoryor CPU time
of the sener, over ow the buffer of the network interfacecard of
thevictim sener. Althoughlink level fairnesss strictly controlled
by Medium AccessControl (MAC) layer protocol, paclets from
one sourcecan make paclets from other sourcesunreachabldo
the sener, dueto the vulnerability of the upperlevel transmission
controlsuchasTCPSYN or UDP ood attack[4].

A ndve DoS attackis relatively easierto identify than a Dis-
tributedDoS attack. Several mechanismsvereproposedo detect
andbattleagainstDoS attacksncludingcomplex algorithmsbased
on patternmatchingthroughpaclet monitoring. A DDoS attack,
however, is very dif cult to detectasin this casemultiple hosts
(sometimesat differentlocations)arecompromisedo exhaustthe
resource®f thevictim sener by the samegroupof craclers.Each
connectiorestablishedy the compromisednachinedbehaesex-
actlylikeanormalusemakingalegitimaterequesalthoughaggre-
gatedrequestgrom thesecompromisednachinesanoverwhelm
the capacitythevictim sener cansustain.

ThecorventionalDoS attackson the Internetexploit anddevour
sharedyet limited resourcesn anillegal, unexpectedmanner The
network bandwidth,sener CPUtime, or sener memoryandbuffer
spaceoffered by the serviceproviders are ahusedand completely
consumedy thecraclers. This obsenationmotivatesour studyon
a CMP which ensembles scaleddown replicawith sharedback-
sidebus andfrontsidebus bandwidth,cachespaceandCPUtime.
Whena maliciouscodeis launchedon one or multiple coresof a
CMP, the CMP will sufer from a similar availability issue. Note
that suchan attackby natureis very differentfrom fairnessissue
duringresourceallocation. The problemis muchmorecomplicated
asthefairnesamustbeguaranteeanly for legitimateapplications.



3.2 Micr oarchitectural DoS Attack

To the bestof our knowledge, thereare two relatedworks re-
gardingvulnerability of microarchitecturatesourcesthe rst one
exploitsthesharedesourcedn asimultaneousnultithreadingpro-
cessoSMT) [7]; thesecondnediscussedeatdissipatiorandits
implication on performancen a processowhena maliciouscode
continuouslyexerciseshe sameportion of a processoto triggera
thermalalarmandits protectionmechanisnmsuchasthrottling the
executionor scalingdown the frequeny [8]. Sincean SMT is a
moretightly-coupledsharedarchitecturehana CMP, a threadon
anSMT canharmthe performancef otherthreadsnoreseriously
by occupying executionunits aggressiely, ushing the pipeline,
ushing the tracecache,etc[7]. However, lower-level sharedre-
sourcesuchasbusbandwidthandmemoryspacenasbeenignored
in previousworks. In this paperwe will shav thatattacksagainst
theseresource®n a CMP (and/oran SMT) canalsobe serious.

FurthermorenotethataDoSattackonaCMPis clearlydifferent
from thaton a shared-bs SMP systemasfollows:

Higher level memorystructureandinterconnectire sharedon
a CMP while they areisolatedanddedicatedo eachprocessor
on an SMP. Consequentlya procesgunningon a CMP needs
to accesghe sharedresourcesnorefrequently For example,
a processor threadrunningon a CMP will accesshe shared
backsidebusuponevery L1 cachemiss. Thesameprocessun-
ning on an SMPR, however, only accessethe sharedfrontside
bus uponevery L2 cachemiss,a muchrarereventthana L1
cachemiss. Thus, processesunningon a CMP are moresus-
ceptibleto DoS attacks.

The main memory(a sharedresourceon an SMP) is a larger
structurethanthelastlevel cachgasharedesourcemnaCMP).
Thus,it is dif cult for maliciousthreadson an SMPto occupy
a large amountof main memoryspacefastenoughto perform
DoSattacks.

Coresona CMP sharethelastlevel cachewhile processorsn
an SMP sharethe main memory Thekey differences thatthe
allocationto andeviction from thelastlevel cacheof eachcache
line is determinedy thehardware,e.g.the LRU algorithm,yet
the allocationto and eviction from the main memoryof each
memorypageis fully handledby the operatingsystem,which
is notprecitablefrom thestandpoinbf maliciousthreadsThus,
SMPsarelessvulnerableto DoS attacks.

4. TYPES OF ATTACKS

In thissectionwe describevariousmaliciousprogramslesigned
by usto exploit the performancevulnerability In our explanation,
we rst de ne the processorrchitectureusedin the experiments
andthenshov several attackmechanisms— attacksagainstthe
backsidebus bandwidth theL2 cache andthefrontsidebusband-
width. Furthermorewe presenta few moreelaboratemethods—
LRU andinclusionpropertyaware attacksandattacksthat exploit
locking protocol.

4.1 CMP Model

Our CMP model,a quad-coresystem;is illustratedin Figurel.
Thel1l instructionanddatacachesreprivate,32KB each.A 2MB
L2 cacheis sharedby all processorcores. Similar to the Intel
Core™ microarchitecturethe backsidebus is setto 256 bits run-
ning at full processospeed. The detailedspeci cationis shavn
in Tablel.

Eachcoreaccessethesharedacksidebusuponevery L1 cache
missandwe assumehatbus arbitrationis controlledby anarbiter
thatis capableof providing bus accesdairnessto all cores. Each
core hasits own Miss StatusHandler Register (MSHR) for han-

Core 0 Core 1 Core 2 Core 3

MSHR MSHR MSHR MSHR MSHR MSHR MSHR MSHR
Shared Backside Bus

Shared L2 Cache

MSHR
Shared Frontside Bus

Figure 1: Experimental CMP Model

Clockirequenyg 2.0GHz
Numberof cores 4
Instructionissuewidth 3

L1 T$ (percore) 2-way setassociatie
32KB cachewith 64Bline
1 cycle hit latengy

2-way setassociatie
32KB cachewith 64Bline
1 cycle hit latengy
8-entryMSHR
DataBusbandwidthbetween| 64 GBps

L1 D$ andL2$ (shared) (2GHz* 256bit)

L1 D$ (percore)

L2% (shared) 8-way setassociatie
2MB cachewith 64B line
14 cycle hit lateny
1 sharedV'SHR

Busbandwidthbetween 16 GBps

L2% andDRAM (shared)

DRAM Tateny (shared) 100ns

Table 1: Processorcon guration

dling L1 missesasin mostcornventionalprocessor$o provide non-
blockingcachefunctionality Theshared.2 cachecontaingts own
MSHR sharedby all cores.Thefrontsidebusis modeledsimilarto
thefrontsidebus of thelA-32 architecture.

4.2 Attack againstBSB Bandwidth

The rst maliciouscodeis designedo thrashthe bandwidthof
thebacksidebus. To saturatethis bus,we needto generatd_1 data
cachemissesasfrequentlyaspossible becausehis busis usedas
the communicatiorchannebetweerntheL1 andthelL2. To gener
ateL1 missesasmary andasfrequentlyaspossible pur malicious
code shouldbe very ef cient to be aggressie enough. In other
words,the MSHR of acorerunningthe maliciouscodemustbeal-
waysfully occupied.To meetthis requirementthe maliciouscode
is written with assemblylanguageand well optimizedby avoid-
ing L1 instructioncachemiss,remoring the side effect of branch
mispredictiorasmuchaspossibleremoving theinstructiondepen-
deny while generatingan L1 datacachemissalmostevery cycle,
andminimizingresponséme from thelowerlevel memorysuchas
pagefaults.Notethatthelastrequirements oneof themostimpor
tant criteria. Without it, we will be unableto completelysaturate
thebacksidebusevenwith a lled MSHR.

The pseudocodeof this attackis listed in Figure2. The code
constantlyloadsdatafrom a 64KB arraywith a stridesizeof 64B,
which is equialentto the L1 line size. Note that the entire data
memoryfootprinttraversedoy this codeis 64KB, twicethelL 1 data
cachesize. ldeally, the accesgatternof this codewill incur an
L1 datacachemissfor eachload instructionregardlessof the set
associatiity of theL1 datacache.

As wewill shaw laterin thediscussiorof the simulationresults,
someinterestingbehaior of this codeis obsered. Eventhough



allocate 64KB array

mov $2, (pointer to this array)

mov $3, (pointer to this array
L1:

w $22, 0($2)

w $22, 64(%$2)

lw $22, 128($2)

w $22, 32704($2)
w $22, 0($3)

w $22, 64($3)
w $22, 128($3)

W $22, 32704($3)
jmp L1

+ 32K)

Figure 2: Pseudocodefor the attack againstthe backsidebus

we hand-craftedhis codeto generatean L1 missfor eachloadin-
struction,this codedoesnot generatecachemissesasfrequentas
we have expected.Thereasoris thatthebacksidebusis oftensatu-
rated leaving the processoincapableof postingincessanmmemory
request®nthebus. As such thecodenotonly degradegheperfor
manceof itself, the bus thrashingalsoimpairsthe ability of other
CMP coressharingthe samebacksidebusfrom gainingbusaccess,
resultingin poorperformancedor all workloads.

4.3 Attack againstthe L2 Cache

The secondmaliciouscodeis designedo sweepthroughthe L2
cachespaceasquickly aspossible Usingthis attack,themalicious
threadgeneratealargenumberof L1 misseghatwipe outthefoot-
print of the victim process.Consequentlythe victim processsuf-
fersfrom a higherL2 missrate. To male this attackeffective, the
maliciouscodeshouldgeneratd.1 datacachemissesfastenough
sothatit obsoleteshethelL2 cachdinesloadedby thevictim pro-
cessmore quickly. To meettheserequirementswe designedhe
malicious codesimilar to the one describedn Section4.2. The
only differenceis thata larger memoryfootprintis used— 2MB,
thesizeof theL2 cache Becausehis codeinherentlysaturateshe
backsidebusdueto frequentL1 cachemissesthe codeis expected
to degradethe performanceof the victim processmore seriously
Notethatthis attackmight not behae exactly aswhatwe have ex-
pectedfor most processore&mplg/ physically-indeed L2 cache.
Neverthelessye do not expectit alleviatesthe vulnerability asin
typical situationthe operatingsystemdoesnot allocatepagesin
randomorder

4.4 Attack againstthe FSB Bandwidth

Similarto thetechniqugor blackart)in Sectiord.2thatthrashes
the backsidebus, to saturatethe frontside bus, a maliciouscode
needsto generatd_2 cachemissesasfrequentlyaspossible. The
only differencefrom previous code is the memory footprint re-
quired,which is now 4MB, twice of the L2 cachesize. Note that
thisattackalsosweepshroughtheentireL2 cachespaceandcould
saturatehe backsidebus bandwidthwhencontrived properly

4.5 LRU and Inclusion Property Aware At-
tack

Thefourth type of attacksis a variationof the secondattackde-
scribedin Section4.3. Insteadof sweepinghe cachewith a stride
of 64B as shavn in Figure 3(a), this attacksuccessiely sweeps
eachcachesetas shavn in Figure 3(b). Note that, with the L2
cachecon guration shavn in Table 1, all memoryaccesse® the
addresx + n  2'® aremappedo the sameset. For example,ac-
cessesotheaddres®, 1 28,2 28 3 218 4 28 5 218 g 218
and7 28 areall mappedo set0. Thepseudaodefor thisattack
for our8-way L2 cacheshavn in Figure4, successiely loadsdata
from theseaddresseby usingeightregisters($18to $25), sothat

64 Bytes
PRl

seto | I I I I I I I |
st | | 74 |4 | I | | I |
|
|

set2 | i/ i/ I I I I I

sas [ | — i
Sew!iz::zHL\ : I : I : I ; I : |

Seto | H
L
1T

set1 |

Set2 | H

Ses | I

SetN | Il

(b) LRU andinclusionpropertyawareattack

Figure 3: LRU and inclusion property aware attack

allocate 2MB array
mov $7, (pointer to this array)
mov $10, )
add $11 = $10, 218
add $12 = $11, 28
add $17 = $16, 28
add $18 = $10, $7
= $11, $7

add $19

add $25 = $17, $7
L1:

lw $26, 0($18)

lw $26, 0($19)

W $26, 0($25)
w $26, 64($18)
W $26, 64($19)

W $26, 64($25)

w $26, 4032($18)
w $26, 4032($19)

w $26, 4032($25)
offset increase  or reset
jmp L1

Figure 4: Pseudocode for the LRU and inclusion property
aware attack

cachdinesloadedby thevictim processcanbeeventuallyevicted.
Onceit successfullyevicts thoselines, it attacksthe next setby
changingthe offset.

Consideringhefactsthat(1) thecacheanclusionpropertyshould
be maintainedfor an ef cient coherencerotocolimplementation,
and (2) the LRU policy always evicts the leastrecentlyaccessed
cacheline — if a cracler successiely accesseshe samecache
setwith differentaddresshe ensureshat L2 cachelines of the
victim coreis evicted, and that the L1 cachelines of the victim
coreis alsoinvalidated. Therefore the victim corewill accesshe
backsidebus andthe L2 cachemuch more often, which degrades
the performancef the applicationrunningon thevictim core.

4.6 Attack Using Locked Atomic Operation

To implementthe atomic operation,a Read-Modify-Writein-
structionis typically providedin commercialprocessorso implic-
itly lock thebus[10, 2]. If amaliciouscodecansuccessfullyjock
the bus, otherprocessesunningin othercoresmustwait until the
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Figure5: DoSvulnerability dueto differ ent attacks

buslock is releasedIn our experimentswe assumehatthe hard-
wareimplementatiorof this operationocksthe backsidebus until
the datais returnedfrom the L2. Normal load operationsof the
rst, secondandthird maliciouscodesdiscussearlieraresubsti-
tutedwith locked atomicoperationgo generateaggressie locked
atomicoperations.

4.7 Micr oarchitectural DDoS Attack

Similar to the attackmodelsfoundin corventionallnternet,we
alsoforeseethe possibility of the DistributedDenial-of-Serviceat-
tacksin a future mary-core processorsystem. Thesemalicious
codescan be scheduledsimultaneouslyand cooperatewith each
other DDoS attacksareexpectedo increasehelateny of acquir
ing the backsidebus, and may consume(andvoid) the L2 cache
spacemoreaggressiely. In ourexperimentsye runseveralthreads
of codeddiscussegbreviously to simulateDDoS.

5. EXPERIMENTAL RESULTS

5.1 Simulation Environment

We experimentedheseattacksonthe SESCsimulator[16]. The
latestSPECCPU20068benchmarkprogramsareusedasvictim ap-
plicationsto beattacled by the maliciouscodes> Our CMP model
wasdescribedn Sectiond.1. Our simulationresultsweregathered
by executing100million instructionsof eachvictim applicationaf-
ter skippingthe rst ve billion instructions. The link bandwidth
andcontentionof eachbus aremodeledwith anassumptiorof the
arbitrationlateng to be zero. Note that this is an optimistic as-
sumptionin termsof performancempact. In reality, the perfor
mancedegradationdue to contentionwith maliciousthreadswill
be greaterdueto thearbitrationlateng.

5.2 Simulation Results

Figure 5 shaws the performanceresultson DoS vulnerability
The baselinelPC wasmeasuredvhenonly the victim application
is runningon the CMP. In this case,3 out of 4 coresareidle. The
graphshavsthenormalizedPC resultsfor avictim applicationex-
ecutedbnonecoretogethemwith onemaliciouscoderunningonan-
othercoreunderdifferentattackingscenariosWe variedthetypes
of attacksto demonstratéhe performancevulnerability of differ-
entresourceskFor example,L/B/1 containsl maliciousthreadthat
usesnormalL oadinstructionsto attackthe Backsidebus. Table2
detailstheacrorymsusedin thelegend.

As shawn in Figure5, by runningone single maliciousthread,
the performanceof the victim applicationcan be degradedby as
muchas91%. In generalthe performancesensitvity is highly de-
pendenbn the programbehaior. For instancemcf hasbeenlong
known for its poor memoryperformanceon someparticularindi-
rectload instructions. By attackingall memory-relatedesources

2Benchmarkprogramswrittenin Fortranor usingunsupportegys-
temcallsby SESCsimulatorareexcludedfrom the simulation.

[instruction]/[resourcel# of attaclers]

[instruction]
L: attackusingnormalLoadinstruction
A: attackusinglocked Atomic instruction

[resource]
B: BSB attack
L: BSBandL2 spaceattack
F: BSB, L2 spaceandFSBattack

[# of attaclers]
1: Onemaliciousthread
2: Two maliciousthreads
3: Threemaliciousthreads

Table 2: Attack Acronyms

suchasthe backsidebus, frontsidebus and L2 spacecan further
reduceits performancesubstantiallyas shavn in Figure5. Fig-
ure 6(a) shavs the L1 missrate of eachbaselinevictim applica-
tion to provide moreinsight to the vulnerability As expected,it
is clearly obsered thatthe applicationswith higherL1 missrates
are usuallymore vulnerableto the attacksasthey needto access
thesharedesourcesnoreoften. In otherwords,thoseapplications
demonstraténigh locality and can betterendurememorylateng
will belesssusceptibléo suchDoS attacksin CMPs. In addition,
we alsofoundthatour LRU andinclusion propertyaware attacks
canslightly, thoughnot seriously increasehe L1 missratesof the
victim processn mostof the casesmakingthe victim application
morevulnerableto the attack. Futureworkloadscontaininglarger
working set (e.g. RMS [13] adwocatedby Intel) will clearly be
morevulnerableto the DoS attack.

Anothercleartrendis thatthe performancef thevictim process
with a higherL2 missrate (Figure6(b)), e.g. astar andlibquan-
tum, is not affectedtoo much by the attackagainstthe L2 cache
spaceAs theseapplicationglo not needthe cachdine again,once
it is evictedfrom the L1 cache their performancas lesssensitve
to the L2 cachespacethatthey occuypy.

Also from the gure, it is interestingto nd thatlocked Atomic
operationsarevery destructve whenthey areimproperly usedby
the craclers. As suggestedby Intel developers manual[10], fre-
guentuseof theseoperationss notrecommendeébr performance
reasonsWorseyet, craclerscandeliberatelyexploit this property
to satisfytheirgoals.

As expected,attackingthe backsidebus bandwidthandthe L2
spaceogetherdegradeghe performancenorethansimply attack-
ing the backsidebus bandwidth. Neverthelessattacksthat target
thefrontsidebusbandwidthappeato belesseffective in Figure5s.
Ouranalysisshavsthatit is dueto thelower performancef theat-
tackingthread.Becausehe DRAM memorylateng is fairly long,
the MSHR is quickly lled by theselong lateny operations.As
such, the attackingthreadfails to thrashthe backsidebus band-
width andthe L2 spacemoretimely, makingtheseresourcesnore
availableto thevictim application.
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Figure 6: Miss rate of the baselinevictim process

Simulationswith more than one attackingthreadare also per
formedto investigatethe vulnerability undera DistributedDoS at-
tack. Figure 8(a) shaws the normalizedIPC numbersas a result
of attackingthe backsidebus usingone,two andthreemalicious
threadsFirstof all, we foundthe IPC resultsof differentattacking
threaddn eachsimulationscenaricarealmostsame.This suggests
thateachcoreaccessethe busin a fair mannerin our simulation
ervironment. In spite of fair accesseshe victim processsufers
from thelongerlateny causedy thesaturatedacksidebusband-
width. The simulationresultsshav thatall victim processesun
slower asthe numberof attackingthreadsincreases.This is very
obvious becausehe probability thatthe victim processs allowed
to accesghe bus is getting smallerwith more maliciousthreads
running.

Unlike the attackto the backsidebus, it is not alwaystruethata
DDoSattackis moreeffective thana DoS attackwhentheattackis
targetedo boththebacksidebusandthelL2 cachespace For exam-
ple, asthenumberof maliciousthreadsncreasesthe performance
degradationof sjeng decreasedyut thatof mcf increasesasshavn
in Figure8(b) andFigure8(c). Note that this type of attackby a
singlethreadis alreadysaturatinghe backsidebusandevicting an
L2 cacheline loadedby the victim process.Consequentlythere
is no big adwvantagewith moremaliciousthreads.Consideringhe
factthattheseattacksare more effective only whenthe malicious
threadsevict a cachdline, eitherfrom the L2 cacheor from thelL1
cacheof thevictim core,whichthevictim coreneedgo accessthe
effect of eachattackis nothighly predictable Thatis why aDDoS
attackcannotalwaysbe moreeffective thana DoSone.

A DDosS attackcanwork very well if the goal of the malicious
threadss to saturatehe frontsidebus andtheir higherlevel mem-
ory resourcesAs statedbefore,this attackdoneonly by onema-
licious threadsuffers from an over ow in the MSHR, thusit can-

not exhaustthe backsidebus bandwidthand L2 cachespaceef-
ciently. As the numberof maliciousthreadsincrease however,
it becomegnoredif cult for the victim to receve enoughuse of
theseresources.That explainswhy a DDoS attackworks well in
bringing down the performanceof the victim applicationshavn
in Figure8(d).

6. SUGGESTEDSOLUTIONS

6.1 Monitoring Functionality on Utilization of
Shared Resources

Puresoftwaresolutionssuchascommerciavirus scannearenot
effective for microarchitecturaDoS or DDoS, becausenalicious
threadscandegradethe performancef this software,too. Further
more, it is very easyto write variationsof theseattacks,making
the signature-basedetectionmechanisméessuseful. Rather we
needanadaptve solutionto solwe this problembasedon real-time
monitoring. To detectmalicious,atypical behaior, the hardware
atleastneedso monitor the utilization statusof sharedresources,
andprovidesappropriaténformationsuchasbusutilization, cache
sharingetc. Onemajorresearctthallengsés to identify anddiffer-
entiatea maliciousprocesgrom othernormalworkloads.

6.2 Dynamic Miss StatusHandler Register

From our experiencef crafting maliciouscodesandobsera-
tion on the simulationresults,for maliciouscodesto succeedthe
backsideébusshouldbesaturatedThisis evidentsincethebackside
busis the sharedresourcehat every requesto lower-level shared
resourcesuchasthe L2 or the frontsidebus mustgo through. A
successfumaliciouscodeshouldgeneratd 1 cachemissesasfre-
quentlyaspossibleto dispatchenoughrequestgo thesesharedre-
sources.Thus,to prevent DoS attacks,onepossiblesolutionis to
throttlethe memoryactiity of themaliciouscode.

In a uni-processoervironment,this bandwidthis dedicatedo
only one processat a given time. Thus, the numberof entries
of MSHR is typically designedo fully utilize the available band-
width. However, in a CMP whereseveral cores(and several pro-
cesseskharethe samebus, architectsneedto develop somemi-
croarchitecturdevel solutionsto dynamicallyadaptthe available
bandwidthfor thelegitimateprocesses.

Onepotentialsolutionwe areinvestigatings to adaptvely adjust
thethenumberof outstandingnemoryrequestdasedntheband-
width utilization and/orcachespaceutilization, which we call Dy-
namicMSHR (DMSHR) .2 DMSHR, asshawn in Figure7(b), can
be implementedby addingsomesimplelogic to aregular MSHR.
By monitoringthe bus bandwidthutilization, the processodeter
minesthe numberof MSHR entriesdynamically If a DMSHR
is servicingmorerequestghanthis decision,a full signalwill be
setto the DMSHR to deferfurther requestdo the processor For
example,if it is monitoredthat the bus hasbeensaturatedanda
suspicioughreadconsume®0% of the bus bandwidth,the maxi-
mum numberof DMSHR entriesallowed to the corerunningthe
suspicioughreadcanbedecreasetb throttlethe aggressie mem-
ory accesses.

Because late DoS detectiondoesnot affect the functionalcor
rectnessthe nev MSHR full signaldoesnot needto wait for the
decisionmadeat the currentcycle. Thus,the new logic compo-
nentsincluding the counterand the comparatorshouldnot affect
thelateny of anMSHR full signalfrom theview of the processor
Comparedo a corventional MSHR full signalas shawvn in Fig-

3A centralizeccontrollersuchasa bus arbitermight be ableto do
thisjob too. But a centralizeccontrolwill notbeef cient whenthe
numberof coresincreasesn thefuture.
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Figure 7: Dynamic MSHR

ure7(a), DMSHR introducesonly oneadditionalOR gatelateng,
whichis notexpectedo affectthelatengy of the MSHRfull signal.
Themajorchallengewith this approachis how to accuratelyde-
tectthe maliciouscodeandhow to adaptvely controlthe number
of MSHR entriesof the corerunningthe maliciouscode. We are
presentlyinvestigatingmethodgo achieve this.

6.3 OSLevel Solution

This problemcan also be supervisedand mitigated by the op-
eratingsystem. The systemadministratormay set somepolicies
on the limit of resourceutilization, and let the OS preemptiely
evict the processeshat appearto be malicious. But this solution
cannotbe free from the falsealarmproblem. For example,a nor
mal, memory-boungrocescanbemistalenasamaliciousthread.
Again, similarto whatwasdiscussedh Section6.2,moreresearch
is neededo realizea moreaccurateletectiormechanism.

Another OS level solutionis adoptingdifferentpoolsbasedon
resourceusagepattern.For example,an OS canallot anddispatch
processeito two differentpoolsby trackingthe dynamicuseof
resourcedy eachprocess:onefor the applicationswhich require
a small amountof resourcesand anotherfor thosewhich require
a large amountof resourcesBy having two separatgools,it can
guarantee fasterturnaroundtime for the processeshat are less
resourcebound.

7. CONCLUSION AND FUTURE WORK

Due to resourcesharingamongprocessoicoresin a CMP, the
performancef eachprocesss highly dependentn the amountof

resourcesllocated. Thereforejf theseresourcesreexhaustedy
maliciousthreads the performanceof the overall systemwill be
seriouslydegraded.The maliciousthreadswe designedn this pa-
perdegradedthe performanceof a legitimate applicationby up to
91%onaCMP Furthermoreseveralthreadscanbeorganizedn a
DDoS manneranddegradeperformancevhenrunningsimultane-
ously
DoSvulnerabilityonadifferentintra-chipinterconnectiortiopol-
ogy, suchasembeddeding, or network-on-chipin future mary-
core processorswould be worth researching.Due to distributed
arbitrationnatureof ring architecture the bandwidthof the ring
would bemorevulnerableto the attack.Network-on-chip,wherea
large numberof buffersareusedin coresandrouters,is alsomore
susceptibleo DoS attacks. Techniquego identifying thesemali-
ciousattacksandsolutionsfor differentcon gurationsof intra-chip
interconnectiowill beinvestigatedn our futurework.
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Figure 8: Distrib uted DoSvulnerability dueto differ ent attacks



