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ABSTRACT
Due to the ever-increasingdesigncomplexity and physicalcon-
straint in frequencyscaling, chip multiprocessors are considered
thede factoarchitecture baselinefor future processorgeneration.
Through resource sharing, applicationsrunning on a CMP can
achieve betterresource utilization and fasterinter-core communi-
cation, leading to a higher overall throughputfor the entire sys-
tem. Froma differentperspective, however, such architecturesare
alsomore susceptibleto Denial-of-Service(DoS)attackson these
sharedresources,increasingthevulnerability in performance. Fur-
thermore, asthenumberof coresincreases,attackssimilar to Dis-
tributedDenial-of-Service(DDoS)attacks on the Internetcan be
employedto throttle theseon-chip resourceswith the presenceof
multiple maliciousapplications. In this paper, we designseveral
typesof Denial-of-Serviceattacksandanalyzetheir impactto the
performanceof CMPs. We also suggesta few potential counter-
measure techniquesto addressthesevulnerability for legitimate
applications.

1. INTRODUCTION
Continuouslyincreasingdesigncomplexity andveri�cation costs

are driving the microprocessorindustry to abandonthe conven-
tional frequency designstrategy andmake a paradigmshift toward
thedesignof chipmultiprocessors(CMP)by placingmultiplecores
on a processordie. In the meantime,the designof eachproces-
sor corefor thesesystemsis alsobecomingsimplerdueto many
factssuchas limited instruction-level parallelismin applications,
elongatedon-diewire communication,andthegrowing concernof
power consumptionandits ensuingthermaleffect. While suchde-
signtrendgreatlyalleviatesthedesignconstraintsandcontinuesto
expandMoore's law, they are,however, lesslikely to achieve de-
sirableperformanceas a result of simpli�ed hardware. Thus, to
realizethe full performancepotentialprovided by thesesystems,
onemustexploit the parallelismat the softwarelevel asmuchas
possiblewith or withoutarchitecturalsupport.

Theconceptof parallelprocessingis not new, however. Indus-
trieshave beendevelopingparallelsystemsfrom customizedmas-
sively parallel machinesfor specialpurposecomputingto solve
speci�c domainproblemsto smaller, moreaffordablesystemsbased
on symmetricmultiprocessors(SMP)for general-purposeapplica-
tions. Theprogrammingmodelsof thesesystemsareoften based
on MIMD-style. Onemajordifferencebetweenthe recentMIMD
CMPdesignandatraditionalMIMD SMPsystemliesin thedegree
of resourcesharingamongcoresor processors.For example,pro-
cessorsin ashared-busSMPsystemaregenerallydesignedto share
thefrontsidebus(FSB),whereascoresin aCMP, for they aremore
tightly coupled,canbedesignedto sharethebacksidebus(BSB),

andtheir correspondinglower-level memorystructures.1 Sharing
resourcessuchastheL2 cacheprovidestheadvantageof reduced
inter-corecommunicationoverhead.On theotherhand,compared
to privateL2 cachedesign,which splits eachresourceevenly for
eachcore,sharingresourcesprovidesmore�e xibility to satisfydy-
namicworkloadbehavior, thusincreasingtheoverallutilizationef-
�ciency [17].

Mostof theexistingor proposedCMPdesignssharethelastlevel
caches,e.g. theL2 caches.By sharinginstructionsanddatain the
L2 cache,oneprocessorcorecanreadthe datavalueupdatedby
othercoresby simply communicatingthroughtheL2 cachewith a
sharedbacksidebus that supportsa snoop-basedcoherencepro-
tocol. As a result, all other architecturalcomponents(e.g. the
frontsidebusandDRAM) below theL2 cacheareall shared.These
sharedresources,however, arenever providedfor freeandmustbe
usedwith cautionfor performanceassurance.For example,on-
chipbusbandwidthcanbeincreasedby multiplying thebuswidth,
yet it increasesrouting complexity at designtime, the numberof
metallayersat manufacturingtime, andeventuallythepower con-
sumptionof overall chip at run time. One can also increasethe
bandwidthby increasingthe bus frequency. Unfortunately, it can
worsensignalintegrity, powerconsumption,etc.Ontheotherhand,
theL2 cachecapacitybecomesevenmorerestrainedwhenshared
by severalcores.IncreasingtheL2 cachesize,while reducingthe
capacityandcon�ict misses,candegradetheoverallsystemperfor-
mancefor a longeraccesslatency. Givena �x eddie areabudget,a
largerL2 impliesfewercoresondie,impairingtheperformanceper
mm2 , a popularmetric for comparingthe effectivenessof CMPs.
Anothercommonbarrierof enlarging anL2 cacheis theincreased
power, in particular, theleakagepower.

Similar to the on-chipbus, the off-chip bus bandwidthcan be
improved either by enlarging the bus width or by increasingthe
busfrequency. Nevertheless,onemajordrawbackof increasingthe
off-chip buswidth is theconsequenceof moreI/O padsthatdonot
scalewith Moore's law. Increasingthe off-chip bus frequency is
alsolikely to belimited by physicaldesignconstraint,which is not
consideredasa scalablesolution. Otherdesignalternativessuch
asopticalor RF/wirelessinter-chip interconnect[1, 19, 3, 5] were
recentlyinvestigatedfor overcomingthis constraint.

Although differentwaysof sharingtheseresourcescanbe sen-
sitive to systemperformance,therearenot too many studiesthat
addressissueswith respectto how to sharetheseresourcesmore
resiliently. Most of the prior studiesfocusedon the impactof L2
cachespacepartitioningonoverallsystemperformance[11,12,18,

1FrontsidebusdenotesthebusbetweentheL2 cacheandthemain
memorywhile BacksidebusrepresentsthebusbetweenL1 andL2
caches.



9, 15,14]. Whenthiseffect is intertwinedwith job schedulingfrom
the standpointof an operatingsystem,the problemwill become
muchmorecomplicated[6]. This problemis dif�cult to solve,not
only becauseit is involvedwith somany parameters,but alsoit is
not even clearwhich performancegoal we aretuning for [12, 9].
This problemis evenmorecritical in theserver farmswherea ser-
viceprovider is hostingseveralservicesfor variouscustomerswho
paydifferentpremiums.

In this paper, we investigatethis resourcesharingproblemfrom
a differentperspective. We evaluatehow a cracker canexploit the
sharedresourcesof a CMP by injecting maliciousthreadsto de-
prive resourcesof legitimateapplicationsandcauseperformance
degradation. In essence,we study the performancevulnerability
dueto a varietyof Denial-of-Service(DoS)attackson CMPs.The
maincontributionsof this researchincludethefollowing.

� Mimicking the mindsetof crackers,we designmaliciouspro-
gramsthatvoraciouslyexhaustsharedresourcesincludingboth
time(link bandwidth)andspace(memoryspace)andexamine
theperformancedegradationof othernormalprocesses.

� Weshow thatwell-known hardwarepropertiessuchastheLRU
algorithmandcacheinclusionpropertycanbemanipulatedby
crackersin succeedingin their maliciousintention.

� We presentthat several maliciousthreadscancooperatewith
eachotherto performa microarchitecturalDistributedDenial-
of-Service(DDoS)attack.

� We proposeanddiscussseveralpreliminarysolutionsto penal-
ize themaliciouscodebasedon monitoringresultson resource
utilization.

2. RELATED WORK
Iyer [11] proposeda new cachemanagementframework to pro-

vide prioritizedserviceson a CMP. He mainly focusedon thede-
sign, implementationand performanceevaluationof Quality-of-
Service(QoS) priority enforcementmechanismsincluding cache
setpartitioning,selectivecacheallocation,andheterogeneouscache
regions. This work, however, lacked an in-depthinvestigationof
priority classi�cationandassignmentmechanism.

Kim et al. [12] focusedon a cachepartitioning algorithm to
provide fairnessto the processesrunning on a CMP. They pro-
posedseveralmetricsandstudiedrelationshipbetweenfairnessand
throughput.Thesemetricsincludedabsoluteandrelative numbers
of cachemissesandcachemissrates.

Fedorova et al. [6] proposedanoperatingsystemschedulingal-
gorithm to minimize the cachecontentionamongthreads. They
monitoredthememoryre-usepatternfor eachthreadandestimated
their cachemiss ratesto identify andschedulesymbiotic threads
togetherfor higherthroughput.

YehandReinman[18] proposedPDAS, a physicallydistributed
NUCA L2 cachedesignwith an adaptive sharingmechanism,to
provide QoSon a CMP. They usedmissrateandIPC asa metric
to determinethecachepartitioning.Hsuetal. [9] compareddiffer-
ent policieson performancetargets. They usedseveral metricsto
evaluatethesepolicies,includingmissrates,missespercycle,and
IPC. Unfortunately, they foundthatoverall performancewasseri-
ouslydependentontheusedmetric,andit wasverydif�cult to pick
onemetricover theother. Ra�que et al. [15] proposedanOS-level
managementof sharedcachesin CMPs. They forcedthecacheto
choosethe victim line basedon OS-speci�edquotas.They, how-
ever, did not specifythemetricto setthequotafor eachprocesses.
More recently, QureshiandPatt [14] proposedutility-basedcache
partitioning. They usedsumof weightedIPCs,sumof IPCs,and
harmonicmeanof normalizedIPCsasa metricto determinecache
sizeallocatedto eachprocess.

Note thatall above papersfocusedonly on sharedcachespace,
i.e. the capacityissue. They failed to addressthe unfair sharing
problemin interconnectionbandwidth.Consideringthattheband-
width of on-chipor off-chip interconnectionbecomesmorescarce
for eachcoreasthenumberof coresgoesup in CMPs,unfair uti-
lization of the bandwidthwill eventually becomea roadblockto
scalingup performance.This paperfocuseson both thecacheca-
pacityissueaswell astheoftenignoredinterconnectionbandwidth
issue.

Furthermore,mostof thecrackersareverydeterminedandsmart
enoughto exploit thevulnerabilityof partitioningalgorithmspro-
posedby prior works. For example,the IPC canbe easilyfooled
by insertingdummyinstructions,e.g.or r0 = r0, r0. Themissrates
canalsobe easilymanipulatedby concoctingtheworking setde-
liberately. Thus,a partitioningalgorithm basedon thesemetrics
may result in a guaranteeof a large spaceto the maliciousthread
andmake theseattacksmoreeffective.

In this paper, we areinterestedneitherin fairnessnor in QoSon
CMPs. In otherwords,we do not arguethat theprocessorshould
always provide its bestservicesto meetall the requirementsfor
applications.Rather, wearguethatweshouldhave,at least,ahard-
ware mechanismthat can detectand prevent the performanceof
our systemfrom suffering from intentionalDoS attacksby well
premeditatedmaliciousapplications.

3. DENIAL­OF­SERVICE ATTACKS ON A
CMP

3.1 GenericDoSAttacks
Denial-of-Serviceis a commonnetwork attackmethodin which

a malicioususerintentionallymakes a �ood of requeststo a tar-
getedInternetservice,renderingthe victim server unavailable to
legitimate subscribers.With this type of attack, lots of packets
weresentto saturateone link, exhaustthe memoryor CPU time
of the server, over�ow the buffer of the network interfacecardof
thevictim server. Althoughlink level fairnessis strictly controlled
by Medium AccessControl (MAC) layer protocol, packets from
one sourcecan make packets from other sourcesunreachableto
theserver, dueto thevulnerabilityof theupperlevel transmission
controlsuchasTCPSYN or UDP�ood attack[4].

A nä�ve DoS attackis relatively easierto identify than a Dis-
tributedDoSattack.Severalmechanismswereproposedto detect
andbattleagainstDoSattacksincludingcomplex algorithmsbased
on patternmatchingthroughpacket monitoring. A DDoS attack,
however, is very dif�cult to detectas in this casemultiple hosts
(sometimesat differentlocations)arecompromisedto exhaustthe
resourcesof thevictim server by thesamegroupof crackers.Each
connectionestablishedby thecompromisedmachinesbehavesex-
actlylikeanormalusermakingalegitimaterequestalthoughaggre-
gatedrequestsfrom thesecompromisedmachinescanoverwhelm
thecapacitythevictim server cansustain.

TheconventionalDoSattackson theInternetexploit anddevour
sharedyet limited resourcesin anillegal,unexpectedmanner. The
network bandwidth,serverCPUtime,or servermemoryandbuffer
spaceofferedby the serviceprovidersareabusedandcompletely
consumedby thecrackers.Thisobservationmotivatesourstudyon
a CMP which ensemblesa scaleddown replicawith sharedback-
sidebusandfrontsidebusbandwidth,cachespace,andCPUtime.
Whena maliciouscodeis launchedon oneor multiple coresof a
CMP, the CMP will suffer from a similar availability issue. Note
that suchan attackby natureis very different from fairnessissue
duringresourceallocation.Theproblemis muchmorecomplicated
asthefairnessmustbeguaranteedonly for legitimateapplications.



3.2 Micr oarchitectural DoSAttack
To the bestof our knowledge,thereare two relatedworks re-

gardingvulnerabilityof microarchitecturalresources:the �rst one
exploits thesharedresourcesin asimultaneousmultithreadingpro-
cessor(SMT) [7]; thesecondonediscussesheatdissipationandits
implicationon performancein a processorwhena maliciouscode
continuouslyexercisesthesameportionof a processorto triggera
thermalalarmandits protectionmechanismsuchasthrottling the
executionor scalingdown the frequency [8]. Sincean SMT is a
moretightly-coupledsharedarchitecturethana CMP, a threadon
anSMT canharmtheperformanceof otherthreadsmoreseriously,
by occupying executionunits aggressively, �ushing the pipeline,
�ushing the tracecache,etc [7]. However, lower-level sharedre-
sourcessuchasbusbandwidthandmemoryspacehasbeenignored
in previousworks. In this paper, we will show thatattacksagainst
theseresourceson a CMP(and/oranSMT) canalsobeserious.

Furthermore,notethataDoSattackonaCMPis clearlydifferent
from thatona shared-busSMPsystemasfollows:

� Higher level memorystructureandinterconnectaresharedon
a CMP while they areisolatedanddedicatedto eachprocessor
on anSMP. Consequently, a processrunningon a CMP needs
to accessthe sharedresourcesmorefrequently. For example,
a processor threadrunningon a CMP will accessthe shared
backsidebusuponeveryL1 cachemiss.Thesameprocessrun-
ning on an SMP, however, only accessesthe sharedfrontside
bus uponevery L2 cachemiss,a muchrarerevent thana L1
cachemiss. Thus,processesrunningon a CMP aremoresus-
ceptibleto DoSattacks.

� The main memory(a sharedresourceon an SMP) is a larger
structurethanthelastlevel cache(asharedresourceonaCMP).
Thus,it is dif�cult for maliciousthreadson anSMPto occupy
a largeamountof mainmemoryspacefastenoughto perform
DoSattacks.

� CoresonaCMPsharethelastlevel cache,while processorson
anSMPsharethemainmemory. Thekey differenceis thatthe
allocationtoandeviction from thelastlevel cacheof eachcache
line is determinedby thehardware,e.g.theLRU algorithm,yet
the allocationto andeviction from the main memoryof each
memorypageis fully handledby theoperatingsystem,which
is notprecitablefromthestandpointof maliciousthreads.Thus,
SMPsarelessvulnerableto DoSattacks.

4. TYPES OF ATTACKS
In thissection,wedescribevariousmaliciousprogramsdesigned

by usto exploit theperformancevulnerability. In our explanation,
we �rst de�ne the processorarchitectureusedin the experiments
and then show several attackmechanisms— attacksagainstthe
backsidebusbandwidth,theL2 cache,andthefrontsidebusband-
width. Furthermore,we presenta few moreelaboratemethods—
LRU andinclusionpropertyawareattacksandattacksthatexploit
lockingprotocol.

4.1 CMP Model
Our CMP model,a quad-coresystem,is illustratedin Figure1.

TheL1 instructionanddatacachesareprivate,32KB each.A 2MB
L2 cacheis sharedby all processorcores. Similar to the Intel R


CoreTM microarchitecture,the backsidebus is setto 256bits run-
ning at full processorspeed.The detailedspeci�cation is shown
in Table1.

EachcoreaccessesthesharedbacksidebusuponeveryL1 cache
missandwe assumethatbusarbitrationis controlledby anarbiter
that is capableof providing busaccessfairnessto all cores.Each
core hasits own Miss StatusHandlerRegister (MSHR) for han-

MSHR MSHR MSHR MSHR MSHR MSHR MSHR MSHR

MSHR

I$ D$

Core 1

I$ D$

Core 2

I$ D$

Core 3

I$ D$

Core 0

Shared Backside Bus

Shared L2 Cache

Shared Frontside Bus

Figure1: Experimental CMP Model

Clock frequency 2.0GHz
Numberof cores 4
Instructionissuewidth 3
L1 I$ (percore) 2-way setassociative

32KB cachewith 64B line
1 cycle hit latency

L1 D$ (percore) 2-way setassociative
32KB cachewith 64B line
1 cycle hit latency
8-entryMSHR

DataBusbandwidthbetween 64GBps
L1 D$ andL2$ (shared) (2GHz* 256bit)
L2$ (shared) 8-way setassociative

2MB cachewith 64B line
14cyclehit latency
1 sharedMSHR

Busbandwidthbetween 16GBps
L2$ andDRAM (shared)
DRAM latency (shared) 100ns

Table 1: Processorcon�guration

dling L1 missesasin mostconventionalprocessorsto providenon-
blockingcachefunctionality. ThesharedL2 cachecontainsits own
MSHRsharedby all cores.Thefrontsidebusis modeledsimilar to
thefrontsidebusof theIA-32 architecture.

4.2 Attack againstBSBBandwidth
The �rst maliciouscodeis designedto thrashthebandwidthof

thebacksidebus.To saturatethis bus,we needto generateL1 data
cachemissesasfrequentlyaspossible,becausethis busis usedas
thecommunicationchannelbetweentheL1 andtheL2. To gener-
ateL1 missesasmany andasfrequentlyaspossible,ourmalicious
codeshouldbe very ef�cient to be aggressive enough. In other
words,theMSHRof acorerunningthemaliciouscodemustbeal-
waysfully occupied.To meetthis requirement,themaliciouscode
is written with assemblylanguageand well optimizedby avoid-
ing L1 instructioncachemiss,removing the sideeffect of branch
mispredictionasmuchaspossible,removing theinstructiondepen-
dency while generatinganL1 datacachemissalmostevery cycle,
andminimizingresponsetimefrom thelowerlevel memorysuchas
pagefaults.Notethatthelastrequirementis oneof themostimpor-
tant criteria. Without it, we will be unableto completelysaturate
thebacksidebusevenwith a �lled MSHR.

The pseudocodeof this attackis listed in Figure2. The code
constantlyloadsdatafrom a 64KB arraywith a stridesizeof 64B,
which is equivalent to the L1 line size. Note that the entiredata
memoryfootprint traversedby thiscodeis 64KB, twicetheL1 data
cachesize. Ideally, the accesspatternof this codewill incur an
L1 datacachemissfor eachload instructionregardlessof the set
associativity of theL1 datacache.

As wewill show laterin thediscussionof thesimulationresults,
someinterestingbehavior of this codeis observed. Even though



allocate 64KB array
mov $2, (pointer to this array)
mov $3, (pointer to this array + 32K)

L1:
lw $22, 0($2)
lw $22, 64($2)
lw $22, 128($2)
...
lw $22, 32704($2)
lw $22, 0($3)
lw $22, 64($3)
lw $22, 128($3)
...
lw $22, 32704($3)
jmp L1

Figure2: Pseudocodefor the attack againstthe backsidebus

we hand-craftedthis codeto generateanL1 missfor eachloadin-
struction,this codedoesnot generatecachemissesasfrequentas
wehaveexpected.Thereasonis thatthebacksidebusis oftensatu-
rated,leaving theprocessorincapableof postingincessantmemory
requestsonthebus.As such,thecodenotonly degradestheperfor-
manceof itself, the bus thrashingalsoimpairstheability of other
CMPcoressharingthesamebacksidebusfrom gainingbusaccess,
resultingin poorperformancefor all workloads.

4.3 Attack againstthe L2 Cache
Thesecondmaliciouscodeis designedto sweepthroughtheL2

cachespaceasquickly aspossible.Usingthisattack,themalicious
threadgeneratesalargenumberof L1 missesthatwipeoutthefoot-
print of thevictim process.Consequently, thevictim processsuf-
fers from a higherL2 missrate. To make this attackeffective, the
maliciouscodeshouldgenerateL1 datacachemissesfastenough
sothatit obsoletesthetheL2 cachelinesloadedby thevictim pro-
cessmorequickly. To meettheserequirements,we designedthe
maliciouscodesimilar to the one describedin Section4.2. The
only differenceis thata largermemoryfootprint is used— 2MB,
thesizeof theL2 cache.Becausethiscodeinherentlysaturatesthe
backsidebusdueto frequentL1 cachemisses,thecodeis expected
to degradethe performanceof the victim processmoreseriously.
Notethatthis attackmightnot behave exactly aswhatwe have ex-
pectedfor most processorsemploy physically-indexed L2 cache.
Nevertheless,we do not expectit alleviatesthevulnerabilityasin
typical situationthe operatingsystemdoesnot allocatepagesin
randomorder.

4.4 Attack againstthe FSB Bandwidth
Similar to thetechnique(or blackart) in Section4.2thatthrashes

the backsidebus, to saturatethe frontsidebus, a maliciouscode
needsto generateL2 cachemissesasfrequentlyaspossible.The
only differencefrom previous code is the memory footprint re-
quired,which is now 4MB, twice of theL2 cachesize. Note that
thisattackalsosweepsthroughtheentireL2 cachespace,andcould
saturatethebacksidebusbandwidthwhencontrivedproperly.

4.5 LRU and Inclusion Property Aware At­
tack

Thefourth typeof attacksis a variationof thesecondattackde-
scribedin Section4.3. Insteadof sweepingthecachewith a stride
of 64B as shown in Figure 3(a), this attacksuccessively sweeps
eachcacheset as shown in Figure 3(b). Note that, with the L2
cachecon�guration shown in Table1, all memoryaccessesto the
addressx + n � 218 aremappedto thesameset.For example,ac-
cessesto theaddress0, 1� 218 , 2� 218 , 3� 218 , 4� 218 , 5� 218 , 6� 218 ,
and7� 218 , areall mappedto set0. Thepseudocodefor thisattack
for our8-wayL2 cache,shown in Figure4, successively loadsdata
from theseaddressesby usingeight registers($18 to $25),so that

Set 3

Set N

Set 0

Set 1

Set 2

64 Bytes

(a)Normalstrideattack

Set 3

Set N

Set 0

Set 1

Set 2

(b) LRU andinclusionpropertyawareattack

Figure3: LRU and inclusion property aware attack

allocate 2MB array
mov $7, (pointer to this array)
mov $10, (0)
add $11 = $10, 218

add $12 = $11, 218

...
add $17 = $16, 218

add $18 = $10, $7
add $19 = $11, $7
...
add $25 = $17, $7

L1:
lw $26, 0($18)
lw $26, 0($19)
...
lw $26, 0($25)
lw $26, 64($18)
lw $26, 64($19)
...
lw $26, 64($25)
...
lw $26, 4032($18)
lw $26, 4032($19)
...
lw $26, 4032($25)
offset increase or reset
jmp L1

Figure 4: Pseudocode for the LRU and inclusion property
aware attack

cachelinesloadedby thevictim processcanbeeventuallyevicted.
Onceit successfullyevicts thoselines, it attacksthe next set by
changingtheoffset.

Consideringthefactsthat(1) thecacheinclusionpropertyshould
bemaintainedfor anef�cient coherenceprotocolimplementation,
and (2) the LRU policy always evicts the leastrecentlyaccessed
cacheline — if a cracker successively accessesthe samecache
set with different address,he ensuresthat L2 cachelines of the
victim core is evicted, and that the L1 cachelines of the victim
coreis alsoinvalidated.Therefore,thevictim corewill accessthe
backsidebus andthe L2 cachemuchmoreoften,which degrades
theperformanceof theapplicationrunningon thevictim core.

4.6 Attack UsingLocked Atomic Operation
To implementthe atomic operation,a Read-Modify-Writein-

structionis typically providedin commercialprocessorsto implic-
itly lock thebus[10, 2]. If a maliciouscodecansuccessfullylock
thebus,otherprocessesrunningin othercoresmustwait until the
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Figure5: DoSvulnerability due to differ ent attacks

buslock is released.In our experiments,we assumethatthehard-
wareimplementationof this operationlocksthebacksidebusuntil
the datais returnedfrom the L2. Normal load operationsof the
�rst, secondandthird maliciouscodesdiscussedearlieraresubsti-
tutedwith locked atomicoperationsto generateaggressive locked
atomicoperations.

4.7 Micr oarchitectural DDoSAttack
Similar to theattackmodelsfound in conventionalInternet,we

alsoforeseethepossibilityof theDistributedDenial-of-Serviceat-
tacks in a future many-core processorsystem. Thesemalicious
codescan be scheduledsimultaneouslyand cooperatewith each
other. DDoSattacksareexpectedto increasethelatency of acquir-
ing the backsidebus, andmay consume(andvoid) the L2 cache
spacemoreaggressively. In ourexperiments,werunseveralthreads
of codesdiscussedpreviously to simulateDDoS.

5. EXPERIMENT AL RESULTS

5.1 Simulation Envir onment
WeexperimentedtheseattacksontheSESCsimulator[16]. The

latestSPECCPU2006benchmarkprogramsareusedasvictim ap-
plicationsto beattackedby themaliciouscodes.2 OurCMPmodel
wasdescribedin Section4.1.Oursimulationresultsweregathered
by executing100million instructionsof eachvictim applicationaf-
ter skippingthe �rst � ve billion instructions.The link bandwidth
andcontentionof eachbusaremodeledwith anassumptionof the
arbitrationlatency to be zero. Note that this is an optimistic as-
sumptionin termsof performanceimpact. In reality, the perfor-
mancedegradationdue to contentionwith maliciousthreadswill
begreaterdueto thearbitrationlatency.

5.2 Simulation Results
Figure 5 shows the performanceresultson DoS vulnerability.

ThebaselineIPC wasmeasuredwhenonly thevictim application
is runningon theCMP. In this case,3 out of 4 coresareidle. The
graphshowsthenormalizedIPCresultsfor avictim applicationex-
ecutedononecoretogetherwith onemaliciouscoderunningonan-
othercoreunderdifferentattackingscenarios.We variedthetypes
of attacksto demonstratethe performancevulnerability of differ-
entresources.For example,L/B/1 contains1 maliciousthreadthat
usesnormalLoadinstructionsto attacktheBacksidebus. Table2
detailstheacronymsusedin thelegend.

As shown in Figure5, by runningonesinglemaliciousthread,
the performanceof the victim applicationcanbe degradedby as
muchas91%. In general,theperformancesensitivity is highly de-
pendenton theprogrambehavior. For instance,mcf hasbeenlong
known for its poor memoryperformanceon someparticularindi-
rect load instructions.By attackingall memory-relatedresources

2Benchmarkprogramswrittenin Fortranor usingunsupportedsys-
temcallsby SESCsimulatorareexcludedfrom thesimulation.

[instruction]/[resource]/[# of attackers]

[instruction]
L: attackusingnormalLoadinstruction
A: attackusinglockedAtomic instruction

[resource]
B: BSBattack
L: BSBandL2 spaceattack
F: BSB,L2 spaceandFSBattack

[# of attackers]
1: Onemaliciousthread
2: Two maliciousthreads
3: Threemaliciousthreads

Table2: Attack Acronyms

suchas the backsidebus, frontsidebus andL2 spacecanfurther
reduceits performancesubstantiallyas shown in Figure 5. Fig-
ure 6(a) shows the L1 miss rateof eachbaselinevictim applica-
tion to provide more insight to the vulnerability. As expected,it
is clearlyobserved that theapplicationswith higherL1 missrates
areusuallymorevulnerableto the attacksas they needto access
thesharedresourcesmoreoften. In otherwords,thoseapplications
demonstratehigh locality and can betterendurememorylatency
will belesssusceptibleto suchDoSattacksin CMPs. In addition,
we alsofound thatour LRU andinclusionpropertyawareattacks
canslightly, thoughnot seriously, increasetheL1 missratesof the
victim processin mostof thecases,makingthevictim application
morevulnerableto theattack.Futureworkloadscontaininglarger
working set (e.g. RMS [13] advocatedby Intel) will clearly be
morevulnerableto theDoSattack.

Anothercleartrendis thattheperformanceof thevictim process
with a higherL2 missrate(Figure6(b)), e.g. astar andlibquan-
tum, is not affectedtoo muchby the attackagainstthe L2 cache
space.As theseapplicationsdonotneedthecacheline again,once
it is evicted from theL1 cache,their performanceis lesssensitive
to theL2 cachespacethatthey occupy.

Also from the�gure, it is interestingto �nd that lockedAtomic
operationsarevery destructive whenthey areimproperlyusedby
the crackers. As suggestedby Intel developer's manual[10], fre-
quentuseof theseoperationsis not recommendedfor performance
reasons.Worseyet, crackerscandeliberatelyexploit this property
to satisfytheirgoals.

As expected,attackingthe backsidebus bandwidthandthe L2
spacetogetherdegradestheperformancemorethansimply attack-
ing the backsidebus bandwidth. Nevertheless,attacksthat target
thefrontsidebusbandwidthappearto belesseffective in Figure5.
Ouranalysisshowsthatit is dueto thelowerperformanceof theat-
tackingthread.BecausetheDRAM memorylatency is fairly long,
the MSHR is quickly �lled by theselong latency operations.As
such, the attackingthreadfails to thrashthe backsidebus band-
width andtheL2 spacemoretimely, makingtheseresourcesmore
availableto thevictim application.
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Figure 6: Miss rate of the baselinevictim process

Simulationswith more than oneattackingthreadarealso per-
formedto investigatethevulnerabilityundera DistributedDoSat-
tack. Figure8(a) shows the normalizedIPC numbersasa result
of attackingthe backsidebus usingone,two andthreemalicious
threads.First of all, we foundtheIPCresultsof differentattacking
threadsin eachsimulationscenarioarealmostsame.Thissuggests
thateachcoreaccessesthe bus in a fair mannerin our simulation
environment. In spiteof fair accesses,the victim processsuffers
from thelongerlatency causedby thesaturatedbacksidebusband-
width. The simulationresultsshow that all victim processesrun
slower asthe numberof attackingthreadsincreases.This is very
obvious becausetheprobability that thevictim processis allowed
to accessthe bus is getting smallerwith more maliciousthreads
running.

Unlike theattackto thebacksidebus,it is not alwaystruethata
DDoSattackis moreeffective thanaDoSattackwhentheattackis
targetedto boththebacksidebusandtheL2 cachespace.Forexam-
ple,asthenumberof maliciousthreadsincreases,theperformance
degradationof sjeng decreases,but thatof mcf increases,asshown
in Figure8(b) andFigure8(c). Note that this type of attackby a
singlethreadis alreadysaturatingthebacksidebusandevicting an
L2 cacheline loadedby the victim process.Consequently, there
is no big advantagewith moremaliciousthreads.Consideringthe
fact that theseattacksaremoreeffective only whenthemalicious
threadsevict a cacheline, eitherfrom theL2 cacheor from theL1
cacheof thevictim core,which thevictim coreneedsto access,the
effect of eachattackis nothighly predictable.Thatis why aDDoS
attackcannotalwaysbemoreeffective thana DoSone.

A DDoSattackcanwork very well if thegoalof themalicious
threadsis to saturatethefrontsidebusandtheir higherlevel mem-
ory resources.As statedbefore,this attackdoneonly by onema-
licious threadsuffers from an over�ow in the MSHR, thusit can-

not exhaustthe backsidebus bandwidthand L2 cachespaceef-
�ciently . As the numberof maliciousthreadsincrease,however,
it becomesmoredif�cult for the victim to receive enoughuseof
theseresources.That explainswhy a DDoS attackworks well in
bringing down the performanceof the victim applicationshown
in Figure8(d).

6. SUGGESTEDSOLUTIONS

6.1 Monitoring Functionality onUtilization of
Shared Resources

Puresoftwaresolutionssuchascommercialvirusscannerarenot
effective for microarchitecturalDoS or DDoS,becausemalicious
threadscandegradetheperformanceof thissoftware,too. Further-
more, it is very easyto write variationsof theseattacks,making
thesignature-baseddetectionmechanismslessuseful. Rather, we
needanadaptive solutionto solve this problembasedon real-time
monitoring. To detectmalicious,atypicalbehavior, the hardware
at leastneedsto monitor theutilization statusof sharedresources,
andprovidesappropriateinformationsuchasbusutilization,cache
sharing,etc.Onemajorresearchchallengeis to identify anddiffer-
entiatea maliciousprocessfrom othernormalworkloads.

6.2 Dynamic Miss StatusHandler Register
From our experiencesof crafting maliciouscodesandobserva-

tion on thesimulationresults,for maliciouscodesto succeed,the
backsidebusshouldbesaturated.This is evidentsincethebackside
bus is thesharedresourcethatevery requestto lower-level shared
resourcessuchastheL2 or the frontsidebusmustgo through. A
successfulmaliciouscodeshouldgenerateL1 cachemissesasfre-
quentlyaspossibleto dispatchenoughrequeststo thesesharedre-
sources.Thus,to prevent DoSattacks,onepossiblesolutionis to
throttlethememoryactivity of themaliciouscode.

In a uni-processorenvironment,this bandwidthis dedicatedto
only one processat a given time. Thus, the numberof entries
of MSHR is typically designedto fully utilize theavailableband-
width. However, in a CMP whereseveral cores(andseveral pro-
cesses)sharethe samebus, architectsneedto develop somemi-
croarchitecturelevel solutionsto dynamicallyadaptthe available
bandwidthfor thelegitimateprocesses.

Onepotentialsolutionweareinvestigatingis to adaptively adjust
thethenumberof outstandingmemoryrequestsbasedontheband-
width utilization and/orcachespaceutilization,which we call Dy-
namicMSHR (DMSHR).3 DMSHR, asshown in Figure7(b), can
be implementedby addingsomesimplelogic to a regularMSHR.
By monitoringthe bus bandwidthutilization, the processordeter-
minesthe numberof MSHR entriesdynamically. If a DMSHR
is servicingmorerequeststhanthis decision,a full signalwill be
setto the DMSHR to deferfurther requeststo the processor. For
example,if it is monitoredthat the bus hasbeensaturated,anda
suspiciousthreadconsumes90%of thebusbandwidth,themaxi-
mum numberof DMSHR entriesallowed to the corerunningthe
suspiciousthreadcanbedecreasedto throttletheaggressive mem-
ory accesses.

Becausea lateDoSdetectiondoesnot affect thefunctionalcor-
rectness,the new MSHR full signaldoesnot needto wait for the
decisionmadeat the currentcycle. Thus, the new logic compo-
nentsincluding the counterand the comparatorshouldnot affect
thelatency of anMSHRfull signalfrom theview of theprocessor.
Comparedto a conventionalMSHR full signal as shown in Fig-

3A centralizedcontrollersuchasa busarbitermight beableto do
this job too. But acentralizedcontrolwill notbeef�cient whenthe
numberof coresincreasesin thefuture.
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Figure7: Dynamic MSHR

ure7(a),DMSHR introducesonly oneadditionalOR gatelatency,
which is notexpectedto affect thelatency of theMSHRfull signal.

Themajorchallengewith this approachis how to accuratelyde-
tect themaliciouscodeandhow to adaptively control the number
of MSHR entriesof the corerunningthe maliciouscode. We are
presentlyinvestigatingmethodsto achieve this.

6.3 OS Level Solution
This problemcan alsobe supervisedandmitigatedby the op-

eratingsystem. The systemadministratormay set somepolicies
on the limit of resourceutilization, and let the OS preemptively
evict the processesthat appearto be malicious. But this solution
cannotbe free from the falsealarmproblem. For example,a nor-
mal,memory-boundprocesscanbemistakenasamaliciousthread.
Again,similar to whatwasdiscussedin Section6.2,moreresearch
is neededto realizea moreaccuratedetectionmechanism.

AnotherOS level solution is adoptingdifferentpoolsbasedon
resourceusagepattern.For example,anOScanallot anddispatch
processesinto two differentpoolsby trackingthedynamicuseof
resourcesby eachprocess:onefor theapplicationswhich require
a small amountof resources,andanotherfor thosewhich require
a largeamountof resources.By having two separatepools,it can
guaranteea fasterturnaroundtime for the processesthat are less
resourcebound.

7. CONCLUSION AND FUTURE WORK
Due to resourcesharingamongprocessorcoresin a CMP, the

performanceof eachprocessis highly dependenton theamountof

resourcesallocated.Therefore,if theseresourcesareexhaustedby
maliciousthreads,the performanceof the overall systemwill be
seriouslydegraded.Themaliciousthreadswe designedin this pa-
perdegradedtheperformanceof a legitimateapplicationby up to
91%ona CMP. Furthermore,severalthreadscanbeorganizedin a
DDoSmanneranddegradeperformancewhenrunningsimultane-
ously.

DoSvulnerabilityonadifferentintra-chipinterconnectiontopol-
ogy, suchasembeddedring, or network-on-chipin future many-
coreprocessors,would be worth researching.Due to distributed
arbitrationnatureof ring architecture,the bandwidthof the ring
would bemorevulnerableto theattack.Network-on-chip,wherea
largenumberof buffersareusedin coresandrouters,is alsomore
susceptibleto DoS attacks.Techniquesto identifying thesemali-
ciousattacksandsolutionsfor differentcon�gurationsof intra-chip
interconnectionwill beinvestigatedin our futurework.
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Figure8: Distrib uted DoSvulnerability due to differ ent attacks


