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Abstract—Vehicles today contain a multitude of sensors
creating vast amounts of data. For many applications, these
data need to be shared with other entities so that they can also
utilize it. Vehicle-to-everything (V2X) is the amalgamation of all
potential vehicle communication systems. V2X technologies are
enabling many smart-vehicle applications, such as autonomous
vehicles. However, in utilizing these data from external enti-
ties, vehicles rely on the availability and trustworthiness of
centralized entities who may be able to delete, forge, leak, or
otherwise tamper with the underlying data. Blockchain tech-
nology provides a decentralized mechanism to allow vehicles
to validate data they receive in a trustless manner. This paper
explores potential applications of blockchain technology in the
V2X space, categorizing and analyzing use cases based on their
underlying blockchain requirements. It then uses this analysis
to determine the key requirements behind an effective V2X
blockchain.

Index Terms—IoT, blockchain, V2X, taxonomy

I. INTRODUCTION

Modern vehicles are rightfully also called “computers on
wheels” [1] as they have a multitude of different sensors
on-board, ranging from cameras and radars to GPS and
gyroscopes [2]. These sensors, combined with on-board
computing facilities, have already enabled many new tech-
nologies, such as GPS navigation and other autonomous
self-driving capabilities. While current implementations of
these applications mainly rely on on-board sensing and com-
puting, many other potential applications require significant
inter-vehicle communication to complement the functional-
ity of those on-board facilities. For example, platooning,
wherein cars coordinate their movements to increase safety
and fuel-efficiency, requires reliable communication between
vehicles [3]. Vehicle-to-Everything (V2X) encompasses all
potential vehicle communication systems that enable these
smart applications.

Achieving V2X communication in a safe and reliable
way is a challenging task. In particular, the transportation
space has a wide, heterogeneous array of stakeholders [4].
While good for competition, this heterogeneity introduces
interoperability and/or security risks. For example, if for a
new smart-vehicle application important vehicular data is to

be stored in a traditional database, stakeholders can either
develop and maintain their own databases, which may or may
not be interoperable, or they could contribute to a single,
centralized database, which forces them to cede control to
some centralized authority which may be able to manipulate,
falsify, or withhold data for its own gain.

Blockchains are a type of distributed state-machine
database with special characteristics [5]. Without requiring
the services of trusted third parties, they rely on reward
mechanisms to enable trading, smart contracts, among oth-
ers [6]. These are enabled by agreement on a shared pro-
tocol and state machine, followed by consensus on what
transactions have been run on the state machine. In this
context, there are many potential applications of blockchain
technology within the V2X space. As outlined above, using
traditional databases for V2X applications may be difficult
due to the diverse number of stakeholders. However, using
blockchain technology, stakeholders can consent to a proto-
col in which they all participate in the maintenance of the
database, each verifying its contents and maintaining records
to ensure it is not being misused. This shared database
could then be used to record and distribute data, such as
verified over the air software updates [7], recordings of a
driver’s behaviours and habits, and timestamped reports from
vehicles involved in accidents [8]. A blockchain’s ability to
maintain a ledger of scarce resources could also be used
in the V2X space. Blockchain technology could enable the
purchase of energy for electric vehicles [9], the payment of
tolls [10], or the purchase of sensor data [11] securely and
pseudo-anonymously.

In this work, we categorize and analyze V2X applications
that can utilize blockchain technology in order to learn
the requirements of and guide the design decisions for
a future V2X blockchain design. In contrast to previous
taxonomies [12], [13], we divide applications into categories
based on what they require from the underlying blockchain
technology, rather than application type. By analyzing the
requirements of specific use cases in each category, we deter-
mine what features are needed in a V2X blockchain in order
to support a broad range of applications. In doing so, we
argue that a permissioned blockchain with high throughput,∗This research has been supported by a grant from Huawei Canada.
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Fig. 1. V2X blockchain system overview.

strong privacy controls, and special features such as offline
support, would best serve contemporary V2X blockchain
applications. Such a blockchain could safely be operated
by the many stakeholders in the transportation space. The
contributions of this work include a detailed overview and
analysis of V2X blockchain use cases, a determination of the
requirements of a V2X blockchain, and an argument for the
viability of permissioned blockchains in the V2X space.

This paper is organized as follows. Section II gives
background on V2X and blockchain technology and sum-
marizes its prior applications in the V2X space. Section
III categorizes use cases of blockchain technology in the
V2X space and analyzes them to determine their underlying
requirements. Section IV uses this analysis to determine
the requirements of an ideal V2X blockchain, comparing
these requirements to the capabilities of existing blockchains.
Finally, the paper concludes in Section V.

II. BACKGROUND

A. V2X and Applications
V2X conceptualizes a vehicle communication sys-

tem composing of Vehicle-to-Vehicle (V2V), Vehicle-to-
Infrastructure (V2I), and Vehicle-to-Pedestrian (V2P) com-
munications. A V2V communication system is envisioned
as a technology for vehicles to authenticate and exchange
messages with each other with the goal of improved safety by
triggering related warnings and other such applications [14].
In a V2I system, infrastructure captures data generated by
vehicles and returns advisory information on safety, mobility,
or road conditions [15]. V2P communication aims to protect
vulnerable nonvehicle occupants of the road by enabling
communications between handheld devices and in-vehicle
systems [16]. Prior work and industrial projects have revealed
the potential of V2X technology to improve transportation
efficiency and safety while enabling new applications [17].
Some applications include traffic congestion controls [18],
driving with enhanced fuel efficiency and travel time [19],
and improved safety assistance [20]. Current V2X system

proposals mainly rely on dedicated short range communi-
cation [21] and/or cellular communication [22] standards as
depicted in the network layer of Fig. 1. Both standards pro-
vide sufficient latency, throughput, and reliability guarantees.
For the rest of the paper, we limit the discussion of latency,
throughput, and reliability to the blockchain layer only.

Past work has analyzed V2X use cases. For example
in [12] Willke et al. describe various connected vehicle
applications, dividing them into four categories: informa-
tion services, vehicle safety, individual motion control, and
group motion control. In [13], the authors survey the entire
landscape of connected vehicles, including an analysis of
applications where they build on the work in [12]. In [23],
the US Department of Transportation provides a list of
connected vehicle applications on which their Connected
Vehicle Reference Implementation Architecture is based.

B. Blockchain and Consensus Protocols
Blockchains, including those adapted for V2X appli-

cations, mainly fall into two categories: permissionless
and permissioned blockchains. Generally, permissionless
blockchains are openly operating distributed ledgers in which
worldwide users can freely join the network. They often
utilize consensus protocols such as Proof-of-Work [5], Proof-
of-Stake [24], and Proof-of-Elapsed-Time [25] which uses
specially designed dedicated hardware. Applications built
upon permissionless blockchains can operate at a large scale
but often suffer from low throughput and high latency [26].
Permissioned blockchains, on the other hand, can attain
a higher throughput and lower latency by only allowing
specific authenticated nodes to participate in the consensus
process.

The primary concern of permissioned blockchains is to
design efficient and effective Byzantine fault-tolerant (BFT)
algorithms to tolerate arbitrary failures [27], [28]. PBFT [29]
and its variants (e.g., BFT-SMaRt [30]), which achieve con-
sensus using O(n2) messages, have been widely used in plat-
forms such as Hyperledger Fabric [31] and R3 Corda [32].
In addition, SBFT [33], HotStuff [34] and Prosecutor [35]
optimize the message passing pattern and leverage threshold
signatures, achieving consensus using only O(n) messages,
allowing permissioned blockchains to scale and enable large
data transfers, such as those that may be required by some
V2X applications.

C. Blockchain and V2X
There has been a lot of interest in applying blockchain

technologies to the automotive sector. In [36], Yuan et al.
propose a framework for automotive focused blockchains.
In [37] Dorri et al. propose their own blockchain design
to support privacy preserving V2X communication. In [38]
Jiang et al. present a blockchain network architecture and
analyze its performance. Blockchains designed for vehicular
data-dissemination are proposed in [39] and [40]. In [41] the
authors propose the use of directed acyclic graphs (DAGs)
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Fig. 2. V2X-blockchain use case taxonomy.

to enable V2V communication. A review of blockchain
technologies for the automotive sector is presented in [42],
where the authors demonstrate the value that a blockchain-
based communication system can bring to the transportation
landscape. This paper builds on this work by analyzing use
cases to determine the requirements and guide the develop-
ment of a blockchain meant to realize that value.

Many works have also investigated specific blockchain-
based V2X applications. These applications include vehicle
tracking and data security for insurance and accident inves-
tigation [8], securing and distributing firmware updates [7],
enabling decentralized ride sharing [43], energy trading [44],
[45], and trust management [46].

Blockchain technology is particularly well suited to the
V2X space due to the automotive sector’s diverse array
of stakeholders. As a decentralized database, blockchains
are not controlled by any one entity. As such they can be
useful in areas with diverse stakeholders with potentially
diverging interests, as is the case in the automotive sector.
This feature becomes especially important in scenarios where
participants may not be incentivized to act honestly, such as
in accident investigations. Additionally, blockchains natively
support payments and can be used to efficiently pay for
things such as tolls, electricity, and data. Finally, as vehicles
and roadside infrastructure are equipped with more sensors
and collect more data, ensuring that this data is distributed
to those who need it efficiently, while still ensuring that it
can be trusted becomes very difficult. Blockchains enable
heterogeneous clients to communicate effectively in an envi-
ronment where all interactions are recorded and validated.
This ensures that all users can access new technologies
without sacrificing safety.

III. V2X-BLOCKCHAIN USE CASE ANALYSIS

In order to determine the requirements (in terms of latency,
throughput, additional features, etc.) of a blockchain de-
signed to support V2X applications, we must first determine
the nature and requirements of those applications. However,
as blockchains have been applied to a diverse range of
V2X applications, performing this analysis on a random
selection of use cases could cause one to miss important

requirements not present in that selection. To avoid this pitfall
we take a more systematic approach, categorizing the use
cases we have found based on the requirements they have
for underlying blockchains. We perform this categorization
using a taxonomy-tree. The splits in the tree are selected
such that applications have similar underlying requirements
to those with which they share many branches in the tree.
The resultant tree, shown in Fig. 2, has six categories that
we believe offer a comprehensive summary of V2X use
cases involving blockchain. To perform our analysis of V2X
blockchain requirements, we take a use case from each
category and determine its underlying requirements, taking
those to be representative of the category as a whole.

A. Use Case Taxonomy
Here we will define each of the categories shown in Fig. 2,

explain how blockchain can be applied to them, and give
a high-level overview of their specific requirements for an
underlying blockchain.
Data Recording: Applications where the primary purpose
is to transmit and record unordered (or partially ordered)
data. For example, users may wish to record the mainte-
nance history of vehicles. Blockchains can assist in these
applications by providing an immutable record of the data
being sent. In these scenarios, redundant transactions or
conflicting transactions may not need to be resolved and
latency requirements are relatively loose as the data is not
immediately actionable.
Transactions: Applications where a consensus must be
reached on the ordering of the transacted data. For example,
any application involving payments would fall into this
category (such as road tolls, registration costs, fines, etc.),
as total ordering is needed to prevent double spending.
Blockchains can be used to reach this consensus on ordering.
In these scenarios, redundant transactions must be removed
and nodes must reach consensus on conflicting transaction
resolutions by ordering the transactions; this is needed to
enable the transfer of scarce resources. These applications
require low latency as transactions may be used to trigger
actions and smart contract support to allow more complex
transactions, such as deferred payments.
Data Dissemination: Applications where the transmitted
data need to be processed and consumed by a number of
nodes in the network. For example, an application notifying
local vehicles of traffic delays or accidents would fall into
this category. Here, the blockchain serves as a secure channel
for distributing the data. High throughput is required by the
underlying system to efficiently distribute the data.
Data Storage & Reporting: Applications where the trans-
mitted data are likely to be collected only by interested
parties, a subset of the nodes in the network. For example,
an application recording accident reports is likely to produce
data only of interest to regulators and the involved parties.
The blockchain serves as a secure channel for distributing,



authenticating, storing, and timestamping the data. These
applications require blockchains with high throughput and
efficient data storage capabilities to handle the large amounts
of data.
P2P Transactions: Applications where the majority of the
transactions happen between nodes of similar priority or
capability (e.g., vehicles). For example, ride sharing appli-
cations, where users sell rides to others, would fall into this
category. Blockchains can be used to allow such nodes to
transact safely, without trusting each other or a third party.
These applications require public verifiability of transactions
so that two untrusting nodes can validate transactions be-
tween themselves.
V2I Transactions: Applications where the majority of the
transactions happen between any devices (e.g., vehicles)
and some specific parties (e.g., infrastructures of highways).
Electric Vehicle charging, where users purchase power from
the grid, is one example of this. Blockchains can be used
to support reliable payments without compromising privacy.
These applications can run on public or private/consortium
blockchains to improve privacy and may require a public
key infrastructure (PKI) so that users can identify legitimate
infrastructure.
Local Data Dissemination: Applications where the majority
of data creation and transfer happens between nodes of
similar priority or capability (e.g., vehicles). Inter-vehicle
messaging applications, where vehicles notify surrounding
peers of important events, such as traffic jams, fall into this
category. Blockchains can be used to validate the data and
the sender. Reputation mechanisms are required to verify the
data sent by nearby nodes [46].
Top-Down Data Dissemination: Applications where au-
thorities (e.g., government, car manufacturer, etc.) serve as
the data sources. Software update applications fall into this
category. Blockchains can be used to discover data, validate
them when they are received, and to compensate the sender.
A PKI is required to verify the data initially came from a
trusted source.
Event Driven Data Recording: Applications where the
transmitted data are unprocessed and triggered by events,
such as accidents, which may or may not be periodi-
cal. Here, blockchains provide verifiable, immutable, times-
tamped records of the data. These applications require so-
phisticated reputation and oracle designs to ensure data is
not tampered with before being uploaded to the blockchain.
Aggregated Data Recording: Applications where a con-
sistent stream of data is recorded on chain. For exam-
ple, emissions tracking applications fall into this category.
Blockchains can be used both to record the data and to
perform actions based on the data using smart contracts.
Such applications require a blockchain with high throughput
in order to handle all the data, and smart contract support
in order to allow parties to act on the data.

B. Use Case Description and Analysis

We analyze a use case from each of the categories at the
bottom of Fig. 2. We briefly describe the use case and analyze
its underlying blockchain requirements. The requirements for
the applications under consideration are summarized in Table
I. Without loss of generality, we base these requirements off
of the needs of the province of Ontario, Canada, which is
indicative of the traffic today in other regions globally. In
particular, Ontario had approximately 14 million residents
and nine million registered vehicles in 2017 [47].
Inter-Vehicle Messaging: Vehicles’ sensors can record data
that is important not only to the vehicle itself, but to other
vehicles around it. For example, if traffic is slow on a
certain street, cars on surrounding roads may wish to know.
However, the risk of malicious actors providing false data is
high, and so a mechanism to gauge the reputation of message
senders (vehicles) is required. Blockchains can assist this
type of application by adding a trust management layer to
the communication protocol, as proposed in [46]. In that
system, vehicles can use a blockchain to optionally rate
messages they receive, either positively if they found the
message accurate or negatively if they found the message
inaccurate. Vehicles’ reputations can increase or decrease
based on the ratings of the messages they send, and future
messages from these vehicles can be accepted or rejected
based on their reputation. In 2017 an estimated 144 billion
km were driven in Ontario [47]. Assuming vehicles submit
a batch of ratings every 10km, such a blockchain system
would need to support an average of 500tps. Assuming each
ratings batch is approximately 1KB in size, the blockchain
must support 500KBps total data throughput. Low latency is
not required and so delays of up to 10 minutes are acceptable.
The only data that needs to be stored by the blockchain is the
cumulative rating for each user, approximately 1GB of data.
As all vehicles will submit ratings, the number of clients
of the system is approximately 9 million. In addition to the
above requirements, such a system would ideally be able
to provide some functionality even in cases where vehicles
are not connected to the wider Internet (i.e., due to being
in remote areas without a cellular connection); this issue is
discussed further in Section IV-C.
Software Updates: Vehicle software needs to be updated
for both road safety and system security reasons [7]. Soft-
ware providers send out the updates infrequently and these
packages must be distributed quickly to every vehicle sys-
tem that needs it. Additionally, vehicles must only accept
updates from trusted providers. The system proposed in [7]
uses a blockchain to validate software updates and record
attestations from vehicles that have received the update. A
local P2P network is used for the actual data distribution
and the blockchain may also be used to support network
discovery. Around nine million vehicles were registered in
Ontario in 2017 [47]. Assuming that an update package with
a size of 1 MB needs to be sent to 90% of the vehicles in



TABLE I
BLOCKCHAIN REQUIREMENTS OF V2X APPLICATIONS

Tx Throughput Data
Throughput Max. Latency Users Storage Special Requirements

Inter-Vehicle Messaging 500tps 500KBps 10 min 9 million <1GB Offline Use, Sybil Prevention
Software Updates 260tps 260KBps 10 min 9 million 9GB PKI, Local Networking
Accident Reports <1tps 10KBps 10 min 500 000 300GB Offline Use, Hardware Oracles
Emissions Tracking 300tps 150KBps 10 min 14 million 9GB Regulator Support, Hardware Oracles
Ride Sharing 50tps 50KBps <1 min 1 million 12GB Data Encryption, Payments
EV Charging 1tps 0.5KBps <1 min 46 000 <1GB PKI, Payments

one day, and attestations of reception are under 1KB, the
blockchain system needs to sustain on average 260 tps and
260 KBps of throughput, along with 260MBps of throughput
in the underlying P2P network. Latency of up to 10 minutes
in the blockchain layer is acceptable. Only a record of the
latest software installed on each vehicle needs to be kept,
as such approximately 9GB of storage is required, 1KB for
each vehicle.
Accident Reports: We consider the accident investigation
and insurance use cases discussed in [8]. Data generated
in this use case fall into two categories: on-site and off-
site. On-site data is recorded and uploaded automatically
by the vehicles, pedestrians, and infrastructure involved in
the accident. It may include the vehicles’ location, speed,
number of passengers, hashes of camera feeds, among other
items. On-site data contains key information from a relatively
short period around the accident, which we estimate normally
totals less than 1 MB per accident. Ideally this data could
be recorded and verified by surrounding vehicles even in
cases where the accident occurs in areas without an Internet
connection. Off-site data, including the accident investigation
reports and insurance bills are generated by the government
and insurance companies. These data may be larger than the
on-site data. The size of the reports can be up to 10 MB in
size, depending on the scale of the accident. According to
the Ontario road safety annual reports, around 200,000 road
collisions happen per year, of which around 30,000 result
in fatalities or personal injury. Assuming that, in addition
to 1MB of on-site data, each minor accident requires an
average of 100KB of data in the report and each fatal or
personal injury accident requires an average of 1MB of data,
the data storage requirements of the system can reach nearly
300GB per year. These data are not processed in real time,
as such latency is not a major concern and latency of up to
10 minutes is acceptable.
Emissions Tracking: We consider the emissions monitoring
scheme described in [48]. In this system, for every trip a user
takes, carbon usage data is recorded on a blockchain. Carbon
credits are used to pay for this usage. Additionally, credits
can be traded between users. Simulation based on travel data
for an Ontario town required approximately 2.7 transactions
per user per day. Therefore, a blockchain supporting this
application for the population of Ontario would require
around 300 tps. Assuming each transaction is approximately

0.5KB, this equates to 150KBps of data throughput. Latency
requirements for this application are not strict as carbon
emissions need not be responded to in real time; we suggest
that a latency of up to 10 minutes would be acceptable. Every
traveller would need to submit transactions to this system, so
the estimated number of clients is on the order of 10 million.
As users pay for their carbon usage at the end of each trip, no
data is required to be stored on chain other than the identities
of users and their credit balances. This results in less than
1KB of data per user, and approximately 9GB for the system
as a whole. More data may be stored for research purposes,
however this is not strictly required. As this system handles
potentially sensitive data, privacy is a major concern. All
users on the system are pseudonymous, which provides some
protection. Further privacy could be achieved through the use
of temporary identifiers or private blockchains. Such a system
would require strong support from relevant regulators.
Ride Sharing: In general, a ride sharing system allows pas-
sengers with close destinations to share a vehicle and divide
the cost of the trip among themselves. We consider the ride
sharing scenario described in [43]. Here, local computing
resources are used to match drivers with passengers and
a private blockchain is used to record information about
trips taken and can further be used to facilitate payment.
Data required to be stored on the blockchain in such a
use case includes the distance of the journey, number of
passengers and their pseudonymous ids, and the total cost
for the trip. The size of the data is approximately 1 KB per
ride. Assuming approximately 10% of the population uses
ride sharing, and each of those takes approximately 2 trips
per day, this system is required to support an average of
50tps of throughput, totaling approximately 4GB of total data
per day. This throughput would have to rise to account for
increased demand in peak hours. As payments are desired to
be fast, latency should be relatively low, less than 1 minute.
Transactions should be stored on chain for several months.
As trip data may be sensitive, privacy is a major concern in
this use case. It may be possible to encrypt some data, such as
trip details, in order to preserve privacy, however other data,
such as the total cost, must be available to system validators
to facilitate the correct payment.
Electric Vehicle (EV) Charging: We consider the designs
provided in [44] and [45] as examples of V2I transaction use
cases. In both proposals, EVs are both users and suppliers



of power in the systems. A local aggregator (LAG) serves
as a validator in the system, provides temporary storage of
power between suppliers and users, and may perform as an
extra power supplier when needed. Additionally, in [44] the
LAG performs double auctions to determine the power price.
Stakeholders include the EV owners, an authority responsible
for regulation, and the LAG operators. Currently, there are
more than 1,600 charging stations [49] and over 46,000
EVs in Ontario [50]. Transactions in the network include
electricity requests and monetary payments. Each transaction
is around 500 bytes in size [45]. Given an average annual
distance of 15,200 km [51], an average travel distance per
charge of 200 km [52], and assuming a uniform distribution
of charges throughput the year, there are approximately 20
thousand charges daily, however a rapid growth in that num-
ber is targeted. Assuming the charges happen mostly in the 8
work hours, the throughput required is 2, 500 transactions per
hour or roughly 1 tps. Latency requirements are the same as
any other application involving cryptocurrency transactions
(i.e., less than 1 minute). As data in the system may reveal the
location and identity of the vehicle owner, pseudo-anonymity
is required. However, regulatory authority should be able to
reveal the identity whenever required.

IV. MAPPING TO BLOCKCHAINS

A. Blockchain Specifications

As shown in the previous sections, blockchains targeting
V2X use cases have unique requirements. First, they must
support large amounts of data. For example, supporting only
the use cases in Table I requires supporting over 1000tps,
nearly 1MBps of data throughput, and hundreds of gigabytes
of storage. Additionally, due to the sensitive nature of vehicu-
lar data (as it can generally reveal a user’s location), privacy
of this data must be central to these blockchains. Due to
the safety critical nature of blockchains, security is a major
concern, and so well-known attacks, such as Sybil attacks
and 51% attacks must be prevented. Vehicles need to be
able to act as clients in the network, submitting transactions.
V2X blockchains must support cryptocurrency transactions
to support use cases such as EV Charging and Ride Sharing.
Finally, certain applications may have special requirements,
such as those that must include some method to support
vehicles temporarily disconnected from the Internet.

One possibility is to have vehicles support different
blockchains for different use cases tailored to suit the specific
task. However, we argue that this is not the ideal solution for
the following two reasons:

• Requiring vehicles to support multiple blockchains
raises numerous interoperability concerns. If every ve-
hicle runs on the same blockchain, applications can
be made universal. However, if they run a wide ar-
ray of blockchains, certain vehicles may be unable
to run certain applications and/or present myriad of
overhead layers (and associated costs/delays) for inter-

chain-communication in such a segregated environment.
This negates one of the major advantages of using
blockchains in the V2X space and so should be avoided.

• Ensuring applications run on the same blockchain can
allow them to build on each other. Further, this tactic
also promotes a culture behind a “holistic” ecosystem
where third-parties can build novel decentralized appli-
cations/services. For example, the reputation mechanism
used in the Inter-Vehicle Messaging use case could be
adopted by many of the other use cases, e.g., it could
help users of the Ride Sharing application to gauge their
trust in a potential driver. Taking advantage of these
synergies would be costly and/or cumbersome if these
applications ran on different blockchains.

B. Blockchain Architectures: An Empirical Case Study
Here, we compare the above requirements to currently

available blockchains. To enforce use case logic into the
system, we only consider blockchains with Turing-complete
smart contract languages. We summarize the design and
features of some candidate chains in Table II. We se-
lect Ethereum, IOTA, and Algorand as examples of pub-
lic blockchains, with Hyperledger Fabric and Facebook’s
Diem being our examples for permissioned networks. This
selection is based on the fact that those networks present
complementary characteristics.

Public blockchains, such as Ethereum, and Algorand
can provide high levels of security and decentralization.
IOTA [53], on the other hand, relies on Proof-of-Work
to avoid resource exploitation and a trusted entity called
Coordinator for transaction finalization. While throughput is
extremely limited in some cases (e.g., Ethereum), resulting in
poor performance and high fees, upcoming layer-2 solutions
such as Zk-rollups [54] may provide significant performance
improvements. However, the biggest concern with these
chains when it comes to V2X use cases is their lack of
privacy. All data posted on these blockchains is public, and
as such anybody can read it. While this may not be a major
concern for some types of transactions, it is unacceptable
for transactions that may reveal a user’s location, as many
do in the V2X space. Additionally, due to a lack of know
your customer (KYC) requirements, applications on public
blockchains are often susceptible to Sybil attacks.

Due to these factors, we suggest that permissioned
blockchains are the clear choice for V2X applications. While
these blockchains are more centralized than public chains,
due to the large number of semi-trusted stakeholders in the
V2X space (e.g., governments, police services, insurance
companies, car manufacturers, citizen groups, etc.), we argue
a blockchain validated by these stakeholders would provide
good security and sufficient decentralization while still pro-
viding great throughput and low fees. By limiting the set of
validators to only known and trusted entities, the risk to user
privacy is greatly diminished. These entities can ensure that
smart contract rules surrounding the availability of data to



TABLE II
SUMMARY OF CANDIDATE CHAIN DESIGNS AND FEATURES

Ethereum Hyperledger
Fabric IOTA Algorand Diem

Type of blockchain Public Permissioned Public Public Permissioned
Consensus Proof of Work [5] PBFT [31] IOTA Proof of Work [53] Proof of Stake [24] HotStuff [34]
Transaction fees very high nil low low nil
Throughput low high high high high
Data Dissemination Unhosted accounts ideal feasible high ideal
Data Storage and Reporting privacy, high fees concerns ideal privacy concerns privacy concerns ideal
Transactions Native or ERC20 tokens Feasible Feasible Native Native or Coins

third parties are enforced. Through government oversight of
the validators, these concerns can be eased even further.

Unlike decentralized public blockchains such as Bitcoin,
some permissioned blockchains only allow hosted wallets,
i.e., a few entities have the authority to issue accounts, often
with a KYC process. This feature is crucial for some use
cases such as Inter-Vehicle Communication and Accident
Reports, hosted wallets are required to prevent Sybil attacks.
Hosted wallets enable trusted authorities to track down users
in order to resolve conflicts without compromising privacy.
Due to the privacy concerns of revealing the true identity
behind these wallets, we suggest only the most trusted
validators (e.g., governments) should have this ability.

It is important to note that vehicles’ sensor data has a
high collection frequency and volume, testing the limits of
any distributed computing system. We suggest the systems
to be designed to prune the data at regular intervals and
to be augmented by layer-2 solutions such as Zk-rollups or
payment channels [54] to maximize the number of possible
use cases that can be supported by a single blockchain.

The special requirements of some applications, summa-
rized in Table I also suggest open problems that require
further investigation. Some applications require hardware
oracles in order to provide trustworthy data to the blockchain.
The Ride Sharing application requires that some data be
encrypted in a way that preserves privacy while allowing
users with the proper permissions to access it.

C. A Note on Offline V2X Operation

An important factor of any V2X blockchain system is the
fact that at times vehicles may not have access to the network.
Evidently, as noted earlier in this paper, some of the use
cases described here require certain offline capabilities so
that vehicles can continue to communicate with surround-
ing peers even when an Internet connection is unavailable.
This is similar to the requirements of Central Bank Digital
Currencies where users need be able to transact when they
are not online [55]. Admittedly, this introduces a major gap
with current blockchains where all participating nodes must
have a consistent connection to the Internet to participate.
An application that requires a consistent Internet connection
is limited, either in terms of where it can operate, or in
how much it can be relied on by vehicles. Therefore, any
blockchain for V2X design needs to have some level of

support for offline use in order to enable the broadest possible
range of applications.

One possible way to approach this problem is to allow
vehicles that have become disconnected from the wider
Internet to form a local networks with other peers so they can
continue transacting on the blockchain, albeit less securely
due to the decreased number of nodes [56]. Those “local
side-chains” could be later synced with the main network
when those vehicles come back online, similar to some layer-
2 solutions in existing networks [54]. Another possibility is
to allow Trusted Execution Environments (such as Samsung’s
KNOX, ARM’s TrustZone, Intel’s SGX, etc.) to securely
process/store certain operations offline before later syncing
with the wider network [55]. Such a design could potentially
achieve good performance and security, however it would
place a lot of trust in these specialized parts and their
manufacturers. We believe it is likely that this problem will
be resolved through a number of different mechanisms. The
exact nature, design, and capabilities of these mechanisms
certainly present interesting areas for future investigation.

V. CONCLUSION

This paper presents an overview of blockchain applications
in the V2X space and analyzes these applications in order
to determine the requirements of a V2X blockchain. We
find that permissioned blockchains are the best option to
enable the widest range of applications and ensure that
throughput, user privacy, and KYC requirements are all met.
However further work is needed to enable the vast amount
of throughput required to process all the data produced by
modern connected vehicles. Some interesting directions for
future work on this topic include the development of a
blockchain specially designed for the V2X space, layer-2
solutions built on top of permissioned blockchains to increase
throughput, the development of novel blockchain features
that may be applied to the V2X space, such as support for
offline use, and real-world testing of blockchain based V2X
applications.
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